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 Assessment 13 Total Marks: 30 

1. Give short answers for the following questions: (16) 


I. What are the basic steps involved in creating enterprise risk management programme? 
Creating a Risk management programme is an extremely large and complex task there are many steps and sub processes involved to ensure you comprehensively identify and manage all the risks associated with a business or project however there are some basic step that can assist and break this large task into smaller parts:
· Risk Analysis and Assessment
· Business continuity and contingency planning 
· Response and resumption
· Business and recovery
· Review and re-evaluation 

II. How can the need for risk management be raised in an organization? 
The need for Risk management within a modern business or project within an existing business is fundamental to its future success, it needs to be fully supported by the senior/executive management, Risk management team and those that will be managing or dealing with the operations or root causes of the risk on a daily basis.  A risk management programme will require a great deal of time, effort and resources to be made available in order to make it successful it will also require the support of the senior management and shareholders to ensure that the Risk management programme is given the precedence and priority it deserves, for this you should firstly carry out a high level risk impact assessment, the findings of this should be presented to the executive management with the emphasis on exactly how the risks can potentially affect the business, to do this there are tools you can use such as comparing risk and impacts with other companies and known outcomes, point out the risk management stratagies/programs used by other companies, using KPI’s to point out indicators such as costs, market shares, service level and profitability.

III. ‘Risks that an organisation faces usually originate from three sources. What are these? 
The three risk sources that an organisation usually face are as follows:
· The Structure, mission and culture of the organization
· Any Assets or resources, that are owned, or controlled by the organization 
· Any business partners an organization may have
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IV. What is a contingency plan? 
It is essential that a company prepares for the impacts of a risk based on the worst-case scenario even if all the risk avoidance measure have been taken. Once a business has identified these worse care scenarios can a company prioritise the risks and then it can start to formulate plans to reduce, mitigate or remove these risks.  The plans that are formulated are known as contingency plans these plans are ultimately the plans that a business will use for its survival. It is important that a plan includes the following:
· Reduce any potential harm to those that the business affects i.e. visitor, employees
· Reduce loss or damage to company assets
· Ensure important resources remain available during service interruptions
· Ensure alternate location can be speedily set up for the restoration of mission critical processing 
· Cost effectiveness
· Reduce decision making during catastrophic times
· Give a standard for testing and updating the contingency plan 

V. What different approaches are used to collect inventory data? 
There are several approaches that should be used to be able to collect inventory data, these are:
· Carrying out a thorough and detailed Micro level of inventory data 
· Executing an inventory on high level Macro data
· Carrying out a combination of both the high level of data inventory and where it is required carry out a detailed level inventory of data 

VI. Outline the factors that should be considered when rating the possible severity of the impact of the performance failure. 
The businesses management should rate the impact that any interruption in operations would have on the critical success factors.  A business can use the severity rating based on the above interruption to operations as its main rating factor.  Critical success factors are numerous but can include:
· Internal controls – would internal controls be affected by an adverse incident
· Safety and Security – Are employees or assets in danger
· Communications – Would a company’s communications ability be interrupted
· Revenue Generation – Would a companies ability to service its customers and generate revenue
· Reputation – Would the image or brand be damaged due to the risk
· Legal – Would the business violate any regulatory requirements or contractual agreements
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· External Reporting – would any incident prevent the business from generating external reports

VII. When creating a legal strategy for a business which areas should be given special attention? 
Special attention should be given to the following when creating a legal strategy:
· Those areas where the effects of any interruption to operations outweighs any potential remedies may be available
· The possibility of a problem occurring seems likely 
· Recovering from potential problems is difficult and expensive 
· Regulatory activities should be implemented
· Changes to improve safety risks should be implemented
· An outline of policies and procedures for business partner management should be prepared
· Changes that are needed in insurance coverage should be made if required 
· Financial practices and disclosure guidelines should be implemented 

VIII. What is the main objective of a contingency plan? 
The main objective for a contingency plan is to ensure that operational reliability and stability is sustained so that the company survives. In basic terms,a contingency plan allows an organisation to its daily operations as quickly as possible after the occurrence of an unseen event.  A contingency plan should protect business resources, minimise customers inconvenience, identify key staff, and assign specific recovery responsibilities.


2. What is business impact analysis? And which stages are involved in it? (7) 
Business Impact Analysis is by definition; To identify what are the impacts of a particular risk that is identified and then to quantify which of these impacts would be truly mission critical if realised. It then identifies any further/potential impacts or consequences of any future changes that are made, or to estimate what needs to be modified in order to affect the identified change. There are a number of stages that are used to identify which impact are the most critical to the business or will impact the most on the operation, it is important to any business that these stages are easy to identify and understand by all they should be given a specific timeframe that denotes their severity in their most simplistic form to prioritise which of these impacts or risk are mission critical so there is no confusion, an example of this could be:
· Total impairment
· Considerable impairment
· Moderate impact
· Minor impact 
· Negligible impact   
The impacts are given as stated above should also be given a recovery timeframe:
· Highest category - immediate resumption of business function is essential no down time is permissible 
· Short period of downtime – 4 hours or less is permissible howver work must be resumed in this timeframe 
· Same day resumption – alternate site not required but functions can continue in an alternate location
· 24 hours is acceptable – the time scale noted is an acceptable for normal business function
· [bookmark: _Hlk2196270]24 – 72 hours – Acceptable for business to resume for a particular function
· 72 hours + - Acceptable for business to resume for a particular function
Once all the factors listed above have been taken into account and the impact has been fully analysed  it is then possible to identify and prioritise the potential impacts of  a specific risk, from here a business can then make an informed decision on how to best proceed. 
  
3. Design a survey for the risk assessment of a company. (7) 

Once a business has selected its approach to risk assessment it can then form a template which can be used to identify and compile its own risk assessments, specific to the risks faced by that business or project. A good way to assist in the compilation of these risk assessment templates are the use of surveys that can be passed out to persons that could be involved directly such as staff or managers within the business, indirectly such as suppliers or customers or those not at all involved with the business but still have a vested interest such as local residence, to collect opinions past or current knowledge on potential sources of risk and the impacts they may or have had, these surveys in turn can be used as a tool to identify or highlight potential risk and impacts that may not have been considered, not considered as priority, or passed over by a team which could have limited knowledge or limited experience in some areas which could otherwise have been missed. These areas and findings can be used to influence or assist in the production of a business’s risk assessment.  
A risk assessment survey should be thought out comprehensive set of directed questions or scenarios designed to identify risks and impacts within a business from a large array of people with differing experience, qualifications, fields and backgrounds to ascertain the widest scope of potential risk, which can in turn be analysed prioritised and condensed by the risk management team to assist in the provision of  a comprehensive risk assessment for a business or project.  Mediums such as personal interviews, collective data compilations (questionnaires), feedback forms and popular opinions for example voting.  By using methods such as this a business can canvas a large and diverse range of people and collect data or information on risks that they individually or collectively perceive as being present.  Some questions that could be used as a template for a questionnaire are:
· What can we do better or improve in this area? 
· What are we doing well in this area?
· When talking about risk what is your top priority, or do you feel is most important to you as an individual
· Are there any factors or potential risks that you can foresee if a particular direction is taken?
· How will our decision to pursue a particular area affect you? 
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· Are ther any risks in terms of safety which could affect you or the busness/project?
· If demand for certain products is higher than expected in forecasted plans, how could the increase in demand be met?
· What actions should the business do to decrease the effects caused by any occurrence of any disasters man made or otherwise?
· What will happen if forecasted sales objectives are not reached?
· If a major competitor withdraws from a particular market, how should the business react?
· What can we do if a technological advancement or emerging market makes our new product obsolete sooner than the business thought it would?

It is important to note that not all of these questions listed  will be relevant to all of those questioned,  they should be pointed and directed to best suit the audience that they are directed at, this will enable them to be focused to the right groups and obtain the best and most useful answers 
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