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	1. Give short answers for the following questions:
i. Outline the factors on which fraud risk assessment depends. 
Fraud risk assessment is a process aimed at proactively identifying and addressing an organization’s vulnerabilities to internal and external fraud. The objective of a fraud risk assessment is to help an organization identify what makes it most vulnerable to fraud.

An effective fraud risk assessment process should take into consideration the fraud schemes that may occur so that the counter measures intended to detect and prevent fraud are effective. The fraud risk assessment process should also take into consideration the  factors that influence an organization’s risk which include; nature of the business it is in; the environment in which it operates; the effectiveness of its internal controls and the ethics and values of the company and its employees.

Fraud risk factors needs to be evaluated in the context of understanding the business of the entity, and the general economic and market environment in which it operates; the presence of other fraud risk factors, if any and the existence and effectiveness of mitigating controls. An adequate understanding of the entities business and its relationship with business partners, suppliers and customers is crucial to the proper evaluation of fraud risk factors.

Risk assessment factors can be considered on different levels such as entity, behavioral, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc. Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. After the process is initiated, different perspectives, such as the ability of management to incorporate risk management practices, should also be examined.

Fraud risk assessment depends on the following assessments;
(i) Management characteristics pertain to management abilities, pressures, style, and attitude as they have to do with internal control and the financial reporting process. These characteristics include management motivation to engage in fraudulent activities.
(ii) Industry factors pertain to the economic and regulatory environment in which the entity operates, ranging from stable features of that environment to changing features such as financial or regulatory requirements, increased competition and market saturation leading to adoption by the business of fraudulent practices to keep pace with the industry.
(iii) Operating characteristics and financial stability encompasses items like the nature and complexity of the entity and its transactions, the geographical areas in which it operates, the number of locations where transactions are recorded and disbursements made, the entity’s financial condition and its profitability.
(iv) Corporate factors: A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well.
(v) Economy factors; is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more! In a 2008-2009 survey ACFE asked 507 CFEs to report fraud that had occurred since the beginning of the economic crisis. According to this survey, more than half of the CFEs reported that fraud had increased during the economic downturn.
(vi) Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as: a culture that doesn’t encourage honesty or lack of clear job descriptions for employees or lack of ethics polices in the organization.
(vii) Fraud Factors: Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program. For example, in financial statement fraud, executives have a higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be involved. Corruption cases may also involve outsiders who collude with fraudsters working for the entity. It is important during risk assessment to take these individuals into account and take countermeasures to detect fraud.

ii. What are the main concepts about risk assessment? 
Risk assessment is a systematic process of evaluating the potential risks that may be involved in a projected activity or undertaking. Risk assessment is a term used to describe the overall process or method where you: Identify hazards and risk factors that have the potential to cause harm to the business (hazard identification); Determine appropriate ways to eliminate the hazard, or control the risk when the hazard cannot be eliminated (risk control).

To protect itself and its stakeholders effectively and efficiently from fraud, an organization should understand fraud risk and the specific risks that directly or indirectly apply to the organization. A structured fraud risk assessment, tailored to the organization’s size, complexity, industry, and goals, should be performed and updated periodically. The assessment may be integrated with an overall organizational risk assessment or performed as a stand-alone exercise, but should, at a minimum, include risk identification, risk likelihood and significance assessment, and risk response.

Fraud risk identification may include gathering external information from regulatory bodies while Internal sources for identifying fraud risks should include interviews and brainstorming with personnel representing a broad spectrum of activities within the organization, review of whistleblower complaints, and analytical procedures.

The Five Step Guide to Risk Assessment includes 
Step 1: Identify the hazards or risks. 
Step 2: Decide who might be harmed and how. 
Step 3: Evaluate the risks and decide on control measures. 
Step 4: Record your findings. 
Step 5: Review your assessment and update as and when necessary.

Working the five steps will involve some careful preparation, the process of actually assessing the risks and then taking action to reduce risks. In order to properly complete the steps, risk assessors need to have a good knowledge of the business, the workforce and activities going on.

For proper and effective risk assessment to take place in the business, the organization needs to select a suitable person or team of persons to do the risk assessment. These persons should be independent of management and should report directly to the Board. The team should also have experience and training in risk assessment and should comprise of a cross section of the entity and at different levels of management. Additionally these persons should have adequate knowledge of the business as well as the industry in which the business operates. 

iii. What are the internal factors that should be considered for fraud risk assessment? 
The Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
(i) Absence of a culture that encourages honesty; where the business has a culture that encourages honesty and ethical values; then the probability of fraud is reduced since employees feel a sense of moral authority and responsibility not to engage in fraudulent activities otherwise the absence of a culture of honesty will encourage dishonesty because the employees do what their bosses are doing. 
(ii) Inability to set and communicate performance standards and standards for personal conduct; when a business does not set and communicate performance and expected conduct of its employees, they will behave in any manner they seem fit since there is no expected standard of conduct.
(iii) Inadequate legal, ethical, fraud detection and security-related training for employees means that the employees do not have a sense if the impact of illegal and fraudulent actions towards the business. This impact may be in terms of financial loss or reputation loss for the business due to the fraudulent actions of employees. 
(iv)  Absence of company policy regarding sanctions for financial crime and breach of security. The absence of these polices means that staff will be fearless to commit fraud since there is no legal framework or policy that provides for sanctions on fraudulent actions.
(v) Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behavior that violates organizational principles. 
(vi) Lack of clarity in job roles, accountability, duties and responsibilities. This increases possibility of fraud since employees are not given specific job descriptions and roles and therefore will do whatever work is available. The lack of separation of roles and responsibilities increases risk of fraud since it is not possible to attach a specific role to an employee and therefore if he/ she commits fraud, it may not be easy to pinpoint that fraud to that person.
(vii) Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions. Since employees are aware that no audit or monitoring is taking place, they will be involved in fraudulent activites with the hope that it will not be found out or if it is found out, then it will be later when they have left the organization.

iv. What is ‘inherent risk’? 
In financial and management accounting, inherent risk is defined as the possibility of incorrect or misleading information in the financial statements resulting from something other than failure of controls. Inherent risk also means the chance that auditors will not detect an error in the financial statements. An example would be the possibility that a company's financial statements have included a crucial misstatement that comes from an omission or error that comes from a cause other than a simple lack of controls but instead from a situation of judgment or estimation.
Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility.

v. Define the term ‘residual risk’.
Residual risk is the threat that remains after all efforts to identify and eliminate the risk have been made. In other words, it is the amount of risk left over after natural or inherent risks have been reduced by risk controls. 
There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose to either accept residual risk or transfer it -- for example, by purchasing insurance to transfer the risk to an insurance company.  

The following are a few examples of residual risks.
(i) Risk Avoidance
A business decides to avoid the risk of developing a new technology because the project has many risks. The residual risk is that a competitor will develop the technology instead and the business will become less competitive. 
(ii) Risk Reduction
An airline reduces the risk of an accident by improving maintenance procedures. Residual risks remain in the process including a chance of human error such as skipping steps in the procedure.
(iii) Risk Transfer
A homeowner transfers the risk of flood damages to their home by getting flood insurance. Residual risks include the insurance deductible amount and the chance that the insurance company will go bankrupt as the result of a large scale flood and fail to pay.
(iv) Risk Acceptance
When a risk is accepted, the entire risk becomes a residual risk. For example, an investor may accept the risk that a stock will go down because they predict that the potential rewards of the investment outweigh the risks.

2. Prepare a fraud-risk assessment checklist for any business of your choice.
Tarzan bar and grill is a private 
Tarzan Bar and Grill is a retail business establishment that serves alcoholic beverages, such as beer, wine, liquor, cocktails, and other beverages such as mineral water and soft drinks and also serves fast foods to its clients. It is located in the 10km in the outskirts of Kampala, the capital city of Uganda.

Performing the fraud risk assessment of Tarzan Bar and Grill is a critical component of a business’s antifraud program. When Tarzan’s management adds fraud to the list of potential risks it faces and assesses that risk, it will be more likely to identify potential fraud schemes and scenarios and better able to design effective controls to prevent and detect them. The fraud risk assessment should be performed in two steps: 
1) Perform a business-wide environmental infrastructure assessment or check-up. This section covers the “Key Components of a Fraud Prevention and Detection Program” document and addresses the tone at the top and the ethical culture in the business. 
2) Perform a detailed assessment by division, process, or core function. This section should include, at minimum, the following administrative functions and services: 
• Finance and Accounting 
• Purchasing and Contracting 
• License and or Permit Issuing 
• Financial Grant Management 
• Information Technology 
• Human Resources Management 
• Any Cash/Revenue Producing Function 
Management should ensure that specific risks for fraud are included in the risk assessment process. The risk assessment process will result in the identification of agency activities, the risks associated with each activity, and the controls that are in place or should be in place to mitigate the risks. 

The fraud risk assessment checklist for Tarzan bar and grill is attached in the appendix 1 below;
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FRAUD RISK ASSESEMENT CHECKLIST FOR TARZAN BAR AND GRILL


	SN
	COMPONENT
	Y/N
	COMMENTS/COMPENSATING CONTROLS IF ANSWER IS “NO”

	1.
	APPROPRIATE OVERSIGHT PROCESS 
• Board of Directors: 
1. Is there a communication mechanism by which executive management and the board is made aware of antifraud programs, controls, and results? 
a) Are they advised of the potential fraud risks in the business? 
b) Are they made aware of the elements of the business’s antifraud programs and controls? 
c) Are they advised of all actual frauds and the actions taken to mitigate future similar frauds? 
d) Are they advised of activity to the Confidential Reporting Mechanism?

• Management: 
1. Is there a member of executive management designated as the responsible party or point of contact for the fraud prevention? 
a) Is this person the liaison with the Board?
b) Does this person provide continuous reinforcement of the antifraud programs to all employees? 
c) Is this person responsible directly to executive management and the board for the antifraud programs of the business?
	
	

	2.
	CORPORATE CULTURE 
Setting the Tone at the Top: 
1. Is there a written Code of Conduct? 
a) Is the Code of Conduct disseminated to all employees at time of hire? 
b) Is there at least annual refresher training on the code of conduct for every employee? 
c) Is there a method of determining that employees understand the contents of the code of conduct? 
d) Do employees have a communication avenue for asking questions when ethical situations arise? 

2. Is there a Confidential Reporting Mechanism for employees to use to report suspected or possible fraud without fear of reprisal? 
a) Is the Confidential Reporting Mechanism contact widely advertised so that all employees are aware of it? 
b) Is there a protocol for handling all Confidential Reporting Mechanism activity? 
c) Is activity of the Confidential Reporting Mechanism reported to executive management and the board? 

• Creating a Positive Workplace Environment: 
1. Is there an employee recognition and reward system or compensation program? 
2. Is there a whistle blower policy, a system for employees to obtain advice internally before making decisions that have significant legal or ethical implications, and/or a process to encourage employees to communicate or report, on a confidential or anonymous basis, without fear of retribution, concerns related to wrongdoing or violations? 
	
	

	3.
	HUMAN RESOURCES MANAGEMENT
Hiring and Promoting Appropriate 
Employees: 
1. Are background checks, both criminal and work, performed on employees, especially those in positions of trust? 

• Training: 
1. Is there a mechanism for tracking employee training and understanding of the code of conduct?

• Notification and Confirmation: 
1. Are employees held accountable for proactively addressing the potential of fraud in the discharge of their assigned duties?
a) Are awareness of fraud and the management of fraud risks included in every managers (perhaps employees) personnel evaluation?

• Discipline: 
1. Are there consequences for employees who commit fraud and are those consequences consistent and fair? 
a) Are consequences pre-determined, that is defined in a fraud policy?
b) Is there a formal procedure for documenting the consequences of each proven fraud? 
	
	

	4.
	ANTIFRAUD PROCESSES & CONTROLS 
• Identifying and Measuring Fraud Risks: 
•Mitigating Fraud Risks: 
•Implementing and Monitoring Appropriate Internal Controls: 
1. Is risk assessment performed by each division, location, or segment separately? 
a) Are possible misconduct schemes, fraud scenarios, fraud categories, and applicable business activity or process identified? 
Examples: 
• If you were the Accountant for the business, how could you embezzle funds, manipulate the financial records, and not get caught? 
• What various ways an insider or outsider can manipulate this process to commit fraud against the business? 
b) Were consequences posed by each scheme and were management’s tolerance for risks considered? 
• Reputation damage 
• Financial damage - Monetary loss 
• Legal damage – Criminal or civil sanctions
c) Were they documented? 
2. Were red flags of fraud considered in the evaluation? 
• Personal characteristics or situational pressures that can lead to fraud 
• Opportunities that can lead to fraud 
• Opportunities that allow or encourage management fraud 
3. Was the likelihood that each particular fraud will occur evaluated? 
• Remote 
• Reasonably possible 
• Probable 
4. Were direct or indirect controls applicable to above documented scenarios identified? 
Basic controls include: 
• Segregation of duties relating to  authorization, custody of assets, and  recording and reporting of transactions 
• Supervisory reviews, verifications, reconciliation 
• Automated edit checks and system controls 
• Physical and logical security of assets 
• Embedded audit checks 
• Fraud detection software 
	
	

	
	FINANCIAL MANAGEMENT
1. Is there regular bank reconciliations of all accounts?
2. Are there monthly reconciliations of accounts receivable in the general ledgers and sub ledgers?
3. Are there monthly reconciliations of accounts payable in the general ledger and sub ledgers?
4. Is the variance analysis of actual expenditure against budget performed? 
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