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Assessment 3
Psychology of the Fraudster
ANSWERS BEGIN
Short Questions

1.i You are an investigative officer, how would you differentiate between high and low level thieves?
Points of differentiation between high and low level thieves may include their position in the organisation (high – owner or managerial vs low - lower level); their educational attainment (high - further education vs low - high-school or equivalent); income level (high - high income vs low - low income); whether the crime was collaborative or not (high - collaborating with partners vs low – working alone). (BOLC, Unit 3)
The Association of Certified Fraud Examiners (ACFE, 2016) have stated that the perpetrator’s level of authority [is] strongly correlated with the size of the fraud, stating median losses as follows (figures in US Dollars): owner/executive: $703,000. Managers: $173,000 Employees: $65,000. This offers corroborating evidence for the link between organisation position and high and low level theft. As an investigating officer, I would consider the value of the fraud as a key indicator of the likely position of the culprit, building that as an indicator in my theory of the case to narrow the pool of suspects. 
1.ii Give the profile of a typical criminal who commits more expensive fraud
More expensive frauds are likely to be committed by persons who are long term employees of an organisation, high income earners, male, over 60, with good educational background, who are working with others to commit the fraud, and have not formerly been the subject of criminal charges. (BOLC, Unit 3). 
These characteristics correlate (in part) with KPMG’s (2016) profiles of fraudsters, which notes the characteristics of a typical fraudster as, among others: 



· between the ages of 36 and 55 (69 percent of fraudsters investigated)
· male (79 percent)
· employed by the company (65 percent)
· executive or director (35 percent)
· employed in the organization for at least six years (38 percent)
· likely to have colluded with others (62 percent)
Although there are factors which do not quite agree (the age profile for example), laying these characteristics over each other, it seems arguable that KPMGs ‘typical’ fraudster is largely correlated with the profile of those who commit more expensive fraud. 
1.iii Define the term ‘calculating criminals’. 
A definition of ‘calculating criminal’ is one whose willingness to commit crime derives from an ‘external locus of control’, meaning they lack self-esteem and confidence, want to fit in with others, and perceive success through others opinions rather than their own. They tend to be of above average intelligence, well-educated, repeat offenders and are predators, being risk takers and lacking empathy (BOLC Unit 3).
Marsh et al (2006) discuss the question of external locus from the end consequence point of view. From this perspective, those with an external locus see occurrences as resulting from forces beyond their influence, and thus tend to put the consequences of their actions, such as being arrested, down to other forces, such as luck.  

1.iv What is the main difference between situation dependent criminals and power brokers?
A situation dependent criminal is one who is not driven by a desire to harm others intentionally but who rather is driven by their situation. (BOLC Unit 3). As Golden et al (2011, p28) note, “[these] white collar criminals… don’t stand out. Many employees share these characteristics”. Many of them either believe or are able to convince themselves (Golden et al, p29) that what they are doing is not wrong. 
Power brokers do stand out – they are powerful, often respected business leaders. They combine the predator characteristics of calculating criminals with their situation-dependant circumstances. A good example of this kind of power-broker is Bernie Madoff, jailed for 150 years for a financial fraud Ponzi scheme (news.com.au, web)

1.v What are the three situations that are usually present in fraud cases, according to the fraud triangle?
The fraud triangle originates in the observation by Cressey (1979) that trusted persons become trust violators when they believe they have a financial problem which is non-shareable, know this can be secretly resolved by violation of the position of financial trust, and can apply to their own conduct in that situation verbalizations which enable them to adjust their conceptions of themselves. In the fraud triangle, these are described as pressure, (the motivation or incentive to commit the fraud) opportunity, (the ability to carry out the misappropriation of cash or assets), and rationalisation, (where the person justifies their dishonest actions). (BOLC Unit 3)

1.vi Briefly describe the Gwynn Nettler’s perception about employees lying, cheating and stealing. 
Nettler (1982) observes the following about employees lying, cheating and stealing (my paraphrasing): 
· If people have experienced failure are more likely to cheat
· People who are disliked and dislike themselves tend to be more deceitful. 
· Impulsive, easily distractible and unable to postpone gratification are more likely to be deceitful.
· People who have a conscience are less likely to be tempted to cheat or deceive.
· Middle/upper-class people are less likely to cheat than lower-class people,
· Intelligent people are more honest than ignorant people.
· The easier it is to cheat and steal, the more people will do so.
· The level of motivation for an individual to commit fraud, lie or cheat depends on his/her needs.
· The greater the pressure, the greater the motivation to cheat and steal
· The motivation to deceive increases with the struggle and determination to survive.
(Nettler, and BOLC Unit 3)
1.vii. What are the motivations for a typical white-collar criminal, which persuades him to commit fraud?
The US Federal Bureau of Investigation state (FBI, web) that the motivation behind white-collar crimes is financial—to obtain or avoid losing money, property, or services or to secure a personal or business advantage. More specifically, the motivations may include not being able to pay bills; market downturn; threats to the health of the company; the prospect of losing social status and reputation; and/or the fear or failing or being perceived as a loser in a culture which lauds winners. (BOLC Unit 3). 

2. “The profile of a white collar or blue collar criminal is different from other typical street criminals.” Discuss this. 
As the name suggests, Street Crime is a loose term for a number of crime types which are commonly perpetrated on the streets. These may include crimes against the person such as theft or assault, sexual crimes such as rape, or murders. A broad definition of these kind of crimes might be the inverse of the FBI’s comment on white collar crime; that is, street crime is “dependent on the application or threat of physical force or violence” in a way that white collar crime is not. (FBI website). 
There are a number of ways to look at street crime, and therefore the profile of a ‘typical street criminal’. Weisbund and Waring (2001) define street criminals in opposition to white-collar criminals; noting (p6) that “unlike most street criminals, white-collar offenders are often employed and may have conventional career histories”; citing (p23) earlier research in saying that most street criminals are not employed in legitimate occupations. 
In criminology, social structure theories suggest people's places in the socioeconomic structure influence their chances of becoming a criminal and that poor people are more likely to commit crimes because they are unable to achieve monetary or social success in any other way. The National Criminal Justice Resource Centre cite Siegel (2000) as outlining three schools of social structure theory:
· Social disorganisation theory - people who live in bad areas break the law because they live in areas where social control has broken down; 
· Strain theory - people commit crime because of the anger people experience over their inability to achieve legitimate social and economic success.
· Cultural deviance theory – people in lower class areas have a different value system which approves of behaviours which drive criminality, such as acting tough and defying authority. 
Together these suggest a profile for “street criminals” which includes social circumstances such as poverty, poor environment, lack of social support and negative emotions. These characteristics contrast with the profile of the typical white collar criminal discussed in 1.ii above, who typically have a legitimate way of achieving success by being employed (so not under strain in this way, although they may be under specific pressure as discussed above), often in positions of seniority (and therefore are likely to have bought into the value system of this class), and have a long-term commitment to the company (and are therefore socially organised as they have maintained it). 
Williams (undated) seems to use the term ‘blue collar crime’ as somewhat synonymous with that of ‘street criminals’. She suggests blue collar crimes include, armed robbery, murder and other violent crimes, sexual assault, burglary and theft, breaking and entering, and drug abuse, and that they are typically committed by people from a lower social class. She notes that blue collar workers may lack access to the same resources as white-collar workers, and “so they tend to commit crimes that are immediate and personal in nature, such as robbery, rather than crimes that involve elaborate planning.”
3. Fraud is most common in organisations that have no controls, no trust, no ethical values, no profits, and no prospects.”  Discuss this.
This statement describes incentives and opportunities to commit fraud – two corners of the so-called Fraud Triangle (the other being rationalisation) (BOLC Unit 3). Manning (2005) describes them as fraud indicators – “environmental and personal symptoms called red flags” (p434), the warning signs that fraud can or has occurred. 
· No controls – a company with no controls is offering an open opportunity to the fraudulently minded. Manning asserts that fraud occurs more often when internal controls are ignored.
· No trust – if there is no mutual trusting relationship between employer and employee, the employee is likely to feel less attached to the company and consequently more likely to commit fraud when the opportunity presents. 
· No ethical values – A lack of corporate values which the company adheres to and expects employees to adhere to, may lead what Manning (p435) describes as ethics confusion, where employees do not know where to draw the line and stray into fraudulent activities.
· No profits, and no prospects – A poor financial position leaves employees feeling insecure about the company’s future existence and their jobs. In such a situation, they may feel pressure to commit fraud.

Case Study
i. If the trader has actually committed the crime, what kind of crime is it? 
There could be several potential crimes, and the nature of them will vary depending on the laws of the of the jurisdiction in which the case study takes place and how that offence is described in local legislation. Generally, the following generic offences may have occurred:
· Tax fraud. This might be of type broad types:
· Evasion of direct taxes – suppression of income reducing taxable profits and therefore lowering company or corporate taxes on those profits
· Evasion of indirect taxes – suppression of value-added tax or sales tax (if applicable)
· False accounting – the trader will have incorrectly accounted for income in their business accounts. In many jurisdictions (for example the UK business accounts must be submitted with tax returns and it is an offence to falsify them (for example the offence of False Accounting under the Theft Act 1968 section 17 (legislation.gov.uk, web).
· False advertising (misrepresentation fraud): the trader has put other people’s pictures on his website to give a false impression that he has experience in fitting kitchens. In many jurisdictions this kind of misrepresentation is an offence. In the UK, this would breach the Business Protection from Misleading Marketing Regulations 2008, (legislation.gov.uk, web) in which advertising which is misleading is prohibited (section 3). Advertising is defined as “any form of representation which is made in connection with a trade, business, craft or profession in order to promote the supply or transfer of a product”, which would cover pictures put on a website to promote a trade (section 2)
There may also be other offences.
ii. How can forensic expert investigate the case properly when trader could have sold the goods without generating  any invoices or on cash?
One technique would be to interrogate business purchases, cash-flows out and on-hand inventory to see whether there is a discrepancy between stock and payments to suppliers and the purported level of sales. If stock is lower than apparent sales cover, then the investigator should try and establish what has happened to the missing stock; there could be legitimate reasons (breakages or returns to supplier) but it could also evidence off-book sales. 
I would recommend test buying, also known as mystery shopping. This is a tested investigative technique to determine whether a trader is amenable to keeping sales off the books, falsifying invoices and taking cash. The investigator should first establish (through investigative interviewing) the traders position on cash sales; presumably they will deny doing so. A colleague of the investigator (after a suitable interval) then pretends to be a customer and offers cash or to avoid invoicing for a discount. If the trader accepts this offer, the investigator can present the contrast between words and deeds as evidence of duplicity. 
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