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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 


	1
i. A policy is a guiding principle used to set direction in an organization. It can be a course of action to guide and influence decisions. It is normally used as a guide to decision making under a given set of circumstances within the framework of objectives, goals and management philosophies as determined by senior management. There are really two types of policies. The first are rules frequently used as employee policies. The second are mini-mission statements frequently associated with procedures. A policy in a procedure acts as a mini-mission statement containing the customer of the policy, it’s purpose, and a key performance indicator (KPI) to communicate how users know the procedure is working.
A procedure on the other hand is a particular way of accomplishing something. It is designed as a series of steps to be followed as a consistent and repetitive approach or cycle to accomplish an end result. Once done, a set of established methods for conducting the business of an organization, will come in handy for training, process auditing, process improvement, or compliance initiatives. Procedures provide a platform for implementing the consistency needed to decrease process variation, which increases procedure control. Decreasing process variation is how waste is eliminated and performance increased.

       ii. *Surveillance such as installing cameras throughout the organization
       *Anonymous tips
*Surprise audits- Periodically auditing segments of the organization or publicly displaying that monitoring does occur
*Prosecution -Taking a tough stance once fraud is found. A strong    message should be communicated throughout the entire organization.
      *Enforcement of ethics and fraud policies- Educating employees on the methods that people use to steal from the company to raise their awareness that the organization is tuned into this behavior and will monitor for it
      *Catch me if you can

iii. Internal auditors support management's efforts to establish a culture that embraces ethics, honesty, and integrity. They assist management with the evaluation of internal controls used to detect or mitigate fraud, evaluate the organization's assessment of fraud risk, and are involved in any fraud investigations. Although it is management's responsibility to design internal controls to prevent, detect, and mitigate fraud, the internal auditors are the appropriate resource for assessing the effectiveness of what management has implemented. 
Prevention: As a part of their assurance activities, internal auditors watch for potential fraud risks, assess the adequacy of related controls, and make recommendations for improvement. 
Detection: Because the internal auditors are exposes to key processes throughout the organization and have open lines of communication with the executive board and staff, they are able to play an important role in fraud detection. In many organizations, the chief audit executive (CAE) is responsible for responding to issues raised on the ethics hotline or through another process that may lead to detection of fraud. 
Investigation: Internal auditors may either have a direct role in investigating fraud incidents, or act as a resource to those responsible, they generally are not expected to have the expertise of those whose primary responsibility is detecting and investigating fraud. 

iv. Directive approach. This is a confrontational and authoritative approach, clearly stating that if someone steals, they will be caught and fired from their job. In taking this approach, the entity does not take measures to prevent fraud. If a fraud occurs and is detected, the accused is simply fired without a prosecution. In such a case, the management itself would be shocked to learn that someone had committed a fraud.

v. Detective approach. This entails setting up strong accounting controls and an internal audit function to monitor transactions against potential frauds. The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits.
Preventive approach. Also known as precautionary approach, this employ preventive measures taken to screen out potential fraudsters; these measures include background checks for previous criminal records and credit reports. Active and efficient internal controls also contribute to fraud prevention. Segregation of duties to the extent that the management must override controls or people must collude in order to commit fraud is also a tactic used in the preventive approach.

vi.  An internal control is a procedure or policy put in place by management to safeguard assets, promote accountability, increase efficiency, and stop fraudulent behaviour. In other words, an internal control is a process put in place to prevent employees from stealing assets or committing fraud.

a. Independent and Empowered Audit Committee: Organizations that have stakeholders and shareholders independent of management (whether publicly traded or privately held) should also have an audit committee that is independent of management which is knowledgeable of the company’s fraud risk exposure and aware of the steps management is taking to monitor and mitigate those risks. 
b. Conduct Detailed Fraud Risk Assessments: Fraud risk assessment is to help focus management’s attention on the significant fraud risks to be addressed. A fraud risk assessment can be recurring and systematic, and it can involve various levels of management across all functions of the business. 
c. Promote the Tools for Effective Reporting of Suspicious or Inappropriate Activities: Audit committees are to establish procedures for the receipt, retention, and treatment of employee complaints across a variety of issues, including fraud and misconduct, and a whistleblower hotline is one of the easiest and least expensive of such procedures. 

d. Anti-Fraud Policy and Appropriate Trainings: It is not uncommon for employees to be confused as to what activities constitute fraud or misconduct against the organization. The tolerance of these types of behavior within an organization could also send the wrong message about management’s lenience towards employee misconduct and fraudulent behavior. This misunderstanding can be addressed by drafting and publishing an anti-fraud policy that clearly defines fraud and misconduct. 
e. Response to Fraud Allegations: Regardless of the size of the fraud allegation or the individual involved, the organization should consider having a documented policy of how fraud allegations will be investigated and resolved. 


2. An appropriate fraud policy is the best starting point for developing an efficient fraud response. This step must be undertaken before a fraud actually occurs or before the specifics of an anti-fraud program are
determined. While developing a fraud policy, there are several issues that need to be considered. Some of them are as follows:
Is ongoing anti-fraud training provided to all employees of the organization?
· Do employees understand what constitutes fraud?
Have the costs of fraud to the company and everyone in it — including lost profits, adverse publicity, job loss, and decreased morale and productivity — been made clear to employees?
· Do employees know where to seek advice when faced with uncertain ethical decisions, and do they believe that they can speak freely?
· Has a policy of zero-tolerance for fraud been communicated to employees through words and actions?
Is an effective fraud reporting mechanism in place?
· Have employees been taught how to communicate concerns about known or potential wrongdoing?
· Is there an anonymous reporting channel, such as a third-party hotline, available to employees?
· Do employees trust that they can report suspicious activity anonymously and/or confidentially and without fear of reprisal?
· Has it been made clear to employees that reports of suspicious activity will be promptly and thoroughly evaluated?
· Do reporting policies and mechanisms extend to vendors, customers and other outside parties?
To increase employees’ perception of detection, are the following proactive measures taken and publicized to employees?
· Is possible fraudulent conduct aggressively sought out, rather than dealt with passively?
· Does the organization send the message that it actively seeks out fraudulent conduct through fraud assessment questioning by auditors?
· Are surprise fraud audits performed in addition to regularly scheduled audits?
· Is continuous auditing software used to detect fraud and, if so, has the use of such software been made known throughout the organization?
Is the management climate/tone at the top one of honesty and integrity?
· Are employees surveyed to determine the extent to which they believe management acts with honesty and integrity?
· Are performance goals realistic?
· Have fraud prevention goals been incorporated into the performance measures against which managers are evaluated and that are used to determine performance-related compensation?
· Has the organization established, implemented and tested a process for oversight of fraud risks by the board of directors or others charged with governance (e.g., the audit committee)?
Are strong anti-fraud controls in place and operating effectively, including the following?
· Proper separation of duties
· Use of authorizations
· Physical safeguards
· Job rotations
· Mandatory vacations
Does the internal audit department, if one exists, have adequate resources and authority to operate effectively and without undue influence from senior management?
Does the hiring policy include the following (as permitted by law)?
· Past employment verification
· Criminal and civil background checks
· Credit checks
· Drug screening
· Education verification
· Reference checks
Are employee support programs in place to assist employees struggling with addiction, mental/ emotional health, family or financial problems?
Is an open-door policy in place that allows employees to speak freely about pressures, providing management the opportunity to alleviate such pressures before they become acute?
Are anonymous surveys conducted to assess employee morale?
Are fraud risk assessments performed to proactively identify and mitigate the company’s vulnerabilities to internal and external fraud?
 
Identifying risk is the first step to loss prevention. A formal fraud risk assessment program is the first step towards protection for competitive advantage, proprietary assets, shareholder relations, regulatory compliance and disruption prevention.  With adequate policies and procedures and an effective internal control framework in place, organizations are able to focus on operating a business instead of fighting breaches, theft and all the other forms fraud can take.
[bookmark: _GoBack]The policy should ensure that the anonymity of the person providing the tip is maintained. The policy should clearly specify how such reports should be investigated, in addition to avoiding the occurrence of false or mistaken accusations, thereby alerting the suspect that an investigation is underway. Special care should be taken not to disclose any information on the investigation or the status of the investigation unless it is authorized by the management or required for legal reasons. The policy should be particular about maintaining confidentiality for the sake of innocent employees who may have been swept up into the investigation and for the whistle-blowers.
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