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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
Q1. (i)
According to uslegal.com (2019), “Computer forensics refers to the investigation of computer-related media to gather evidence in matters related to the law. It is a branch of digital forensic science. Computer forensics aims to examine digital media in a forensically sound manner with the aim of identifying, preserving, recovering, analysing, and presenting facts and opinions about the information”.
In simple terms, computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law.  The goal of computer forensics is to perform a structured investigation while maintaining a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it.
Computer forensics have helped solved many fraud cases by providing information on what data someone had access to, what data had been deleted and by who, and what dates the data was accessed, altered, deleted, copied, etc.  An example of this would be the case of former JJB Sports chief executive, Christopher Ronnie, as outlined in a CYFOR (2019) blog article.
Q1. (ii)
Digital information is becoming more commonplace in frauds, including information in e-mails, notes made in computer files, electronic files the fraudster erased, and many other sources, especially those of a personal nature.  One reason for the growing opportunity to find forensic evidence in computers and technology is the exponentially growing presence of technology in our society.  It’s not surprising therefore that computer forensics is becoming more important, especially with regard to gathering evidence.   The usual crimes committed by computer include embezzlement, theft of property and proprietary information, fraud, forgery, and counterfeiting.  Computer forensics are used to detect the fraud and the perpetrator in such cases.
In addition, computer forensics can be carried out for the purposes of fraud prevention, i.e. to test controls, and identify weaknesses or areas more vulnerable to attack from a fraudster.  The knowledge gained from carrying out such tests is used then to strengthen controls or to develop new policies and procedures to minimise the risk of attack by a fraudster.
Computer forensic engagements can also be carried out for a variety of other reasons.  Corporate security professionals, internal and external audit teams, outside law firms and individuals, and in-house counsel can all request computer forensic assistance.  The following are just some examples of why computer forensics may be used:
· Fraud prevention and detection control assessments
· Investigations and consultations involving bankruptcy
· Advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, damages calculation, other expert services
· Investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets.
Q1. (iii)
Data can be retrieved from any device that is used specifically for data storage, or stores data as part of its functionality.  The following is a list of sources where forensic data could be found:
· Office computer
· Home computer
· Laptop
· Network servers and mainframes
· Solid state storage
· Backups
· Internet service provider (ISP) servers
· Removable external drives or disks
· Flash drives (USB/thumb drives) can be disguised as a normal fountain pen
· CDs & DVDs
· Digital watches
· Memory chips for digital cameras that are small enough to hide under a postage stamp or in a digital camera in plain sight
· Printer, scanner, copier memory
· Fax machines
· E-mail accounts: business and personal (including email server or remotely stored)
· Voice mail
· Personal digital assistants (PDAs)
· Cell phones (including Blackberry, iPhone, Droid, and other smartphones)
· IP Telephones
· Tapes
· Ipods & MP3 players
· Instant messenger
· Data stored in the “cloud”
· Recycle Bin (deleted files)
· RAM 
· Data stored within software (metadata)
Q1. (iv)
A systematic computer forensic analysis has the following characteristics:
· Ability to apply sound and replicable methodologies.
· Using practices that have been able to withstand challenges in the past.
· Using software that is acceptable in the forensic profession.
· Ability to apply methods that yield reproducible results.
· Documenting everything comprehensively: ensure that the proper chain of custody was followed and documentation was provided, so that the results of the examination can be authenticated and any challenge to the conclusions drawn, may be countered.

Q1. (v)
Data analysis tools and software are typically used to sort through enterprise data in order to identify patterns and establish relationships.  Data analysis, using software and technological ability, allows 100% of a company’s data to be analysed.  By performing Data analysis, companies can benefit in many ways.  For example, from an operational perspective, using data can help companies save thousands of pounds, improve their procurement efficiency, develop their marketing strategies, support business growth and, critically, differentiate themselves from competitors.
By bringing together data from across the business, companies can get real-time insights into finance and sales, marketing and product development, and much more. This data enables each team within the business to collaborate better, achieve better results and outsell rival companies.
From a forensic perspective, it helps forensic accountants to electronically analyse manual journal entries and identify anomalies and potential risks with the help of analytical tools.  It allows forensic accountants to assist auditors through SAS 99 procedures and to better understand potential risk.  Some other benefits of data analysis are:
· Reduction, and even elimination, of sampling risk.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analysing fluctuating trends, and identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

Q2.
Before starting a computer forensics engagement, all legal issues should be addressed and it’s important to follow the legal counsel’s advice.  It is also advisable to design protocols to ensure compliance.  The following legal factors should be considered:
· Is there a subpoena that allows collection of data?
· Is counsel available to the engagement team under privilege?
· Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
· According to state law, is it necessary for data to be collected and analysed only by a licensed private investigator?
· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
· Does the forensic accountant or client have legal authority to gather the data?
· Does the team know to whom the data belongs, and are there any privacy concerns?
· Is the scope of the examination limited to relevant data?
· Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?

In addition, as with all investigations, another legal factor to be considered is that of the evidence, i.e. care should be taken with regards to the gathering and preservation of the evidence.  However, digital evidence requires additional knowledge and skills.  Additional steps need to be taken when gathering digital evidence so that it remains legally admissible in court, as digital evidence is much more easily compromised.  According to Singleton, et al (2006), there are three steps involved in acquiring digital evidence:
1. Acquire the digital evidence without altering or damaging the original.
2. Authenticate the digital evidence for analysis (duplicate it where feasible).
3. Analyse the digital evidence without modifying it.
Singleton, et al (2006) refers to a case in 2000, where a cracker stole credit card information from online retailer CD Universe.  Supposedly, the three security groups hired as consultants and the FBI made some mistakes in their initial steps that compromised the evidence and thus hampered any subsequent prosecution.
Therefore, it is critically important that the fraud investigator initially take the correct steps in capturing the digital evidence.  For example, one should not turn a computer on, off, or pull the plug until, and unless, an expert in cyberforensics has directed the action.  Failure to adhere to this will mean that the digital evidence is no longer admissible in court, because it is no longer in its state at the point of the capture of the
evidence or as it existed when the fraud was being perpetrated.
It is therefore important for the investigators to have legal knowledge with regards to digital evidence, and if they do not, they should employ the services of an expert who does.
Q3. 
Forensic accountants use the following tools for data analysis:
Basic Productivity Software:  The forensic accountant would need intermediate or advanced expertise in the use of the product. They may use software used for other business purposes as well.  For example, Excel, Access
Excel/Office Add-on Data Analysis Software:  Intuitive programs with user-friendly utilities that leverage Excel and other Microsoft products in order to perform data analysis. They enable users who are beginners in data analysis to experiment without incurring high training or implementation expenses.  For example, ActiveData, TopCaats
Data Analysis Software:  Comprehensive data analysis programmes that support various investigative activities, such as converting multiple electronic formats into a single format that can be used.  For example, IDEA, ACL
Specialty Software:  Special purpose software to facilitate advanced data analysis inquiry or special investigative purposes, e.g., data mining, security and access.  For example, WizSoft, SAS, SPSS, Qualys.
[bookmark: _GoBack]The best tool that the forensic accountant can use however, is their own intuition, or gut feeling, along with their experience and knowledge.  They have to know where to look, and what for.  Data analysis software alone will provide an abundance of logs, reports, etc.  the results of the data analysis have to be given to the right person to interpret, if they are to be useful.  The results of the data analysis are usually used to support the investigator’s theory, or to support other evidence already gathered.  If however, the data analysis is being performed in order to detect a fraud, and no other information is available, then the forensic investigator will still have to use their own knowledge and experience to interpret the results and find the fraud.  Data analysis tools will not produce a report with a big “x” next to a specific transaction highlighting its impropriety or lack of authenticity.
Q4.
Evidence is crucial to proving a case, and the most important aspect of evidence is the ability to present that evidence in court effectively. That goal is helped or hindered by the chain of custody.  Electronic information or equipment that is to be used as evidence in court, must be handled properly.  For a seized item to be admissible as evidence, it is necessary to prove it is the same item that was seized, and is in the same condition as it was when seized.  Because several people may handle it in the interval between seizure and trial, it should be adequately marked at the time of seizure for later identification, and its custody must be shown from that time until it is introduced in court.  A chain of custody form is a form that details how the evidence was handled every step of the way, and it should record the following information:
· What is the evidence? For example: hardware information (photos, description, serial number, asset ID, hostname) and digital information (filename, md5 hash)
· Every device’s condition, description, make, model number and serial number
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device.
· How did you get it?  Information about used tools, type of acquisition (live or offline), storage format, etc.
· When was it collected? The date and time at which each device was collected.
· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device/evidence.
· Where was it stored?  The exact physical location of each device/piece of evidence including the address and room number.
· Information about the physical location in which the proof is stored, or information (model/SN/IP) of the storage/NAS used to store the forensic image.
· Who has handled it?
· Why did that person handle it?
It is important to avoid any damage to the device.  Ensure that, during transportation, devices are packaged in antistatic wrapping in order to avoid the loss of magnetic media, and ensure that all packages are sealed to prevent tampering.
After being transported to a secure location for examination, every device should be stored in an evidence locker.  This locker might be as elaborate as a secure vault or as simple as a locked cabinet.
Anyone who wants to remove the evidence from the locker must provide the time and date of the removal of evidence along with their name and signature.  It is critical that once the chain of custody has been established, it is maintained in order to avoid lapses in protocol, which may impact the credibility of the entire examination.  The CoC Form must be keep up-to-date: every single time the best evidence is handed off, the chain of custody form needs to be updated.  Furthermore, if the best evidence is duplicated, any hashing process should be performed on both digital copies, in order to prove that the evidence you started with is the same as the evidence you ended up with.  Below is an example of a Chain-Of-Custody form.  This template was provided by NIST (2017):
[image: ].
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