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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 


	1
i. Computer forensics is the practice of collecting, analysing and reporting on digital data in a way that is legally admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is stored digitally. Computer forensics follows a similar process to other forensic disciplines and faces similar issues.

       ii. A computer forensic examination may reveal when a document first appeared on a computer, when it was last edited, when it was last saved or printed and which user carried out these actions which can be used in fraud prevention and detection control assessments; investigations and consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services; investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets. 

iii. Laptop computers
    Removable disks
    PCs and workstation printers
    Solid state storage
    Fax machines
   Thumb-drives
    IP telephones
   Tapes
   Personal digital assistants
   CDs and DVDs
   Cell phones
   E-mail – server or remotely stored
   Scanners
   Voicemail on telephone systems
   Copiers
   Recycle bin

iv. The investigators must ensure that the proper chain of custody was followed, and documentation was provided in order that the results of the examination might be authenticated and any challenge to the conclusions drawn might be countered. Computer forensics best practices have to be systematic rather than ad hoc and temporary. A systematic computer forensic analysis has the following characteristics:
 Ability to apply sound and replicable methodologies.
 Using practices that have been able to withstand challenges in the past.
 Using software that is acceptable in the forensic profession.
 Ability to apply methods that yield reproducible results.
 Documenting everything comprehensively.

v. Data visualization: Raw data comes with overwhelming velocity and volume, so graphical representations will always prove more insightful to us than columns and rows of numbers. They can also be a useful way of establishing best practice ways of looking at your data.
    Data diversity: More data often means more insight. But it isn't always simple to obtain; data diversity requires tackling disparate sources, varied data sets and unstructured data. 
    Agile analytics: Time is key to gaining actionable insights from data. Traditional business intelligence projects take years to come to fruition, and long-term breakdown in visibility often results in a solution that doesn't fit the original requirements. Agile analytics is turning traditional BI on its head and dramatically reducing the time to value. With the advent of new tools, actionable business insights can be delivered in just months or even weeks.
  Self-service analytics: There is a misconception that working with data requires advanced programming skills. This might have been the case in the past, but with the rapid developments in technology the barriers have been lowered.
  Advanced analytics: Advanced analytics is becoming increasingly prevalent as many businesses use analytics to understand and learn from what has happened in the past. 


2. Some of the legal factors that have to be considered before one embarks on an engagement as follows:
 Is there a subpoena that allows collection of data?
 Is counsel available to the engagement team under privilege?
 Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
 According to law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
 In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
 Does the forensic accountant or client have legal authority to gather the data?
 Does the team know to whom the data belong, and are there any privacy concerns?
 Is the scope of the examination limited to relevant data?
 Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?

3. Some of the data analysis tools forensic accountants have available to assist them in the work are:

Excel, Access: The forensic accountant would need intermediate or advanced expertise in the use of the product. They may use software used for other business purposes as well.

Active Data, TopCaats: Intuitive programs with user friendly utilities that
leverage Excel and other Microsoft products in order to perform data
analysis. They enable users who are beginners in data analysis to experiment without incurring high training or implementation expenses.

IDEA, ACL: Comprehensive data analysis programs that support various
investigative activities, such as converting multiple electronic formats into a
single format that can be used.

WizSoft, SAS, SPSS, Qualys: Specialty Software that facilitate advanced data analysis inquiry or special investigative purposes, e.g., data mining, security and access.

4. Chain of Custody form is a document or paper trail showing the seizure, custody, control, transfer, analysis, and disposition of physical and electronic evidence of data. 
Information contained in are:
Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device containing the data.
 The exact physical location of each device including the address and room number.
 Every device’s condition, description, make, model number and serial number.
 The date and time at which each device was collected
 Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to avoid any damage to the device.
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