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Marking Criteria:
We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Please insert your completed assignment ( in word format)  here:



1)Give short answers to the following questions:
i) What is computer forensics?
This can be defined as the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.
ii) Why are computer forensic engagements are carried out?
Fraudsters necessarily make use of the computer systems that corporations largely depend on for day-to-day operations. Tech-savy fraudsters often make use of e-mail and instant messaging, they access networks, they create and manipulate all sorts of files and they work with databases and general ledger systems. They may also use printing, scanning and fax technology to create all types of fictitious documents, many of which have the look and feel of the real thing.
          Computer Forensic Engagement/Computer networks often provide better audit trails and information about what was done by a would-be fraudster than the paper based record-keeping systems that have been replaced in the past 25years. Understanding the tools and techniques of Forensic technology investigations provides a wealth of information to review that would be otherwise unavailable or at least more difficult to obtain. In investigations, having more information is a key asset.
iii) Name some sources from which data can be retrieved.
· Laptop computers
· Removable disks
· PCs and work station printers
· Solid state storage
· Fax machines
· Thumb-drives
· IP telephones
· Tapes
· Personal digital assistants
· CDs  and DVDs
· Cell phones
· Email-server or remotely stored
· Scanners
· Voicemail on telephone systems
· Copiers
· Recycle bin
· IPods and MP3 players
· Instant messenger
· Mainframes and servers
· Data stored in the ‘’cloud’’

v) What are the benefits of data analysis?
a) The forensic accounting investigator is able to analyse a large number of transactions, identify trends, spot documents that need further review and gain initial insights without waiting for the cumbersome process of collecting documents by traditional means.
b) Data Analysis is often a more cost-effective and more comprehensive approach than hard-copy document review.
c) Computerised information can assist in providing reasonableness checks of findings based on documents especially in situations in which documents set may be incomplete. It also enables the investigating team to check hundred percent of an entity’s transactions for certain characteristics such as date, time, dollar amount, approvals and payee depending on the nature of the computer record.
d) With data analysis linked to presentation software, findings can be more clearly summarised for board, audit committee, or management presentations.
2) What are the legal factors that should be considered before starting computer forensic engagements?
a) Is there a subpoena that allows collection of data?
b) Is counsel available to the engagement team under privilege?
c) Does the expert have the necessary qualification and licenses to provide sound advice? In other words is the forensic accountant able to withstand challenges?
d) According to state law, is it necessary for data to be collected and analysed only by a licensed private investigator?
e) In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
f) Does the forensic accountant or client have legal authority to gather or obtain the data?
g) Does the team know to whom the data belong and are there any privacy concerns?
h) Is the scope of the examination limited to relevant data?
i) Does the team expect to find data such as those related to national security issues or child pornography on the devices that would need to be reported to law enforcement authorities?
3) What tools are used by forensic accounts for data analysis?
Many tools are available to help forensic accounting investigators mine and analyse data. The following are tools that can help or assist with data analysis:
	                  TYPE
	         DESCRIPTION 
	            EXAMPLES

	Basic Productivity Software
	The Forensic Accountant would need intermediate or advanced expertise in the use of the product. They may use software used for other business purposes as well.
	Excel, Access

	Excel/Office Add-on Data Analysis
	Intuitive programs with user friendly utilities that leverage Excel and other Microsoft products in order to perform data analysis. They enable users who are beginners in data analysis to experiment without incurring high training or implementation expenses.
	Active Data,
TopCaats

	Data Analysis Software 
	Comprehensive data  analysis programs that support various various  investigative activities such as converting multiple electronic formats into a single format that can be used.
















	IDEA, ACL

	
Specialty Software 
	Special purpose software to facilitate advanced data analysis inquiry or special investigative purposes e.g data mining, security and access
	Wizsoft, SAS, SPSS, Qualys



4) What is a chain of custody form? What type of information does this contain?
The term ‘’chain of custody’’ form is commonly referred in acronym usage as a CCF or COC, and references a document or paper trail showing the seizure, custody, control, transfer, analysis and disposition of physical and electronic evidence of a human specimen test.
       Type of information: Documentation should include the conditions under which the evidence is gathered, the identity of all evidence handlers, duration of evidence custody, security conditions while handling or storing the evidence, and the manner in which evidence is transferred to subsequent custodians each time a transfer occurs. 
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