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I. Difference between policies and procedures 
Policies

Policies are clear, simple statements of how your organisation intends to conduct its services, actions or business. They provide a set of guiding principles to help with decision making.

Policies don't need to be long or complicated – a couple of sentences may be all you need for each policy area.

Procedures

Procedures describe how each policy will be put into action in your organisation. Each procedure should outline:

· Who will do what
· What steps they need to take
· Which forms or documents to use.

Procedures might just be a few bullet points or instructions. Sometimes they work well as forms, checklists, instructions or flowcharts.

Policies and their accompanying procedures will vary between workplaces because they reflect the values, approaches and commitments of a specific organisation and its culture. But they share the same role in guiding your organisation.

II. Techniques that help increase the perception for detection
The perception of detection' is the most important element of fraud prevention measures. Crime experts with years of experience in law enforcement and criminal justice say that the best deterrent to crimes, including fraud, is the perception of detection. This technique is more effective in preventing financial fraud than it is for street crimes, because white-collar lawbreakers who commit such fraud tend to have some personal code of ethics. Many potential fraudsters usually stop, think, and decide that the fraud is not worthwhile because of the fear of humiliation, jail, or loss of family ties. The entity can minimize the risk of fraud by increasing the perception of detection in a cost-beneficial way. Some techniques to increase the perception of detection are:

Implementation of whistleblowing policy

Prosecution of personnel/ suspect of fraud

Surprise and an timely audit

Installation of security camera in all entity sensitive areas

Implantation of ethics and fraud policies

III. How does internal audit help in fraud detection
Internal auditors support management's efforts to establish a culture that embraces ethics, honesty, and integrity. They assist management with the evaluation of internal controls used to detect or mitigate fraud, evaluate the organization's assessment of fraud risk, and are involved in any fraud investigations.

 Although it is management's responsibility to design internal controls to prevent, detect, and mitigate fraud, the internal auditors are the appropriate resource for assessing the effectiveness of what management has implemented. Therefore, depending on directives from management, the board, audit committee, or other governing body, the internal auditors might play a variety of consulting, assurance, collaborative, advisory, oversight, and investigative roles in an organization's fraud management process

Responsibility of the detection of the fraud lies with the management. Most of the frauds are detected through whistle blowers who report their observations to management. Internal Auditor is then given a task to investigate and report on fraudulent practices in the company 

Frauds are committed by people who have through knowledge of the system, which in fact is difficult for the Internal Auditor to detect, unless the area is exposed during risk assessment or the auditor stumbles on a fraud during the course of transaction/ system audit.

Internal Auditors should not “spend time in detecting frauds” however, they being experts in the field of accounts, finance, audit & laws with fair understanding of the processes, policies and procedures of the company should be able to point out potential areas where risk of fraud is high. Fair time should be allocated in high risk areas by increasing the audit sample.
IV. Commanding approach of fraud detection.

Fraud involves one or more persons who intentionally act secretly to deprive another of something of value, for their own benefit. Fraud is as old as humanity itself and can take an unlimited variety of different forms.
Command and control refers more generally to the maintenance of authority with somewhat more distributed decision making. People will know how to behave in accordance with them, and they'll do it in thousands of unimaginable, creative ways. However, purpose and principle notions generally involve linear, predictable systems, which would thus not require command and control and the fraud will be detected.

V. Difference between precautionary approach and detective approach? How are these approaches used for fraud detection?
Preventive: Preventive control activities aim to deter the instance of errors or fraud. Preventive activities include thorough documentation and authorization practices. Preventive control activities prevent undesirable "activities" from happening, thus require well thought out processes and risk identification.

Detective: Detective control activities identify undesirable "occurrences" after the fact. The most obvious detective control activity is reconciliation.

VI. Internal controls and some internal control activities that organizations can adopt in order to prevent fraud activities
Internal controls’. Name some internal control activities that organizations can adopt in order to prevent fraud activities

Internal control activities are the policies and procedures as well as the daily activities that occur within an internal control system. A good internal control system should include the control activities listed below. These activities generally fit into two types of activities.

Internal control is all of the policies and procedures management uses to achieve the following goals.

Safeguard entity assets - well designed internal controls protect assets from accidental loss or loss from fraud.

Ensure the reliability and integrity of financial information - Internal controls ensure that management has accurate, timely and complete information, including accounting records, in order to plan, monitor and report business operations.

Ensure compliance - Internal controls help to ensure the entity is in compliance with the many state and local laws and regulations affecting the operations of our business.

Promote efficient and effective operations - Internal controls provide an environment in which managers and staff can maximize the efficiency and effectiveness of their operations.

Accomplishment of goals and objectives - Internal controls system provide a mechanism for management to monitor the achievement of operational goals and objectives.

The following procedures should be adopted to help reduce the risk of fraudulent activity occurring within the organization:

Establish a positive internal control environment. A genuine interest and concern related to implementing sound internal controls should be conveyed to all personnel. The major tenets of an internal control system include: (1) separation of duties; (2) physical safeguards over assets; (3) proper documentation; (4) proper authorizations; (5) adequate supervision; and (6) independent validation of transaction accuracy.

Identify entity assets for which you have responsibility. Examples include: budgeted funds, supplies, computers, office and lab equipment, petty cash, and amounts collected as revenue.

Identify the risks associated with safeguarding these assets. Ask yourself: (1) How could they be improperly used or stolen? (2) If these assets were misused or stolen, how would I know? (3) What internal controls (policies and procedures and/or checks and balances) exist to prevent or detect any inappropriate use or loss of assets? (4) What additional controls are necessary to ensure that assets are adequately protected from loss? 

2. Important points that should be considered when developing fraud policy  

While management is still charged with the mandate to implement a strong internal control environment, including the design and implementation of antifraud programs and controls, when it comes to fraud risks particularly if they do not obtain an opinion from the auditor as they will no longer have the report of an expert upon which they could place reliance. Audit committee must, therefore, ask the tough questions about corporate fraud – and management must be prepared to respond.

Areas of focus 
In overseeing the implementation of antifraud programs and controls, management should consider the five key elements of the internal. In performing their duties, management may want to ask a range of questions that relate fraud. 

Element 1: Performing a fraud risk assessment 
Although management has the primary responsibility for performing the fraud risk assessment, the audit committee should have an active role in overseeing the process and in understanding the identified fraud risks. The audit committee’s oversight and understanding of fraud risks not only helps ensure that management fulfills its responsibility, but also can deter management from committing fraud. 

Fraud risk assessment should consider management’s override of internal controls. A company can have controls in place that, if operated as stated, would effectively mitigate potential fraud risk. But it is in those instances where management overrides such controls that fraud risk increases.

Element 2: Creating an antifraud control environment 
Emphasis should be placed on the entity’s control environment as it influences the culture of the entire organization. To create an environment that discourages fraud, it is important for the audit committee to help management set the right tone at the top. 

Element 3: Designing and implementing antifraud programs and control activities 
As part of its oversight responsibility, an entity’s audit committee should help ensure that senior management implements appropriate fraud deterrence and prevention measures. 
Element 4: Communicating and sharing information 
To ensure a culture of fraud prevention, an entity’s audit committee should help ensure that the company’s fraud prevention policies are properly communicated throughout the organization. The company’s philosophy on fraud prevention and antifraud controls should be communicated clearly throughout the organization so that employees have a clear understanding of what is expected of them and know that the organization takes the risk of fraud seriously. 

Element 5: Monitoring activities 
A final step for management and audit committees is the monitoring of the quality and effectiveness of an entity’s antifraud programs and controls. Monitoring can be done in two ways: through ongoing activities or separate evaluations. Separate evaluations can be performed by internal audit or other interested parties, such as business process owners. Monitoring activities can include timely reconciliations, confirmation of information by external parties, and periodic confirmations from personnel that they understand and comply with the company’s code of conduct. 

So In order to establish an effective antifraud system, an entity must have procedures and

policies which:

 Define frauds

 Describe implementation of controls for antifraud

 Describe publication and communication of policy

 Describe training

 Describe event reporting procedures

 Describe testing of antifraud controls

 Describe proactive fraud audit measures

 Define investigation policies and procedures

 Describe the examination of evidence

 Describe actions taken in fraud audit

 Define resolutions to frauds

All findings and weaknesses identified during monitoring incorporated into the fraud risk assessment, the design of the control environment, and the design of antifraud control activities?
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