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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
Question 1.
1. Best evidence does not refer to the strongest evidence but rather the more reliable evidence. Best evidence is also known as primary evidence and refers to original documents. Best evidence should be submitted as proof in a legal proceeding. Secondary evidence such as copies of an original document or testimony that the evidence exists can only be admissible if best evidence cannot be obtained. An example of best evidence is the original title deed to a property as compared to a copy of the title deed.

1. During the course of an investigation into a financial crime a large amount of evidence may be collected. It is very important to keep the evidence in a well- organized manner for several reasons. One of the reasons is to ensure that the forensic accountant does not get overwhelmed by the sheer volume of evidence. If the evidence is not properly organized then things may get chaotic and critical evidence may be overlooked, misplaced or destroyed. Also, organizing the evidence helps to maintain more control and establishes a more focused approach to the investigation. It is also important to keep the evidence properly organized so as to preserve the chain of custody. This refers to the preservation of the integrity of the evidence and helps to prove that the evidence collected is the same as that which is being presented to the court. Organizing the evidence also ensures relevant evidence is easily retrievable when it is needed.

1. Certain devices can help when collecting evidence. Some of these include:
· Network storage and other storage devices – digital information may be stored on devices such as network servers, hard drives, USB drives, DVDs, and CDs. Drive copiers and compact disc duplicators may be used to copy information from these drives for use as evidence. Hardware write blockers help to ensure that digital information is not changed during the acquisition or review of the information. 
· Personal computers and computer accessories – digital evidence can be retrieved from personal computers sometimes even after attempts have been made to delete that evidence. In addition meta-data such as the author of a file and when it was created can also provide further insight or provide access to new sources of information.
· Computer accessories- computer accessories such as printers, scanners and fax machines can also provide relevant information as they usually keep logs of their usage.
· Phones and other handheld devices – Cell phones, tablets, Blackberry devices and PDA’s can contain vital information. There are cell phone analysis tools which can read the data off of these devices and their SIM cards. 
· Other devices such as cameras, security systems and GPS systems may also help collect valuable pieces of evidence. These devices may help place the perpetrator at the scene of the crime.

1. The following are points which should be considered when planning for the evidence gathering process:
· The scope and nature of the investigation – this would help determine the type of evidence required whether it be physical, documentary or testimonial or a combination of all. Depending on the type of evidence required then different resources will be needed to collect the evidence such as hard drives, certain software as well as IT specialists. There should also be a plan for the collection of evidence to maintain focus and control of the investigation.
· The time period over which the fraud is expected to have taken place – this would indicate how far back the investigation needs to go and whether archived records will be needed. To this end the investigator needs to verify how long information is stored for. It might also help in determining the volume of information that needs to be gathered.
· Location of evidence – evidence may be located at several different geographical locations or institutions. It is also important to know who the evidence will be collected from. Some evidence may require subpoenas in order to be accessed. It is important to make arrangements to retrieve the evidence wherever it is located.
· Storage needs – A determination needs to be made of who will keep the evidence and where it will be stored. If it is expected that large amounts of evidence will be collected then there should be sufficient storage available. Also the storage areas for evidence needs to be sufficiently secure so as to prevent tampering or destruction.
· Chain of custody – Plans need to be made for proper chain of custody of evidence to ensure that the evidence is not tainted or becomes inadmissible.
1. Working papers are prepared by the investigator and are used to document, summarize and analyze the information gathered during an investigation. Working papers provide a record of the basis for the investigative report and evidence that the investigation was conducted according to legal & regulatory requirements. Working papers contain information such as:
· Checklists of the investigations done including the nature, timing and extent of work done and by whom.
· Documentary evidence found such as corporate minutes, financial records, internal audit reports, purchase orders, reconciliations and other accounting records.
· Other supporting evidence such as computer files, public record searches, emails and other correspondence. Any information obtained from third parties such as bank statements and external audit reports should also be included.
· Documentation to specify chain of custody.
· Narrative discussions of significant matters arising during the investigation and the conclusions reached.
· Interview notes and any recordings made during the course of the investigation. 
1. The main steps involved in the evidence gathering process are:
1. Set goals and objectives and make a plan – the investigators needs to make a plan for evidence collection and set the goals and objectives based on what evidence needs to be gathered, the priority areas, the method of collection and the source of the evidence. In order to make the plan, the investigator needs to meet with the client in order to determine the nature of the investigation, the business structure, the applicable policies and procedures pertaining to the storage of information and the sources and opportunities for evidence collection. The investigator then plans how the evidence will be collected and sets goals based on the issues identified.
2. Collection of data and document retention gathering – the evidence is then collected making sure that what is collected is the “best evidence”. This means making sure that as much as possible, original documents should be collected. The types of evidence which may be collected include documentary evidence – both physical and electronic, testimonial evidence and physical evidence if applicable. Sources of evidence include personal computers, physical files and eyewitness testimony. The investigator may also create evidence in the form of working papers. Other potential sources of evidence include the victim, third parties such as banks and other professional contacts. Additionally, the investigator should take into consideration the retention of the evidence in terms of where they will be stored and for how long. Legal counsel may be sought to ensure that regulations and laws are followed correctly whilst gathering and storing evidence.
3. Creating a chain of custody - the investigator needs to ensure that evidence is untainted, reliable and uncompromised. Proper chain of custody requires that evidence is exactly what it purports to be, that there was continuous possession from the time it was collected to the time it was presented to court and that it is in the same condition as when it was collected.

1. Many different types of documents may be collected from different sources during the evidence gathering process. Some of these include:
	TYPE OF DOCUMENT
	SOURCES

	General ledgers, sub ledgers, journal entries, reconciliations and other transactional paperwork
	Company’s master files (physical & electronic) and backup files 

	Vendor information including contracts, purchase orders, invoices, balances due
	Company’s master files and confirmations from vendors

	Emails, memos, text messages and data on handheld computers.
	Personal computers,  servers and handheld devices such as phones and tablets

	Signed statements
	Witnesses

	Bank statements, external audit reports, legal documents such as deeds and power of attorney, company filings
	Third parties such as banks, accountants, lawyers, auditors and government agencies

	Employee records
	Company files


 
Question 2
To prove that a financial crime occurred, the investigator must provide supporting evidence such as:
· Documentary evidence – documents may be in the physical form or electronic and refers to written material collected during an investigation. The law requires the best evidence to be presented which means that the investigator needs to try to obtain original documents. Accounting records such as general ledger statements, reconciliations and transactional paperwork may be obtained from the company’s files. The company’s files may also include documents such as invoices, management reports, computer and security access logs, emails and memos which may also be used as evidence. Documentary evidence may also be obtained from other business and financial contacts such as bank statements from banks and audit reports from external auditors. The government may also have valuable information that may link the suspect to the crime including tax returns and business registrations. In some cases documents may need to be subpoenaed from third parties such as lawyers, accountants and banks although many times sufficient documentary evidence may be obtained during the execution of search warrants. In searching for documentary evidence, the investigator may also come across metadata which may provide additional evidence. Metadata includes the date that a file was created, when and by whom it was modified and for transactions it shows the teller information, date and time of transaction and the format of the transaction. 
· Public record searches – this includes information gathered from newspaper articles, social media sites, online chat discussions and weblogs. Whilst these may not provide transactional information they may provide clues into the perpetrators life and may yield additional groups and contacts who may be witnesses. Public searches may also yield evidence such as property records and corporate filings from government and regulatory bodies. 
· Oral evidence – Eye witnesses and other business contacts may be able to give oral accounts of what transpired. These statements need to be presented under oath. The investigator needs to be sure that the evidence provided is direct evidence and not hearsay meaning that it is not something that the witness overheard but is something that they have personal knowledge of (i.e. they heard it, saw it or they were involved in it). It is always best to also have a written and signed statement from the witness to provide a summary of their testimony.
Question 3
Whereas mostly physical evidence is required for non-financial crimes, financial investigations are data sensitive and require mostly records and documents. Non -financial crimes usually require evidence such as any weapons used in commission of the crime, fingerprints and other physical or real objects. Sometimes documentary evidence such as emails and photographs may also be required to prove certain elements of the case such as premeditation. Financial crime investigations generally result in higher volumes of documentary evidence and more complicated theories of evidence than non- financial crimes. Typically the perpetrators of financial crime are very intelligent and use complex and sophisticated methods which make it hard for the investigator to prove. The investigator needs to gather and analyze large numbers of records and documents in order to follow the paper trail and prove the crime. They also need to analyze the documents in order to determine what is admissible in court with regards to relevance, competence and materiality. The investigator also needs to prepare working papers summarizing the work done and evidence obtained. These working papers need to be thorough as they may be required to be produced as evidence by law. In some instances physical evidence may be gathered in the investigation of a financial crime but as stated above the bulk of the evidence is usually in the form of documents whether physical or electronic. Testimonial evidence is usually used in both financial and non-financial criminal investigations. The testimony of witnesses to the crime are admissible in court in both types of crime.
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