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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 


	
Assignment 11 – Computer Crimes


i. What is Computer Forensics?

Computer forensics can be defined as “the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.” (US Department of Justice)

It is the process of locating activity which has taken place on an individual computer device and the restoring of any deleted or corrupted data.  It can identify the key personnel involved in the fraud and determine the information obtained by those personnel, when the acquired the information, any documents they accessed, actions taken, other people they communicated with and, if they undertook any actions to hide their involvement.

Data can be uncovered by perusal of internet history, deleted or lost files, e-mail discovery and collecting evidence from any computer files used in the fraud.


ii. Why are computer forensic engagements carried out?

Computer forensic engagements are carried out for reasons such as; fraud prevention and detection controls assessments, investigations and consultations involving bankruptcy, advisory assistance for disputes such as family law, valuation assistance non-testifying privileged consulting, and damages calculations and expert services.  They are also carried out for a number of other investigations including financial reporting and security investigations, regulatory compliance, and misappropriation of assets.  Other groups requesting computer forensic assistance include corporate security professionals, internal and external audit team, outside law firms and other individuals.  

They are carried out in order to recognize, gather, protect and examine data in such a way that protects the integrity of the collected evidence to use it efficiently and effectively in a case.


iii. Name some sources from which data can be retrieved.

Any device which is used for data storage may hold forensic data.  Some examples are as follows:

· Laptop computers
· Removable storage
· PC printers
· Fax machines
· Memory sticks
· CDs and DVDs
· Mobile telephones
· Emails both on the server or stored remotely
· Scanners
· Telephone voicemail
· The recycle bin
· iPods and MP3 players
· Mainframes
· Servers
· Data served in the ‘cloud’

iv. Explain the characteristics of a computer forensic analysis. 

The forensic accountant’s role is to produce results and meet the set objectives.  This can be obtained when there are properly planned procedures in place.  This will include the scope of the engagement being agreed and the results expected clarified.  Most engagements will include the analysis of computers, that its, a computer forensic investigation.  On occasion, the knowledge of who had access to and who tried to delete data can solve a fraud case by indicating dates and times when the computer was used and websites located.

A successful computer forensic analysis will include the following characteristics:

Methodologies - the ability to apply sound and replicable methodologies

Practices – using practices that historically have been able to withstand challenges

Software – the use of software acceptable in the forensic profession

Methods – the application of methods which are able to yield reproducible results

Documenting – ensuring that all obtained evidence is documented


v. What are the benefits of data analysis?

In an investigation there is the possibility of the investigation of thousands of documents including journal entries, receipts, invoice items and other payments.  This analysis is a time-consuming process if carried out manually.  Computer-assisted data analysis can analyse 100% of the information methodically and efficiently.  The benefits of using computer-assisted data analysis can include:  the reduction and possibly elimination of sampling risk; relevant data from different sources and systems can be compared easily; relevant data trends over differing time periods can be monitored which enable the analysis of fluctuating trends, the identification of false positives and potential risk factors; in order to identify weaknesses in internal controls and organisational  policies; the identifications of trends that are unknown to company personnel, consultants and forensic accountants.

The benefits of data analysis are such that forensic accountants can electronically analyse the manual journal entries and identify anomalies and potential risks.


2. 	What are the legal factors that should be considered before starting 	computer forensic engagements? 

There are a number of legal issues that need to be considered before the work of the forensic accountant commences.  These can include:

· Is there the legal authorisation in place that allows for the collection of data?
· Does the expert have the necessary qualifications to investigate the alleged fraud?
· If the case is likely to involve multiple countries, is the investigator familiar with international laws?
· Does the forensic accountant have the legal authority to collect the data?
· Are there any privacy concerns?
· Is there an expectation that the evidence collected may be subject to national security issues or data evidence collection that will need to be reported to the police?


3. What tools are used by forensic accounts for data analysis? 

In general, a forensic-accounting investigator cannot rely on any single analytical to prove a financial crime. Software, for instance, can identify the pattern of fraud, but an accountant needs to go into the books, follow the paper trail and testify before a jury. The investigator of a crime often needs the compliance of whistle-blowers, or workers reporting a corporate crime, to narrow down a list of suspects. Some companies want to avoid the bad press of a criminal within the organization, so they try to stifle an investigation. Thus, the investigator may need to ask a judge to offer immunity to whistle-blowers.

An example of accountants leveraging data analytics to uncover fraud took place in 2014 when CaseWare Analytics client KPMG audited a call centre. In this organization, hundreds of call centre operators could issue—without need for their manager’s approval—refunds of up to USD $50. Within the span of several years, each operator issued more than 10,000 refunds. This presented an ideal opportunity for theft, so KPMG used data analytics—Benford’s Law, specifically—to verify the validity of the refunds. Benford’s Law expects that 30.1% of numbers in a list of financial transactions will begin with ‘1’, 18% with ‘2’, and so on, with each successive digit predicted to represent a progressively smaller proportion. When digits fall outside the expected pattern, it may indicate fraud.

Using the Benford’s Law functionality in their data analysis software, KPMG found that there was a large spike in fours—the refunds did not follow Benford’s Law. As the accountants soon discovered, several operators had been issuing refunds just below the $50 threshold to friends, families and even themselves. Hundreds of thousands of dollars in fraudulent refunds had been processed and may have gone undetected had a Benford’s analysis not been conducted on the refund data.

The forensic accountant has a number of tools that can help with data analysis:

Basic Productivity Software – some examples are Excel and Access software.  These are generally used software which the forensic accountant is likely to be familiar with.  Often used in businesses.

Excel/Office Add-on Data Analysis Software – ActiveData, TopCaats.  These are typically user-friendly utilities that can work alongside Excel and other Microsoft products and will undertake data analysis.  The user will be able to use the functions without high levels of training.

Data Analysis Software – IDEA, ACL.  These are comprehensive data analysis programmes which will support investigative activities.  Features exist such as converting multiple electronic formats into a single format.

Specialty Software – WizSoft, SAS, SPSS, Qualys.  These types of software have the purpose to facilitate advanced data analysis inquiry and special investigative purposes such as data mining, security and access.


4. What is a chain of custody form? What type of information does this contain?

A critical part of any computer forensic investigation is ensuring proper evidence collection and proper maintenance of the chain of custody of the evidence collected. Positive control is the phrase most often used to describe the standard of care taken in the handling of potential evidentiary material (e.g., suspect computer systems, hard drives, and any backup copies). The investigator must be able to identify: 

· Who. Who handled the evidence?
· What. What procedures were performed on the evidence?
· When. When was the evidence collected and/or transferred to another party?
· Where. Where was the evidence collected and stored?
· How. How was the evidence collected and stored?
· Why. For what purpose was the evidence collected?
If evidence must change hands multiple times, there must be an audit trail of the above. The electronic information must be handled properly thus ensuring it is admissible in court and not vulnerable to criticism.

A forensic accountant who is a technology expert uses a chain of custody form.  The form must contain the following information:

· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
· The exact physical location of each device including the address and room number. 
· Every device’s condition, description, make, model number and serial number. 
· The date and time at which each device was collected
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to avoid any damage to the device. 
The following are alternative methods of grouping small items into sealed and marked bags:  ensuring that, if being transported to another location, that the devices are packaged in antistatic wrapping to avoid the magnetic media, and ensuring that packages are sealed in order to prevent tampering.
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