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1. 

(i)

Computer forensics are the use of scientifically derived and tested methods toward the collection, preservation, validation and digital evidence from digital sources for the purpose of facilitating or furthering the reconstruction of events.

Computer forensics involves the determining of any activity that took place on a particular computer device and of restoring deleted or corrupted data. It is an important part of a fraud investigation as it determines who was involved.


(ii)

Computer forensic engagements are carried out in fraud prevention and detection control assignments, investigations and consultations involving bankruptcy, advisory assistance for disputes such as family law and other support to expert services.
Computer forensic engagements can be carried out in a systematic and logical way, applying sound and replicable methodologies, using software that is acceptable in the forensic profession and ensure the comprehensive documentation of all information

(iii)

Forensic data can be retrieved from the following sources; 
Lap top computers, removable disks, PC work stations and printers, solid state storage drives, fax machines and telephones. IP addresses, internet connections, web mail, work email.

Other sources include; 
CDs and DVDs, mobile or smart phones, scanners, copiers, the recycle bin, ipods and MP3 players, instant messenger data, and data stored in the cloud. Essentially, any electrical device will surrender evidence about it users.








(iv)

Computer forensic analysis is characterised by its ability to accurately interrogate, extract from and analyse very large volumes of data from electrical devices. These could be devices found in either the work or personal environments of those involved in a fraud case.

It usually refers to the investigation of transactional data within an accounting system or work email system.  The digital footprints left behind by users enable investigators to accurately trace and piece together what happened in a fraud case.



(v)

The benefits of data analysis include the fact that hundreds of thousands of line items of data can be systematically and logically and speedily sorted, reviewed, categorised and summarised at great speeds and with high reliability. The concepts of carrying out this type of work manually would be cost prohibitive.

Once the data has been extracted and collected, it can be quickly and usefully analysed for trends that would not have been possible to observe manually, or without the computer data. Risk criteria can be easily established and tested along with the internal controls of the organisation.


2. 

Its vital that all the relevant legal factors are considered and evaluated before a case begins.
Some of the key questions are listed below; 

· Is there a legal notice that allows collection of data?
· Does the investigation team have the necessary qualifications and licenses to provide suitable advice?
· According to the law in the country of the investigation, is it necessary for data to be collected and analysed only by a licensed private investigator?
· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
· Does the forensic accountant or client have legal authority to gather the data?
· Does the team know to whom the data belong, and are there any privacy concerns?
· Is the scope of the examination limited to relevant data?

All the above must be questioned and satisfied before work can commence legitimately.
 





3.

There are a number of tools at the disposal of the forensic accountant that can be deployed for use in their investigation. Some these are listed below; 

Basic productivity software

These are the basic level Excel and Access software packages commonly used in business and can provide some useful basic data if the forensic accountant has some training in where to look and how to interrogate it.

Excel / Office & add on -data

Microsoft office suites are used extensively in the workplace and as such there are intuitive programs that can leverage, for example, excel, to derive the data and digital footprints required to assist an investigation. These could be ActiveData or TopCaats.

Speciality software

Special purpose software used to facilitate advanced data analysis inquiries or special investigation purposes. These may include WizSoft, SAS or SPSS or Qualys. These system will facilitate data mining and security access enquiries.



4.
A chain of custody form is used to ensure that forensically gathered information and evidence is handled in the correct manner, and safeguarded, to ensure that the information remains safe and admissible to court and not vulnerable to criticism.

Such a form would typically contain the following information; 

· Names and signatures of the person who is providing and collecting the device
· The exact physical location of the device including the address and room number
· Every devices condition, description, make, model number and serial number
· The date and time it was collected
· Any particular markings on the device that may be noteworthy.

Data and devices transferred between locations must be wrapped in antistatic wrapping in order to avoid damage or corruption to the contents.
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