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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. i. Rules and regulation of the business organization are framed in the form of policies. These are the guiding principles of an organization. It should not be confused with procedures, as both are created by top level management for middle and low-level management. Procedure implies the step by step sequence, for the performance of activity within the organization. Policies are general statement that sets out the limits within which decisions are taken by the managers and thus assures the consistent performance. On the contrary, procedures, suggest the exact way of performing an activity. It indicates the sequence for handling various business activities. Policies are also known as the mini-mission statement that are formulated by the top management, for serving as guidelines to take quick and rational decision regarding the day to day operational activities of the company. Policies affect the internal structure and routine activities of the entity which requires periodic decision making. They are generally in the form of the concise statement. A schedule of activities which needs to be performed, one after the other, in a fixed period, having a proper beginning and end is known as the procedure. The idea of procedure has been developed to avoid the overlapping of actions and haphazard manner of performing activities. This saves a lot of time and a proper series of actions is framed, which will reduce chaos. Procedures are made for the successful completion of a program. They are made for directing the lower level workers of the organization.
ii. External Threats
· Signs on the front doors that inform “shoplifters will be prosecuted to the fullest extent of the law”.
· Placards that advertise cameras exist in the parking lots and throughout the store. Random announcements over the broadcasting system directing that “security scan area   xyz, please”.
· Merchandise tags on products, along with detectors at the door, whether activated or not.
· Bubble lenses throughout the store, whether a camera exists or not.
Internal Threats
· Installing cameras throughout their facilities.
· Routinely reminding staff that their e-mails, telephone calls and Internet travels can be or are monitored by the company.
· Educating employees on the methods that people use to steal from the company to raise their awareness that the organization is tuned into this behavior and will monitor for it.
· Periodically auditing segments of the organization or publicly displaying that monitoring does occur.
· Taking a tough stance once fraud is found. A strong message should be communicated throughout the entire organization.
iii. An important action in fraud prevention and detection is the establishment of an appropriate internal control system tasked exactly with this responsibility. It should aim to: respect the principle of separating functions (no function should allow an employee to execute a whole cycle of transactions, i.e. an employee should not have the authority to execute both front office and back office activities); examine the staff on their qualifications, competence, education, previous jobs, regular evaluations of their performances, taken leave; access the public resources to compare the accounting data to their physical existence; properly investigate the employees and third parties, especially in cases of authority positions in the process of financial reporting.
iv. Directive approach. This is a confrontational and authoritative approach, clearly stating that if someone steals, they will be caught and fired from their job. In taking this approach, the entity does not take measures to prevent fraud. If a fraud occurs and is detected, the accused is simply fired without a prosecution. In such a case, the management itself would be shocked to learn that someone had committed a fraud.
v. Precautionary Approach potential fraudsters are screened out using various means, including background checks for criminal records and credit reports. This approach can be used in internal controls. Segregation of duties can mitigate the risk of fraud at least to the point where management must override controls or persons must collude to commit fraud, which are always possibilities. Detective approach, management sets up accounting controls and internal audit function to monitor potential frauds. The internal audit function periodically verifies the legitimacy of transactions and confirms the existence of assets. Between the periodic audits, management depends on the accounting controls to detect any fraud that might occur.
iv. Internal Control is a process for assuring achievement of an organization's objectives in operational effectiveness and efficiency, reliable financial reporting, and compliance with laws, regulations and policies. A broad concept, internal control involves everything that controls risks to an organization. It is a means by which an organization's resources are directed, monitored, and measured. It plays an important role in detecting and preventing fraud and protecting the organization's resources, both physical and intangible. 
Segregation of duties – separating authorization, custody, and record keeping roles to prevent fraud or error by one person.
· Authorization of transactions – review of particular transactions by an appropriate person.
· Retention of records – maintaining documentation to substantiate transactions.
· Supervision or monitoring of operations – observation or review of ongoing operational activity.
· Physical safeguards – usage of cameras, locks, physical barriers, etc. to protect property, such as merchandise inventory.
· Top-level reviews – analysis of actual results versus organizational goals or plans, periodic and regular operational reviews, metrics, and other key performance indicators (KPIs).
· IT general controls – Controls related to: a) Security, to ensure access to systems and data is restricted to authorized personnel, such as usage of passwords and review of access logs; and b) Change management, to ensure program code is properly controlled, such as separation of production and test environments, system and user testing of changes prior to acceptance, and controls over migration of code into production.
· IT application controls – Controls over information processing enforced by IT applications, such as edit checks to validate data entry, accounting for transactions in numerical sequences, and comparing file totals with control accounts.
2. To prevent such occurrences, it is essential to develop internal controls to ensure that such activities do not occur within their organizations. This effort starts with a strong fraud policy.
· Elements of a strong policy:  There must be a local fraud policy, in writing and formally adopted that prohibits fraud, explains the actions that will be taken to prevent and detect fraud, and defines what sanctions will be administered when wrong doing is established. 
· Education:  Commissioners, executive directors and staff need to know the red flags of fraud, and understand how fraud, can occur so they can recognize the signs of possible frauds.  Management is responsible for setting the “tone from the top”.
· Visibility:  Upon adoption, should provide a copy of the fraud policy to all employees, board members, resident management corporations, and the appropriate field office. Anti-fraud posters should be displayed in common areas for tenants. The fraud policy may be publicized using speeches, memorandums, newsletters, etc. Distributing the fraud policy and bulletins, using email and flyers, and having guest speakers on fraud or sound management controls, are good methods of increasing awareness and watchfulness.
· Verification: The fraud policy should support strong and effective procedures by stating that forms and other methods used to verify tenant eligibility must be strictly followed. Ensure that forms contain certifications at the bottom, signed by tenants, which acknowledge that the statements are true and complete.
· Monitoring:  Strong internal controls employ two types of monitoring.  Continuous success monitoring is the day-to-day checks made by all employees in the course of their jobs that identify signs of inaccurate or fraudulent transactions.
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