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ASSESSMENT # 1 Total Marks: 30 Cyber Security Brentwood Open Learning College Page: 1 Understanding Cyber Security 
 
1. Give short answers for the following questions: (15) 

Provide a brief definition of cyber security. 
 	Cyber Security is the process/method of protecting devices, programs, networks from any sort of cyber treats.

ii. What are the main objectives of cyber security? 
	The main objectives of cyber security are:	To prevent Cyber Crime, Cyber Stalker, Cyber Terrorism, Software Piracy, Child Pornography, Phishing, Computer Hacking, Spamming, Online Auction Fraud, Web Jacking, Cyber Squatting. For example:
Phishing - the process of acquiring sensitive information of someone via email by pretending to be a trustworthy source in an electronic communication. 


iii. Explain what the term ‘rogue software’ refers to. 
	This a tiny but silent and sneaky programs (viruses) the slips onto your computer and spreads like wild fire to pose a general threat to your devices.



2. Explain the difference between an internal attack and an external attack. Provide an example of each and discuss measures than could be taken to prevent such incidents. (7) 
	Internal Attack - This an attack by someone who works inside of the company that knows the ins and outs of the company systems, network, polices and procedures. Mainly carried out by a fired or dissatisfy employee. This person can either crash the system or steal sensitive  information. This can be prevented by preparing and installing Internal Detection Systems (IDS) within the company.

	External Attack - This is an attacker who is not known by the company but they can also be hire by someone who works inside of the company. These attacks can cause a company major financial lost. This can prevented by keeping a close eye on the Firewall logs or by installing Intrusion Detection System to keep a close lookout for external attacks.

*Also by giving each employee a unique key code access and different clearance level identification, you can know who logged into the system and where/when.





3. There are many reasons why cybercriminals carry out illegal attacks. List some of the reasons for cyber-attacks and the consequences they carry for the victim. (8) 
	1) Money - Making quick and easy money. Imprisonment possibly for fraud.
	2) Fun - They just want to test the limits of the latest tool available. This person can also face time in prison
	3) Revenge - Some people just want to defaces a company, people or religion reputation. But the consequences for this is, you maybe classed as a terrorist and be imprison.
	4) Recognition - Some people just want to be seen in the eyes as a person for example who took down a military network. This will also likely to get them some time behind bars. 
	5) Cyber Espionage - Most of the time the government itself is involved in this to keep a close eye on other network, countries and people.
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