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	Question 1…What does an internal auditor do?

a. The role of internal audit mainly revolves around giving an independent and objective assurance to management on the effectiveness of organization’s internal control systems. 

b. The internal auditor acts as an oversight authority on the implementation and compliance with company policies and procedures in carrying out tasks to achieve business objectives. The reporting structure goes directly to either Chief executive officer or audit committee depending on the size of the organization.

c. The Definition of Internal Auditing demystifies purpose, nature, and scope of internal auditing. Institute of Internal Auditing defines internal auditing in the following language’

d. “Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.

e. Internal auditor is that person charged with responsibilities of affecting the internal audit functions as defined in the above paragraph. In achieving its objectives, the internal auditor gets information on people, processes and system that may be used to back up evidence in forensic investigations.

f. The internal auditor participates in the review of internal control procedures and designs of risk management structures that may lead to proactive fraud management

g. The internal auditor collaborates with external auditor to facilitate external audits and ensure compliance with regulatory authorities of business environments within which an entity operates. 

h. Internal auditor advices audit committee on matters of discovery that may require immediate actions .For instance existence of fraud committed by senior management team

i. The internal auditor may act as a consultant to a forensic investigators .Since they  are employees of the organization ,they may possess better knowledge in understanding the companies operating procedures and also how frauds may be committed.

j. They may act as fraud detectors if not deterrents. Staff may be conscious to commit fraud where they know that they may be caught in the act by an effective internal controls system and internal audit exercise

ii) How do Forensic Accountants work with external auditors?

Forensic accountant work together to support each other like a three layered cake (Crumbly D.J et al,pp 2-2),the largest to, middle and the small layers and all have distinct characters and backgrounds.

.

External auditor may hire a forensic accountant to perform tasks as per requirement of generally accepted auditing standards

A forensic accountant may use the working papers from an external auditor and such may improve understanding of the clients business for effective forensic investigation. Knowledge of the system could assist a forensic investigator to start off early 

Forensic accountants collaborate with external auditor so as to understand the objectives of all parties involved in an investigative exercise.

When appointed by external auditors, the forensic accountant should operate as per instructions and terms of reference of his appointment. In this case he may be expected to be a Subject Matter Expert (SME).

iii) What are the objectives of internal auditors in a forensic investigation?

The main objective of internal auditors in a control environment is fraud risk prevention.

In an investigative environment, there may be several parties with divergent objectives with main focus on getting effective results. Each party may approach and assign different opinions to the same evidential matter. An internal auditor may have some of the following objectives in a forensic investigation.

Ensuring that if frauds existed in the system, the audit exercise may have may have detected it.

Firstly, the internal auditor would stand steadfast with the management notwithstanding the independence theory of auditing. The internal auditor remains an employee of the firm and may not find it easy to depart overtly from supporting the employer in whatever circumstances especially where an embarrassment is highly likely.

Another objective by the internal auditor in a forensic investigation would to have a clear picture of the unfolding events and findings and to keep track of all evidential matters that may arise during the investigation. Since they are part of the organization, the internal auditors may be having better understanding of the operations.

The forensic accountant is required to determine the scope and extent of any external investigations. Limitation of scope should be clearly documented. The internal audit should aim at providing any supporting information that would affect the outcome of an investigation hence should minimize grey areas in an investigative exercise.

Internal auditor should aim at staying on course to ensure the investigation is carried out expeditiously and per schedule..

The internal auditor should also have an objective of defending the internal audit team against criticism of inefficiencies. The team may feel dejected when it comes to light that an obvious fraud was not detected by successfully performed audit exercise.

Question 1(vi) 

What is the role of forensic accounting investigator when working in forensic team?

D.Crumbly (2007),”His Firm” postulated that  a forensic accountant reduces complexity by distilling information and slicing away deceptions to help a judge or jury to see the essence of a fincial dispute. Within the forensic team a forensic accountant would be expected to work with team mates with sole objective as set out in Crumbly’s sentiments.

It would be appropriate for a forensic accountant to understand his role in the team so as to work in congruence with other team members.

Where appointed as a Subject Matter Expert, a forensic accountant should try to understand assigned roles and observe the limits within which to carry out specific tasks assigned without prejudicing others or compromising quality of evidence.

A forensic accountant should be able to determine the need to use services of others and the extent to which such external evidence could have limitations. For instance Bank Secrets Act and Department Justice may hinder or promote information needed for evidence gathering.

A forensic accountant should plan and execute tasks on time as per schedule.

In large organizations’ a forensic accountant would provide the assistance in the following areas

Expert in accounting-A forensic accountant may be required to do expert interpretation of financial statements to attest any material misstatements

Interviewing experts and 

Should have capability to plan and perform data interrogation and data mining of company records

He may be engaged in document examination and verification. Exemplars may be used to match against genuine purported documents.

  A forensic accountant may require carrying out analysis and review internal accounting transactions to determine their authenticity and whether in compliance with best practices.

A forensic accountant may be called upon to conduct due diligence to establish truth about employee backgrounds as given by referees in an employment contract.

QUESTION 2-How do forensic accounting investigators work with lawyers?

When frauds occur in an organization, a need may arise to appoint a forensic accountant an SME to assist in the investigation process and accounting. In such cases, forensic accountants may be required to work with lawyers. The lawyers may be from external authorities, external counsels, staff lawyers, shareholders lawyers or counsel for the suspect employee.

Notwithstanding the type of the lawyer, a forensic accountant would be required to observe high degree of confidentiality .Disclosure of any information should be restricted to only suitable defined groups.

Specific matters to which a forensic accountant working lawyers should pay attention include

Understanding his roles and responses. Secondly, pay attention to all other specialists involved. The accountant should consider source and extent of external information he is going to use in the investigation exercise. Consideration should be to legal concerns since the manner in which evidence is gathered might affect the admissibility in the courts (Fryer and Deubert principles).

QUESTION 3

What is the importance of privacy in forensic investigations? Which measures could be taken to achieve this? 

Privacy is important in any forensic investigation process and the courts may refute evidence presented to them if evidence does not meet certain requirements that may directly or indirectly relate to the methods used to gather such.

The privacy may apply to both individuals and corporate. Certain firms may have a restrictive policy that may affect the disclosure of fraud information to the public. Such policies sometimes are based on the fear of information reaching the public for fear of reputation risks. in such cases ,it would be very difficult to carry out investigation with intent of reaching the courts because ,once it reaches the media ,the public will have knowledge and the information may the go viral and lead to irreparable damages.

Expectation of privacy may affect the admissibility of evidence and a suit may be arise and litigation taken against the forensic investigators where privacy of individuals are breached.

Rules of evidence may be legal requirement and forensic accountants must observe them especially when carrying out private investigations in areas such as cyber forensics investigations. When carrying out seizure, a search warrant to effect such actions should be supported by an affidavit from court of competent jurisdiction.

Deubert principles and Fryer Tests may unequivocally lead to acceptance or dismissal of a case where privacy has not been observed which may then negate the chances of a case succeeding in the courtrooms.

Finally, an individual’s right to privacy is a blurred area and especially in digital forensics which is a matter still open to debate by courts. The US Electronic Communications Privacy Act (EAPA) limits an investigator’s ability to enforce or intercept and access evidence in certain situation, for instance, access to data in a personal phone and computer may constitute breach of privacy and hence the evidence may be nugatory. Such legislation complicates distinction between stored communication such as email, voice mail and transmitted communication (such as VOIP). The ECPA also affects the ability of companies to investigate the computers and communications of their employees. 

Measures that could be taken to mitigate the shortcomings against privacy in a forensic investigation

The measures that may be taken achieve privacy observation include

The investigator must make sure that preservation of the evidence is fully secured and oly designated persons are authorized access 

Consideration should be given to type of information ,i.e whether certain information is privileged or non-privileged .Compliance should be observed to protect privacy of the subjects whether corporate or individual

In cyber forensic investigation (private), the investigator must observe compliance with evidence procedures. For example, when carrying out seizure there must be a supported affidavit from a court of competent jurisdiction.

The investigator must also ensure that he avoids presuming judicial roles. There should be no declarations in the investigative report of whether someone is guilty or not. That is a matter which should be left to court.

The investigator must avoid giving comments on the effectiveness of the internal control systems. Such opinions should be given by an external auditor and shall only be used as evidence to extent to which they have been authorized by the authors.

The investigators should write report in plain simple language to clear any ambiguities .Unclear messages may be misconstrued to mean otherwise offensive language and the investigator to watch out for such.
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