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1. (i) The “best evidence” rule, which applies to documentary evidence, is the contents of the document itself and in these cases the original documents are required. 



In the past the “best evidence” rule has applied to documents; this has been expanded for modern technology to include computers, photographic systems and other new developments.



Certain documents, such as leases, contracts, or even letters, which are executed ‘signed’ in more than one copy are considered originals, and any one copy can be produced as original.



 (ii) It is highly likely that the investigator will be overloaded with documents and records in a financial case, therefore it is important to keep them in an organised manner.



There is also a risk of increased loss or destruction, therefore it is important to have a place planned to store the documents before the investigation starts.



Pre-collection



In order to find documents quickly, a numbering and cross-reference system is a good system to implement.



Initially, if a standard scheme of numbering is set up the forensic accountant could use this in all cases, but flexibility must be built in.  This way the forensic accountant won’t have to redesign the system to suit each changing scenario, i.e. whether you are searching for a one-bedroom apartment or a ten-office suite the forensic accountant will still be able to use the same system.



A system which is logical so that anyone involved in the case will be able to identify the nature of each particular item may determine the success of the case, for example, if W is used for “witnesses” and later used for “weapons” the uniqueness will be destroyed.



A plan will be required as to how the documents are received.  If the documents are coming through the mail in response to subpoena, they can be sorted, catalogued and filed at the forensic accountant’s leisure.  However, if a search warrant is executed to obtain records, to avoid chaos and wasting time, planning is vital to minimise errors.



The plan will vary depending on the nature, size and complexity of the target.  For example, a small business with two employees located in two rooms will differ considerably from that of medical practice suspected of fraud.



Depending on the number of documents used and the number of rooms, a grid can be used to divide the floor space and designate each area to an identifier. 











Collection



Searches may not go to plan and may take a lot longer than anticipated; therefore patience and planning will make the process less frustrating and stressful.



The forensic accountant must consider how the evidence will be seized and secured to preserve its value for the trial and ensure that it can be accounted for later, in case it has to be returned.  Careful inventory and attention to detail are vital.



The documents must be fully packaged and secured to ensure that no damage or alteration occurs during transport.  



Initially the documents must be inspected, to ensure the warrant authorises the seizure, closer examinations will have to wait as the forensic accountant will be working to time constraints.



Once the search has been concluded and the proper receipts returned to the suspect, the evidence can be transported back to the office for further evaluation at their leisure.



Storage



Evidence integrity is the key the case.  Issues of both civil liability and evidentiary admissibility in court are at stake and the forensic accountant must ensure that the evidence presented to the jury is in fact the authentic evidence obtained from the defendant. To ensure that the documents are authentic; the documents must be properly stored and use of the evidence carefully controlled.  Any marking or alteration may make the documents inadmissible in court. 



However, it may be necessary to assign numbers to individual pieces of evidence for identification purposes.  This can be done by photocopying the documents or encase the evidence, for example, using plastic wallets or by putting a self-stick label on the documents.



The documents are worthless unless the forensic accountant can put their hands on the documents when they need it.



If the investigators try to think how a lawyer prepares to prosecute a case, this may help build a stronger case.  This may not only help present a more compelling case for the prosecutor, but may help reduce the amount of work.





 (iii) The devices which could help when collecting evidence are as follows:



· Personal computers/laptops

· Printers

· Answering machines

· Mobile phones/telephones

· Networks

· Scanners

· PDAs and blackberry devices

· Paging devices

· Copiers

· Caller ID Devices

· Digital cameras

· Facsimile machines

· Compact disc duplicators

· Security systems

· Smart cards/magnetic stripe cards

· Global positioning systems

· Electronic gaming devices

· Vehicle computer devices

· Storage media





 (iv)The points that should be considered when planning for the evidence gathering process are:



· Reviewing the policy on record retention and ensuring compliance.

· Visiting locations or retrieving paper records off-site and on site.

· Reviewing the systems and technology for retrieval for transaction records, such as customer and vendor invoices, contracts etc.

· Ensuring the existence and storage of employee files.

· Checking to see if there are files at the employees’ homes or on their personal computers.  (There are policies for companies that do not allow employees having confidential data on home computers or laptops, for example Defence companies.)

· Check retention policies as this may differ for various corporate locations and contracts for different customers, for example the MOD, normally ten years or the length of the contract if over ten years).

· Analysing the organisational hierarchy to learn who reports to whom.

· Checking the medium storage for computerised records on and off site.

· Reviewing the company’s back-up procedures that are used for employees’ computers and e-mails, and knowing when and how often back-up occurs, how much information is lost and how much is retained, and which is retained on servers and how much is retained on individual drives.

· Checking whether any records are retained by or about by former employees of the Organisation. 

· Analysing system changes in the accounting systems or emails systems.

· Reviewing documents that have been outsources to third party, for example payroll, internal audit and IT documents.

· Creating a written plan to give the investigation a clear direction and focus for the collection of documents and records.



A plan will assist with the scope of the investigation and be helpful to obtain the documents that are relevant to the investigation.  It will also help to keep the number of documents to a minimum and avoiding hoarding of irrelevant information and data, which may include different types of documents from various witnesses, stored at different locations.

							    

(v) The Working papers are the documents which the forensic accountant records all evidence during their investigation.  This is where the forensic accountant will summarise and analyse factual material which will be used as the basis of testimony in cases of litigation to recover losses.



The types of information they contain are:



· Accounting records and other documents. - This includes all possible accounting records such as general ledgers, sub-ledgers, management accounts, financial statements, reconciliations, journal entries, internal audit reports, purchase orders, vendor information, customer information, contracts, telephone, computer system and security system records, desk files, emails, websites, expenses and any other accounting record or document, 

· Public record searches. - This may include newspaper articles, investments, hobbies and interests, philanthropic work, blogs, online chat room discussions etc.

· Electronic Computer files. - These include e-mails, computer files and data stored in handheld digital recorders etc.

· Photographs or digital photos, preferably with a date/time stamp.

· Documentation specifying chain of custody.

· Interview notes and audio recordings. These are notes taken by the investigation team during the interviews conducted with the witnesses, suspects and other personnel.

· Third-party information. This is information that is provided by other interested parties such as external auditors or legal counsel. This may be audit reports, management letters, banks statements, cancelled cheques, bank advice, or other banking documents, records relating to non-audit services, documents acquired through subpoenas or warrants etc.

· Court pleadings and depositions transcripts. 





(vi) The main steps involved in the gathering process are Document Retention Consideration, Planning Consideration and Creating a Chain of Custody.



When planning for the gathering process, there is heavy reliance on documentary proof, documentary retention and preservation are tasks which are considered very important and it would be advisable to hire legal counsel to discuss the complications.



Document Retention gathering – Reliance on documentary proof is extremely important to an investigation.  Many points must be considered and it would be advisable to hire counsel to discuss any complications. 



It is important to preserve electronic evidence present in the Company’s accounting system. In the UK it is important to keep records for the HMRC and can also depend on the Customer, for example the MOD (length, terms and conditions of the contract).



During the life cycle of the business assets are acquired and disposed of, new accounting systems are brought in, systems are updated, and new information may become available, and estimates revised.  It will be important for the forensic accountant to determine how long records need to be kept and which documents should be retained.  This may be complex, so counsel should be used to ensure that the firm’s policies are adhered to and accounting regulations and laws are also conformed to.



The forensic accountant will be reviewing large volumes of documents and will have to decide which ones should be retained. However, there are certain circumstances which may arise whereby all documents and electronic files are to be retained.  For example, subpoenas may require all information to be presented. 



Planning Considerations - It is important to meet up with the clients to discuss the type of evidence that is requires and to ensure that the evidence is available for that time period under investigation, this will depend on the nature of the investigation.  Organisation structures can change and data processing operations and systems can change over time, these meetings may be crucial in discussing the financial accounting records.



Data may be held over a certain period, for example document retention period, or emails are only stored for up to 60 days.



Creating a Chain of Custody – The chain of custody serves as proof that the evidence has been protected against any alterations and damage from the time it has been collected to its presentation.  It will signify to the court or regulatory body in which the evidence is being presented that it has probative value.  The investigator needs to discuss the requirements for detailed record-keeping to establish a chain of custody with counsel and the client before gathering the evidence. 



As technology advances it will require more IT skills for collecting electronic information and hence an expert will be required in that field. 



(vii) The types of documents that are collected in the evidence gathering process and the main sources are:



(a) Signed statements – The forensic accountant should ensure that statements are not just received for the original complainant, but also from all witnesses at the victim business.  These may not act as substitutes for actual testimonial evidence that the witness will offer at the trial, but will serve as the outline for their trial testimony.  Again, any additional documentation to corroborate their testimony should be gathered and documented, to ensure it does not get misplaced or destroyed or changed, just in case it turns out the witness was involved with the suspect.



(b) Transactional paperwork – This is where the pre-investigation planning will be beneficial to the forensic accountant.  Every business will operate in a different way; this will also depend on the size of the Company and systems.  Lots of businesses have work instructions and policies which may assist in the various transactions that occur within the business cycle.  Invoices, payment vouchers, expenses and original records of transactions and receipts are invaluable for tracking the in/out flow of cash.



(c) Intranet Sources – In today business world, more Companies are using the intranet to connect all employees and departments together.  This is advantageous for the forensic accountant, especially around chat facilities, blogs and other semi-public areas that suspects and witnesses may be part of.  Transactional information may not be available through these Sources; this is an unofficial communication channel through the Company. Background information, rumours and gossip might prove to be a valuable place to begin looking for other clues.  



(d) E-mails – More and more people are using e-mail as a method of communication, especially the younger employees.  People can correspond when they are on the move, as they connect their e-mail to their blackberry or other devices.  Also people will correspond in their own time, rather than keep trying to ring someone. Lawyers have found this to be valuable in civil cases, as e-mails prove what has been agreed between people.  Many people treat e-mail correspondence with surprising flippancy, but this may be kept on the corporate server for a few years.  This can be crucial to people’s carelessness.



(e) Text messages – This is also a good place, particularly in Civil Cases where people have agreed or promised that they will do something but not done it and then forget that they have sent a text to their victim.  This surprisingly, has been crucial on particular in small crimes. 



(f) Documents from Third Parties – Generally, in financial crime investigations the majority of documentary evidence that the forensic accountant obtains will come from third-party sources.  The forensic accountant will be interacting with the traditional business world.  The Companies will be using banks, building societies, other financial institutions, legal professionals, government organisations and other Companies.  



The diverse nature of the business will determine the number of different sources that may exist.

-----------------------------------------------------------------------------------------



2. The various types of evidence used in financial crimes investigation are:



(a) Investigations of Vendors – Was the money paid to the vendor legitimate and what goods and/or services were being supplied.



The information includes the following:



· Information about the vendor is stored in the company’s Master Files data for accounts payable.

· Contracts, purchase orders, invoices and documents used to obtain payment approvals, receiving documents, correspondence concerning credits, billing errors, etc. 

· Results of the public records searches used to qualify a vendor and internal feedback regarding vendor quality.  Data mining for similar names, duplicate addresses, duplicate payments, purchase orders, invoices, etc. may be used to collect such documents.  Interviews and public record searches regarding may also be useful.



(b) Investigations of Foreign Corrupt Practices Act violations – These concern disbursements and focus on the interview techniques.  For example, if the government awarded a contract involving large disbursements of payments to a company through a middleman who was working as a consultant as per company records. The forensic accountant was unable to find a fair exchange for the payments that were paid on his/her opinion.  This case would require extensive collection of documents and interviews to determine the exact purpose of every payment. 



(c) Investigations of Improper Related-Party Activity – These require documents concerning the nature and relationship between parties involved in the transactions.  These documents include interview notes, internal control policies, emails, public record searches and any other documents useful in the analysis of fair value economic exchange.



(d) Investigations of Employee’s Misappropriations – This investigation focuses on the documents that were being handled by the suspect. This includes desk files, employment records, interview notes, payroll records, computer data, e-mails, records of the employee’s access to corporate computer systems, records of the employee’s access to the company’s facilities, security records etc.  Also an employee’s personal lifestyle and property ownership may also be relevant.  Mobile phones and personal computers/laptops, memory sticks etc. may also contain relevant information.



(e) Investigations of Specific Allegations - This may be started by an anonymous letter, hotlines, a tip off (which may be anonymous), and from leaving interviews.  The investigation plans will need to be seen to be taking the allegations seriously, but there will be a chance some will be unfounded accusations by disgruntled employees.  The way this is handled will also give credibility to the investigation team.



(f) Investigations of Financial Statement errors -  This requires a review of all reports, statements and documents involved in the Company’s financial accounting transactions and business records, employee files and the email of all parties involved in the transactions. This will involve approaching third parties such as banks, vendors, customers and former employees.  It may be useful also to take copies of the entire general ledger and emails to ensure the evidence is preserved.



	-------------------------------------------------------------------------------------------



3. The evidence gathered differs in non-financial crimes. Evidence for non-financial crimes will be more concerned with finger prints, weapons, use of forensic science, DNA, pawn receipts, wounds, toxicology, photography, CCTVs for murders and burglaries.



Other non-financial fraud is non-financial fraudulent statements, i.e. false or misleading information produced by an organisation to a public or regulatory board.



An example was in Memphis where a career educator pleaded guilty to charges for creating and providing false identification and paying people to take qualification exams for prospective local teachers. This has the detrimental effect that unqualified teachers are educating children.



Inflated standardised test scores and ranking by colleges and universities provide more prestige for the institutions leading to increasing higher tuition fees.



Hospital Episode statistics is a data warehouse containing details of all admissions, outpatient appointments and A&E attendances at NHS hospitals in England.  The data is collected during a patient’s time at hospital and submitted to allow hospitals to be paid for the care they deliver. Falsifying data to make the hospital look better and to receive payment may tempt some people.



Conversely financial crimes are more document-based.  The forensic accountant may come across huge volumes of documents.  In major financial crimes this may be over five hundred individual documents, which would be seen as normal, but in a typical murder investigation over five hundred would be seen as exceptionally high.  For example, the number of cancelled cheques going through one account could easily exceed five hundred.



Also in financial crimes, the crimes may have been going on for a number of years before being detected.  System change, technology changes, organisation changes, acquisitions and disposals, crucial personnel may have left the Company or even died, document retention, mislaid documents can make financial crimes difficult to get a conviction. 



For example, if Mr X shoots Mrs Y, producing the gun with Mr X’s fingerprints will assist in obtaining a conviction for the murder.



However, if the CFO, Mr X embezzled money from the pension fund, introducing copies of bank statements might appeal to prosecutors, while in certain courts this may be acceptable, other courts will only accept the original documentation.



Currently, there are a lot more controls and laws needed to protect the pensions funds where the pensions funds have been stolen, for example The Maxwell pension scandal where Robert Maxell used the Company Pension Fund to stop his Company from going into bankruptcy. At a meeting with trade unions, Robert Maxwell referred to the pension as ‘his’ fund.  The union officials queried this with their Company Secretary and were advised that the pension fund was ultimately held by Maxwell’s private firm Pergamon Press as parent company of the Mirror Group Newspapers.  Robert Maxwell believed that he owned the pension scheme.  This was reported as ‘theft on a grand scale’.  In this case there was a conflict of interest.



[bookmark: _GoBack]Another example, financial crimes are much more difficult to resolve as many celebrities are taking companies to court over dispute of money owed, which cannot be traced due to lack of proper documentation or proof that the money belongs to them.  In the nineteen sixties and seventies, this was due to celebrities trusting their management and not taking control over their own finances.
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