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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
QUESTION 1

i)

Efficiency of internal controls

An internal control system comprises all those policies and procedures that collectively support an organization’s operation. Internal controls typically deal with approval and authorization processes, access restrictions, transaction controls, account reconciliations and physical security. These procedures often include the division of responsibilities, and checks and balances to reduce risk.

Control environment

This refers to the control consciousness of an organization; it is the environment in which people conduct business activities and fulfill their control obligations.
The control environment includes both intangible and tangible elements which may include incentives and ethical values. The continuous provision of incentives by an organization may reduce chances of fraudulent activities as employee satisfaction is given precedence and attended to. This may also fulfill the gap of employees need and wants and thus reducing motivation for committing fraud. 

Sharing Information and Communication

The manner and frequency with which management communicates the purpose and existence of its fraud controls can greatly impact the effectiveness of those controls. Other benefits may include

· Sets expectations about ethical employee behavior

· Reinforces the ramifications of improper or unacceptable behavior in order to deter others from similar actions

· Conveys a clear message about the corporate culture.

ii)

The fraud triangle



                                       Opportunity







              Motivation                                Rationalization









Opportunity

All employees have a certain degree of opportunity within the organization. It’s unavoidable. The internal control structure is designed to deal with this condition. But, when appropriate safeguards are not put in place to monitor the work of key individuals, the organization creates a climate that gives the trusted employee the opportunity to do things they might not ordinarily do. Sometimes the organization creates this fatal flaw by tempting employees beyond their ability to handle the situation.


Motivation

It includes financial need, challenge, and revenge. When the trusted employee has a financial need in their life, the motivation factor kicks in to permit the individual to perform an illegal act. The financial need can be either real or perceived (i.e.; greed). They become desperate and see no other alternative to solve their financial crisis. Sometimes this is the most visible element of change in a person’s life actually observed by fellow employees in the office.

Rationalization

Many people obey the law because they believe in it and/or they are afraid of being shamed or rejected by people they care about if they are caught. However, some people may be able to rationalize fraudulent actions as necessary, harmless and justified.

Accounting Information systems

This includes the financial reporting system and consists of the procedures established to initiate records, process and report entity transactions and to maintain accountability for the related assets, liability and equity.


Fraud scheme

This refers to a review the internal control structure identifying audit risks and determination on what could go wrong for each identified audit risk. It further analyzes audit risks and describes the potential fraud schemes. Lastly it determines the key attributes of the fraud schemes.





iii)

Control environment

This is a broad concept which refers to the overall attitude, awareness and actions of management regarding internal controls and their importance. In short, it is the managements overall attitude to the significance of internal control within the organization.

It is reflected in for example management style, the corporate culture, values, philosophy, operating style and control consciousness.


Personnel policies and procedures for example would include those covering recruitment, retention and dismissal. The organizational structure should have clear lines of reporting and responsibility and the maintenance of an internal audit function and audit committee demonstrates a commitment to high level controls. The use of management accounts for the purposes of variance analysis is also a high level control.

The control environment provides a background to detailed control procedures. It does not of itself, of course, ensure the effectiveness of the internal control system as a whole.   

Control Activities

These are more detailed day to day operating procedures established to achieve the entity specific objectives. Objectives in an accounting context would include the proper authorization, timely and accurate recording of transactions in the correct period, the safeguarding of assets and ensuring the existence of assets recorded. They include particular procedures to prevent, detect and correct errors. They differ from entity to entity and are affected by the size of the entity and the activities in which it is involved.

Many of the internal control procedures, which would be relevant to the larger enterprise, are not practical, appropriate and necessary in the small enterprise. Management of small enterprises have less need to rely on formal internal controls, because of their personal contact with, or involvement in, the operation of the enterprise itself.

Information and Communication system 

This includes the financial reporting system and consists of the procedures established to initiate records, process and report entity transactions and to maintain accountability for the related assets, liability and equity.

The risk assessment process

This is the entity’s process for identifying business risks relevant to financial reporting objectives and deciding about decisions to address those risks. Auditors are interested in business risks because certain issues which may affect the business may also be at risk to financial statements being misstated. For example, economic downturn puts pressure on the company to meet the expectations of finance providers and such management may be tempted to manipulate the financial statements.






Monitoring of controls  

An entity should review its overall control system to ensure it still meets its objectives and operates efficiently and effectively. Auditors are required to identify control deficiencies observed throughout the audit but it remains the company’s responsibility to monitor its own internal controls.

iv)

This refers to the susceptibility of an account balance or class of transactions to material misstatement, irrespective of related internal controls. The risk element results from the nature of the enterprise under review, the industry in which it operates and the makeup of the items appearing in its financial statements. Inventory, for example 

v)

 Residual risk refers to the risk remaining after factoring the inherent risk rating and control effectiveness rating for each identified fraud risk. A high rating indicates that immediate action is required and that item should be included in a fraud risk action plan. A medium rating would indicates that attention is required to the fraud risk and control and that item may be included in a fraud risk action plan, depending on the control effectiveness rating. Lastly a low rating indicates that the item should be factored into ongoing monitoring plans.

QUESTION 2

I decided to conduct a fraud risk assessment checklist for Botswana Railways, a local company transporting goods and services mainly through locomotives.

	CRITERIAS
	YES
	NO
	COMMENTS

	
Are there ethical and security training programs for new employees and updates for existing ones?



















Is there a written code of ethical and business conduct?


















Are screening procedures such as background checks, psychological tests, drug tests, and lie detector test used for sensitive positions?






Are employees with alcohol or drug abuse problems provided counselling by the entity?

	                                                                      
Yes


























Yes





















-















Yes




	  

















































-
	
New employees are issued with access cards with which they can access their offices and various departments. They undergo training programs on how to use them. Other training routines included are those involving safety precautions for example fire outbreaks.







There is a written code of conduct issued to new employees upon arrival. The manual contains all the inappropriate conduct and their level of severity. It states how the various offences are conducted. For example sexual harassment is punishable through expulsion.  



Alcohol consumption tests are done on employees to check the level of alcohol. Background checks on employees are also done. However the introduction has not yet being done.  


The entity has a counselling office possessing qualified individuals who provide professional assistance. The assistance provided is not limited only drug abuse problems but also other various challenges for example financial and family difficulties. It also helps in the integration of new employees.



	
Are there
Additional computer security and electronic surveillance systems for sensitive areas?















As per
Organizational policy, are passwords and IDs required to access general computers?

	 

Yes





















Yes
	
	
The entity has electronic surveillance installed in each and every department which provides monitoring. The entity has various sensitive areas like the workshop which has locomotives and a cash office. These areas have additional computer security.




Each employee is given a password by the Information Technology department. With these passwords they have access to the various company modules. Access is cancelled when the employee leaves the organization.




	Are bank
Reconciliations carried out for all accounts?










Are accounts receivable being reconciled month to month, and general ledger to sub-ledger?











Are accounts payable being reconciled month to month, and general ledger to sub-ledger? 

	
Yes













Yes
















Yes




	
	
Reconciliations are carried out for all accounts. Upon reconciliation the reports are submitted to superiors for example finance manager and director. 


Accounts receivables are reconciled month to month. A follow up is made on outstanding receivables and also contacted with reference to outstanding payment. Adjustments of reversals in bank statements are also made.


Accounts payable are reconciled month to month. Follow up is made on outstanding invoices which may delay payment. Accrued balances are carried forward to the following month.
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