Shawn Isaac
Student # 8957
Assignment #11
1

[image: BOLC_Logo]                                                                  
   Assignment Cover Sheet






 

	Student Name:
	Shawn Isaac

	Student Number:
	8957

	Course:
	Diploma in Forensic Accounting

	Assignment NO:
	11























1.i – What is Computer Forensics?
A computer can be loosely defined as any device used for storing data and performing calculations. 
Computer forensics refers to the usage of investigation and analysis procedures and techniques in an effort to collate and preserve evidence derived from any computer device in a manner that would allow that evidence to be admissible in a court of law, or any other applicable enquiry/ hearing. 
In addition to determining what was stored on a device, computer forensics also involves the restoration of deleted and corrupted data.
It is therefore a key component of fraud investigations as it helps to determine the identity of the offending individuals by tracing the source of information and data maintained and manipulated by them. For example, if they deleted a key file to hide a transaction etc.
1.ii – Why are computer forensic engagements carried out?
Computer forensic engagements are conducted for various reasons, as follows;
· To help determine whether a corporation is compliant with applicable laws and regulations. - For example, establishing whether a bank is monitoring all transactions for evidence of money laundering as required by law.
· Private investigations into civil matters. - For example, to determine if a spouse is cheating.
· It can be used as a fraud prevention and/or detection mechanism. - For example a company that is increasing revenue but realising smaller profits may initiate a computer forensic engagement to determine the cause of losses.
· To assist with the identification and valuation of assets. - For example, when someone passes, in the absence of a will it may be necessary to delve into their digital presence to determine what assets they owned.
· To facilitate routine internal and external audits.
· To determine whether an individual or corporation can be truly considered as bankrupt. 
In summary, anytime there is a need to gather information from digital devices to aid in decision-making (or provide clarifications) a computer forensic engagement may be conducted.

1.iii – Name some sources from which data can be retrieved.
In this age of technological advancement there are numerous devices which have the capacity to store digital data, as follows;
· Smart cellular phones
· Tablets
· Laptop computers
· Mini computers, Super computers and Mainframe computers
· Email servers
· Scanners (especially when connected to a WAN or LAN)
· Copiers (especially when connected to a WAN or LAN)
· Printers (especially when connected to a WAN or LAN)
· Cloud computing (data stored in the cloud)
· Other digital storage devices such as CDs and DVDs
· Pen drives or flash drives
Computer forensics can be used to gather and analyze data stored within any of these sources which can prove invaluable to any investigation.
1.iv – Explain the characteristics of a computer forensic analysis.
A computer forensics engagement must be properly planned and scoped with clear objectives and deliverables agreed from the outset. This approach ensures that the focus is placed on gathering the right data from the correct devices and locations. Once the data is collated it must then be analyzed.  
A computer forensic analysis usually consists of the usage of both data analysis and data mining techniques. Both of these methods have varying benefits, however it is important that the data and devices from which it is sourced are not compromised in anyway thereby bringing the evidence into question. For that reason maintaining an appropriate chain of custody is vital, as well as ensuring that the evidence is properly preserved and stored away safely.
Different techniques are also used to pull the data together such as static forensics and live forensics. There is also the need to normalize the data prior to analyzing same so that it can be consistent throughout.
1.v – What are the benefits of data analysis?
Data analysis relies heavily on the professional judgment of the forensic accountant. Preferred exception conditions are decided based on his/her understanding of the requirements of the case (what needs to be proved or disproved). To achieve this all of the data collated is broken down into different strata based on inferences made by the forensic accountant. For example he/she might decide to focus on transactions above or below a particular value, or inputted by a particular employee etc. 
These strata helps to isolate certain pieces of data within the chosen parameters which can be further scrutinized thereby ensuring that the focus of the investigation is not lost, or that time is not wasted on reviewing data that may be of little or no value to the ongoing review. 
2. – What are the legal factors that should be considered before starting computer forensic engagements?
It is imperative that prior to starting a computer forensics engagement that all real and potential legal issues are properly considered. The advice of legal counsel should therefore be sought from the outset to ensure that the forensic accountant does bot inadvertently break any laws during the conduct of their duties, or that they do not compromise the investigation/review by not adhering to proper protocols. For example, not maintaining a proper chain of custody for evidence, or entering someone’s private emails thereby breaching their right of privacy.
Some examples of legal factors that should be considered prior to starting a computer forensic engagement are as follows;
· Is the data to be reviewed aligned to the scope of the engagement? – This is necessary to ensure that there is justifiable cause to sift through the data and therefore proves that the exercise is not a “witch hunt”.
· Are there any legal documents to support the gathering of data – In instances of a subpoena it is easier to justify data collection.
· Is there legal support for the investigation team – This is necessary to ensure that little or no missteps occur from a legal standpoint.
· Is the forensic accountant qualified to perform the activities required during the review – It is important to note that within IT there are several areas of specialty, and one person may not possess all of the required skills for each review.
· What are the laws governing the location of the investigation? – Different countries and states often have variances in their respective legislation that ought to be known prior to commencing a review, especially where cross-border reviews are undertaken.
· Who owns the data that is to be collected? – For example, does a company own all email messages issued using their email server? Or does the holder of the email address have a right to privacy for all of his/her company emails? These are all important considerations to be had.
· Is there an expectation that data will be found which would need to be reported to law enforcement authorities? – This is necessary as items relative to national security or defined criminal offences will have to be reported to the authorities if discovered.
In summary the intent is to ensure that no laws are broken while performing the engagement, and also to smooth the path for few legal issues to arise resulting from the manner in which the evidence was gathered, and conclusions made.
3 – What tools are used by forensic accounts for data analysis?
With respect to data analysis in an investigation, forensic accountants usually firstly isolate the relevant devices thereby ensuring that the data contained therein cannot be easily contaminated. Secondly, it is customary and advisable that a digital copy of the device’s storage media be made. The majority of investigations are subsequently performed using the digital copies while the original remains safely secured.
The forensic accountant or investigator then uses a variety of software tools to help examine the copy, probing for clear patterns, exceptions, concealed folders and previously erased, encrypted, or impaired files etc.
There are four major classifications of software that are used for the purposes of analyzing the data, as follows;
1. Basic/ out of the box applications – These refer to fairly unsophisticated software for the purpose of data analysis. For example, Microsoft Excel and Access. These tools help with sorting data and allows for some basic commands to be entered such as in the form of formulas. They are also easy to use and generally have a normal business purpose, however they are limited with respect to performing detailed analyses.
2. [bookmark: _GoBack]Add-on software that works with basic/out of the box applications – These refer to specialized applications that are compatible with other basic applications, and enhance the ability to analyze data contained therein. For example, ActiveData is a comprehensive add-on that brings advanced database analysis and data mining to Excel.
3. Data analysis software – These are more sophisticated tools than the ones mentioned above.  They support data analysis across various applications, and platforms. Some training is usually required to properly utilize these tools.
4. Specialty software – These tools can be very expensive as they are highly sophisticated and usually require that the user be properly trained to get the best out of same. They provide the investigator with many options for examining data at an advanced level.
4 – What is a chain of custody form? What type of information does this contain?
During the course of an investigation the forensic accountant/ investigator must make certain that the proper chain of custody is maintained in an effort to ensure that the conclusions as a result of the review can withstand scrutiny.
Establishing a chain of custody is therefore important, however it is even more imperative that it is consistently maintained as any potential lapses in established protocol can undermine the credibility of the evidence.

To avoid any mishaps, forensic accountants/ investigators utilize a chain of custody form which helps to mitigate the risks of evidence being inadmissible to the courts, or being discredited for any reason. These forms usually contain the following types of information;

· Details of the individuals who provided the requisite device – This includes the person’s name, position in the organization etc. and it must be signed-off by the individual as evidence that he/she agrees that they provided the device.
· There must be a time-stamp to validate the date and time that the device was received.
· Details of the person who received the device – This would include their name, position and ID number where applicable.
· Details of the exact location that the device exists. – For example, identifying the server room in which a database server resides, inclusive of specific details about the location. This is very necessary in instances where the actual device is never removed from service and is therefore not safely secured.
· Details about each device. – This includes information relative to the physical condition (any discerning marks or features), model number, serial number etc. It helps to ensure that it can be proven that the correct device was analyzed, and returned where required. Additionally it protects the investigative team from being accused of having damaged same.
· The evidence should be labelled or marked with a unique identification tag to which it can be referenced as an exhibit in court or any other enquiry/ hearing.
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