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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.
i. Computer Forensic is defined as a branch of digital forensic science pertaining to evidence found in computers and digital storage media. Computer forensics involves the process of determining activities that took place on a computer device and of restoring data deleted.

ii. Computer forensic engagements are carried out for the purpose of fraud prevention and detection control assessment, investigations involving bankruptcy, valuation assistance, investigations including financial reporting and security investigations, regulatory compliance and misappropriation of assets.

iii. Sources from which data can be retrieved are:
· Laptops/computers
· Printers/scanners
· Fax machines
· Cd/dvd
· Emails/voicemails/etc
· Removable disks
· Recycle bins
· Data storage in cloud
· User files
· Web logs
· Company’s general ledger 
· Building access log
· Time and exposure systems

iv. Characteristics of a computer forensic analysis are:
· The ability to apply sound and replicable methodologies
· Documenting everything
· The ability to apply methods that yield reproducible results
· Using software that is acceptable in forensic profession
· Use practices/methods that have proven able to withstand challenges in the past.
v. Benefits of data analysis:
· Reduction and elimination of risk 
· Comparison of relevant data from different sources and systems proving a larger and fuller picture
· Identifying and extracting certain risk criteria from all data population for further analysis.
· Testing internal controls and organisational policies for the efficiency in identifying weaknesses
· Identify trends that are unknown to organisation employees, forensic accountant, consultant
· Identify false positives and potential risk factors
· Monitoring data trends over period

2.  Legal factors that should be considered before starting computer forensic engagements are:
· Is there a subpoena that allows collection of data?
· Has the expert the necessary qualifications and licences to provide sound advice?
· Does the forensic accountant or client have legal authority to gather the data?
· Is the scope of the examination limited to relevant data?
· Is in any case expected to find data that is related to national security and need to be reported to the law enforcements authorities?
Before beginning a computer forensic engagement, it is important that all legal issues are addressed. Also, is advisable to design protocol to ensure compliance.

3.  Tools used by forensic accounts for data analysis are:
· Excell/Acces (the forensic accountant would need intermediate or advanced expertise in the use of the product)
· Active Data/ Top Coats, Excell/Office Add on Data, Analysis Software (these tools unable users that are at a beginner level in data analysis to experiment without incurring high training or expenses.
· Data Analysis Software (IDEA,ACL) comprehensive data analysis programs that supports various investigative activities.
· Specially software (WizSoft,SPSS,SAS) are special purpose software that facilitate advanced data analysis inquiry a special investigation purpose such as data mining, security and access.

4. Chain of custody form references a document or paper trail showing the seizure, custody, control, transfer analysis and disposition of the physical and electronic evidence.
The type of information that a chain of custody contains is:
· Name and signature of the person who is providing and collecting the device
· The exact physical location of each device including the address and room number
· Every device condition, description, make, model number and serial number
· Date and time when device was collected
· Markings on the device including a case, project number, item number, the initials of the person who has marked the device
· The importance of avoiding any damages or tampering with device by ensuring that all packages are sealed to prevent tampering and to ensure that devices are packed in antistatic wrapping to avoid the loss of magnetic data.
· Device stored in the evidence locker and/or cabinets and record of this
· Removal of evidence needs to be recorder by each individual providing its name , date and time , and signature.
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