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1. Give short answers for the following questions:

i. Outline the difference between policies and procedures.
Many people are confused when differentiating policies and procedures. However there are unique differences between these two concepts which should be properly be understood. 
Policies are  known as the mini-mission statement that are formulated by the top management, for serving as guidelines to take quick and rational decision regarding the day to day operational activities of the company.
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Policies affect the internal structure and routine activities of the entity which requires periodic decision making. They are generally in the form of the concise statement. While crafting the policies of the organization, some points are to be taken into consideration:
· Policies must be based on past experiences, facts, and knowledge.
· People who are going to be influenced by these policies must actively participate at the time of framing it.
· They need to be modified with the modifications in the operations of the entity.
· They should be versatile and completely acceptable by the people.
Policies are an integral part of the big organization which helps in its smooth functioning. They provide some common parameters over which the management can take a consistent decision over a long period. In our organization we have set polices which help to direct the organization to carry out its core function without any deviation from legal, environmental, social and economic criteria. 
Procedures are a schedule of activities which needs to be performed, one after the other, in a fixed period, having a proper beginning and end is known as the procedure. The idea of procedure has been developed to avoid the overlapping of actions and haphazard manner of performing activities. This saves a lot of time and a proper series of actions is framed, which will reduce chaos. Procedures are made for the successful completion of a program. They are made for directing the lower level workers of the organization.
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Specially In government offices there are establishment codes and financial regulations which also can be considered as strict procedures and known as “Red Tapism” where you have to follow sequential steps in the performance of activity. Procedures can be framed taking these points into consideration:
· Based on experience, knowledge and facts.
· They are made for difficult tasks.
· A specific objective must be there behind any procedure.
· The procedure should give the required outcome at the end.
Following are the key Differences Between Policies and Procedures
The difference between policies and procedures in management are explained clearly in the following points:
· Policies are those terms and conditions which direct the company in making a decision. Procedures are the sequential steps which direct the people for any activity.
· Policies are not hard and fast rules as they permit any extraordinary and unconventional situation. Conversely, Procedures are strict in nature, which needs to be followed in the series.
· Policies reflect the ultimate mission of the organization. Unlike Procedures, that are made to show the practical application of the policies.
· Policies are made to support the strategies while Procedures are helpful in the implementation of programs.
· Policies are decision oriented, but procedures are action oriented.
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· Policies need to be thoroughly accepted by the people who are influenced by them. On the other hand, there should be a methodical process in the procedure.
Following characteristics are very important in developing policies and procedures for having effective anti-fraud culture.

· Define frauds 
· Publication and communication of policy
· Describe how anti-fraud controls would be implemented 
· Describe training
· Describe proactive audit measures to detect and prevent fraud
· Describe how anti-fraud controls are tested
· Define investigation policies and procedures
· Describe actions taken in fraud audit
· Describe how evidence is analyzed
· Describe ways to resolve fraud
· Describe procedures used for incident reporting

ii. Name some techniques that help increase the perception for detection.

Perception of detection is one of the leading elements in fraud prevention. According to crime experts and other scholars in crime related fields with years of experience in law enforcement and criminal justice, the perception of detection is the biggest preventive to any kind of crime, including fraud.
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The fear of punishment, imprisonment, humiliation, and the loss of personal relationships and tarnishing reputation, inability to face family members and problems and harassments faced by family members due to perpetrators came to light   are enough to make a potential fraudster think several times before committing fraud and evaluate whether it is worth all the risk or not. This technique for deterring fraud is more effective in financial fraud cases than in street crime because most white-collar criminals follow their own personal ethical codes. 

Therefore, increasing the perception of detection is the best, most cost-efficient way of minimizing the risk of fraud.

Following techniques and methodologies can be used for increasing the perception of detection. While increasing the controls using below techniques, potential fraudsters will be afraid of getting caught and if they have done any crime, those will be caught too. 
Surveillance
Anonymous tips
Surprise audits
Prosecution
Enforcement of ethics and fraud policies
Catch me if you can!
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In addition to the above techniques some of the procedural changes can be done for having positive attitudes within the organization. 
One of the most effective ways to combat employee fraud involves raising the "perception of detection," which is an employee's belief that if they commit fraud, someone within the business will uncover their criminal activity quickly. 
Here's some of the ways that your organization can raise the perception of detection as well as improve its ability to uncover fraud before the losses have a chance to mushroom.
1. Communicate Expectations With a Fraud Policy
The vast majority of employees know that committing fraud is a criminal act. However, it doesn't hurt your organization's efforts to stamp out employee fraud to spell out exactly what constitutes fraud, and the consequences for an employee that steals.
2. Remove Temptation by Thinking Like a Fraudster
While most employees will avoid the temptation to steal, if you can envision how to commit fraud, so can employees. Take the time to analyze fraud losses involving other organizations mentioned in the press. What went wrong? Does your organization have the same control weaknesses?
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3. Use Risk Assessments to Shore Up Your Defenses
Conduct frequent risk assessments of your organization to identify the potential for fraud and the effectiveness of internal controls in detecting and preventing it. Ensure that there is an owner for each internal control who is responsible for ensuring its effectiveness.
4. Make it Difficult to Commit Fraud by Segregating Duties
Fraud thrives in secrecy. If an employee controls more than one element of a critical process such as the receipt and payment of invoices, the potential for fraud increases dramatically. If your organization cannot assign more than one employee to a process, consider adopting a job rotation program and mandating that employees use their allotted vacation. Businesses often discover fraud when an employee is on vacation or assigned to another department temporarily. Eg: Especially in banking sector employees. 
5. Keep Employees Guessing — Perform Surprise Audits
Employees that commit fraud don't want anyone to stumble across their scheme. Arriving unannounced to conduct a surprise audit of a department or critical process can make it very difficult to conceal incriminating documents associated with a fraud. For these types of surprise checks, it is a prerequisite to have strong internal audit department. In my organization, we are doing this frequently. 
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6. Be Proactive — Perform Bank Reconciliations
Ideally, your organization should reconcile its bank accounts on a daily basis. Employee fraud often goes undetected because no one knows exactly how much money should be in the organization's bank account. In addition to reconciling each account, ensure that bank statements cannot be intercepted, altered or destroyed by employees.
7. Give Employees a Voice by Investing In a Hot Line
If an employee suspects that a co-worker is stealing, they often don't know where to report their suspicions. An employee hot line, ideally managed by third party, can provide a way for employees to raise their concerns anonymously. Employees might view the hot line negatively, which is why it's important for finance leaders to position it in a positive light, and as a means of protecting the organization.
8. Whistle blowing through employees
If potential fraudsters know that some of the peer employees are acting as whistle blowers for highlighting frauds to management, that perception too avoid the possible frauds within the organization. Preventing fraud can be a long process that requires a multi-pronged approach to truly be effective. Employees will likely always face financial pressures of one type or another. They'll likely always have the opportunity to enrich themselves at your organization's expense, and have the ability to justify their actions. So as fraud prevention people in the organization or outside the organization as investigators, we should be more careful and vigilant of these scenarios, so it will help us to provide the positive contribution towards the clients or our own organization.
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. iii. How does internal audit help in fraud detection?

Fraud is a business risk that executives, especially chief audit executives (CAEs), have had to deal with for a long time. Numerous headlines have highlighted corporate scandals and wrongdoing that demonstrate the need for organizations and governments to improve governance and oversight. 
Internal Audit Involvement in fraud detection
So how can internal auditing best serve as a resource and play an integral role in fraud prevention and detection? The Institute of Internal Auditors International Standards for the Professional Practice of Internal Auditing (Standards) pertaining to fraud and the internal auditor’s role in detecting, preventing, and monitoring fraud risks and addressing those risks in audits and investigations include:

· IIA Standard 1200: 

Proficiency and Due Professional Care 1210.A2 – Internal auditors must have sufficient knowledge to evaluate the risk of fraud and the manner in which it is managed by the organization, but are not expected to have the expertise of a person whose primary responsibility is detecting and investigating fraud.

· IIA Standard 2120: 
Risk Management 2120.A2 – The internal audit activity must evaluate the potential for the occurrence of fraud and how the organization manages fraud risk.
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· IIA Standard 2210: 

Engagement Objectives 2210.A2 – Internal auditors must consider the probability of significant errors, fraud, noncompliance, and other exposures when developing the engagement objectives.

Further, IIA Standards also require CAEs to include significant risk exposure and control issues, including fraud risk, in the periodical report to senior management and the board.
Although management and the board are ultimately responsible for fraud deterrence, an effective internal audit activity can be extremely helpful in addressing fraud issues. 
Internal auditors evaluate risks faced by their organizations based on audit plans and testing, and need to be alert to the signs and possibilities of fraud. When external auditors focus on misstatements in the financial statements that are material, internal auditors are often in a better position to detect the symptoms that accompany fraud as they usually have a continual presence within the organization, providing them with a better understanding of the organization and its control systems. 
· Specifically, internal auditors can assist in the prevention and detection of fraud by examining and evaluating the adequacy and the effectiveness of internal controls.

· In addition, they may assist management in establishing effective fraud prevention measures by knowing the organization’s strengths and weaknesses and providing consulting expertise.
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There are various approaches that the Internal Audit may use in considering fraud while conducting internal audit activities.
· Auditing management controls over fraud. This includes policies, awareness practices, tone at the top, board and senior management governance (the control environment), as well as related practices, such as risk assessment, assessing the adequacy of preventive and detected controls in managing fraud risk within organizational tolerances, incident management, investigations, and recovery practices. Internal auditing should allocate resources to fraud related activities in line with the risk of fraud relative to other organizational risks.

· Auditing to detect likely fraud by testing high-risk processes, with the intention of looking for indicators of fraud, within the organization and with external business relationships. For example, testing payroll for ghost employees, or testing vendor invoices for overcharges, matching vendor addresses with employee addresses to detect fictitious vendors, or reviewing databases for duplicate transactions.

· Considering fraud as part of every audit. For example, brainstorming about fraud risk, evaluating fraud controls, designing procedures that consider fraud risks, or evaluating errors to determine whether they could be an indication of fraud. The cumulative results may provide perspective on whether management’s awareness and risk management programs have been implemented effectively across the organization.
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Therefore Internal Audit function can be immensely used for preventing and detecting frauds especially within the organization as they are the people who first to know “what is going on within the organization while carrying out their regular reviews. They may get the clues what went wrong and based on their reviews and are able to mitigate the potential frauds without the frauds become wounding the roots of the organization.

iv. What is the commanding approach in fraud detection?

Commanding approach or directive approach is widely used in today’s business world as it is the easiest approach. When organizations understand and identify that there are frauds within the organization, the senior management will fire the relevant employees who are being convicted as fraudsters. 

This is an aggressive and authoritative approach, clearly stating that if someone steals, they will be caught and fired or compensated from their jobs. However In taking this approach, the entity does not take measures to prevent fraud.

 If a fraud occurs and is detected, the accused is simply fired without a prosecution. In such a case, the management itself would be shocked to learn that someone had committed a fraud.

Further in this approach, frauds will be considered as isolated cases done by  some of the fraudulent minded employees and not being considered why the frauds occurred and what corrective measures to be taken for avoiding such cases in future by strengthening the controls over frauds. 
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As far as organizations need to have sophisticated and well established fraud free environment, the commanding approach is not the ideal solution. Even though the possible fraudsters are being terminated, another 100s of possible frauds may commit by some other employees. In that case the top management need to fire all the employees as they all are in the fraud triangle of pressure, opportunities and rationalization. 

Therefore as fraud investigators and company fraud prevention people, we should always insist the top management instead applying the commanding approach as the first step, identifying and establishing ways and means for not to occur such frauds in future. For this, the company should be very proactive without become reactive.  

v. What is the difference between precautionary approach and detective approach? How are these approaches used for fraud detection?

Preventive approach or precautionary approach is designed to discourage errors or irregularities from occurring. They are proactive controls that help to ensure departmental objectives are being met. Criteria included in of precautionary approach are as follows.
· Segregation of Duties: Duties are segregated among different people to reduce the risk of error or inappropriate action. Normally, responsibilities for authorizing transactions (approval), recording transactions (accounting) and handling the related asset (custody) are divided.
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· Approvals, Authorizations, and Verifications: Management authorizes employees to perform certain activities and to execute certain transactions within limited parameters. 
In addition, management specifies those activities or transactions that need supervisory approval before they are performed or executed by employees. A supervisor’s approval (manual or electronic) implies that he or she has verified and validated that the activity or transaction conforms to established policies and procedures.
· Security of Assets (Preventive and Detective): Access to equipment, inventories, securities, cash and other assets is restricted; assets are periodically counted and compared to amounts shown on control records.
Detective Approach is designed to find errors or irregularities after they have occurred. This approach consists with:
· Reviews of Performance: Management compares information about current performance to budgets, forecasts, prior periods, or other benchmarks to measure the extent to which goals and objectives are being achieved and to identify unexpected results or unusual conditions that require follow-up.
· Reconciliations: An employee relates different sets of data to one another, identifies and investigates differences, and takes corrective action, when necessary.
· Physical verification of Inventories assets etc.
· Surprise and regular Audits
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Both these approaches are equally important for avoiding frauds. However preventive approach is more proactive as it helps to mitigate the potential frauds as the controls are established for the fraudsters to think twice before committing frauds and they are being court red handed while they are trying to commit the frauds. Sometimes even though company has established very tight internal controls, since fraudsters are master mind and one step ahead on controls established, still there are high possibilities of committing frauds. In these circumstances reactive approaches such as detective approach will come to the scene and it helps to identify and investigate and detect fraudsters after the frauds have been committed. 

Therefore both precautionary and detective approach are important tools in fraud detections. 

vi. Vi. Explain what the term ‘internal controls’ means. Name some internal control activities that organizations can adopt in order to prevent fraud activities
[bookmark: _GoBack]
Under the COSO Internal Control-Integrated Framework, internal control is defined as a process, effected by an entity's board of directors, management, and other personnel, designed to provide reasonable assurance regarding the achievement of objectives relating to operations, reporting, and compliance.
COSO defines internal control as having five components:
1. Control Environment-sets the tone for the organization, influencing the control consciousness of its people. It is the foundation for all other components of internal control.
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2. Risk Assessment-the identification and analysis of relevant risks to the achievement of objectives, forming a basis for how the risks should be managed
3. Information and Communication-systems or processes that support the identification, capture, and exchange of information in a form and time frame that enable people to carry out their responsibilities
4. Control Activities-the policies and procedures that help ensure management directives are carried out.
5. Monitoring-processes used to assess the quality of internal control performance over time.

While deriving the above definition, we can elaborate Internal control for the purpose of achieving following main goals
· Safeguard the company assets - well designed internal controls protect assets from accidental loss or loss from fraud.
· Ensure the reliability and integrity of financial information - Internal controls ensure that management has accurate, timely and complete information, including accounting records, in order to plan, monitor and report business operations.
· Ensure compliance - Internal controls help to ensure the company is in compliance with the laws and regulations, standard operating procedures affecting the operations of the business.
· Promote efficient and effective operations - Internal controls provide an environment in which managers and staff can maximize the efficiency and effectiveness of their operations.
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· Accomplishment of goals and objectives - Internal controls system provide a mechanism for management to monitor the achievement of operational goals and objectives.
As mentioned in the above definition, some of the following internal control activities can be adopted by organization to prevent fraud related activities.
· Segregation of duties involving the custody of assets, authorization of transactions affecting those assets and recording/reporting of related transactions.

· Reconciliation of bank accounts and management review of periodic account reconciliations (bank reconciliations, petty cash, etc.) and bank statements

· Review Safeguarding and reconciliation of petty cash funds on a periodic basis by authorized employees and authorization of expense reimbursements by supervisors and management in a timely fashion.

· Use a system of checks and balances to ensure no one person has control over all parts of a financial transaction.
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· Prepare all fiscal policies and procedures in writing and obtain Board of Directors approval. Include policies and/or procedures for the following:
           Cash disbursements
            Attendance and leave
                      Expense and travel reimbursements
                       Use of agency assets
                      Purchasing guidelines
                      Petty cash
                      Conflicts of interest
Therefore establishing above internal control mechanisms will help organization to prevent from frauds and even with these controls, stills the frauds will occur and for that management should take additional approaches as mentioned in the previous analysis.
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2. Discuss the important points that should be considered when developing fraud policy.

A fraud policy raises awareness amongst staff that response plans have been devised, to deal with and minimize the damage caused by any fraudulent attack. By explicitly defining actions that constitute fraud the company ensure that all employees and third parties are aware of what is and is not acceptable. 

An appropriate fraud policy is the best starting point for developing an efficient fraud response. This step must be undertaken before a fraud actually occurs or before the specifics of an anti-fraud program are determined. While developing a fraud policy, there are several issues that need to be considered. The first is the definition of fraud.
· Definition fraud
· Fraud response team
With the keeping of mind the above key factors, when developing a fraud policy following key points should be considered.
· An explicit definition of actions that are deemed to be fraudulent
· Allocation of responsibilities for the overall management of fraud
· A statement that all appropriate measures to deter fraud will be taken
· The formal procedures which employees should follow if a fraud is suspected
· Notification that all instances of suspected fraud will be investigated and reported to the appropriate authorities
· An unequivocal statement that all fraud offenders will be prosecuted and that the police will be assisted in any investigation that is required
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· A statement that all efforts will be made to recover wrongfully obtained assets from fraudsters
· Encouragement to employees to report any suspicion of fraud
· The steps to be taken in the event a fraud is discovered and who is responsible for taking actions
· Feedback review methodologies
A well drafted fraud policy that is communicated to all employees, contractors and suppliers is an economical way of indicating that the fight against fraud is endorsed and supported at the most senior level, and may lessen the risk of your business becoming a victim.
With the above key considerations, a fraud policy can be implemented successfully for mitigating the risk of frauds and if the frauds are occurred, necessary steps to be followed will be well documented in compressive fraud policy. This well designed fraud policy will help the organization in both mitigating fraud risk and detecting frauds and actions to be taken for fraudsters. 
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