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Give short answers to the following questions: (10) 
i. What is Computer Forensics?  
Ans: Wikipedia gives a clearer explanation of what a computer forensics are: It defines Computer forensics as a branch of digital forensic science pertaining to evidence found in computers and digital media. In other words, Computer forensics is the use of planned and structured deployment of skills to identify, obtain or recover, analyse, and preserve digital information stored on computers and other digital devises for investigative purposes or future presentation for specific purposes.
According to US department of Justice, the methods used are scientifically proven which are then used to identify, collect, validate, present, interprete and analyse digital evidence stored on digital sources for the purpose of facilitating or further reconstruct events.

ii. Why are computer forensic engagements are carried out? 
Ans: These natures of engagements are carried out for various reasons ranging from investigative purposes to regulatory compliance. Sometimes, this method is used to identify a pattern of fraud, check and identify deleted files and have a trail of who did what and at what time including possible identification of the purposes for such actions.
Primarily, computer forensics are used for the purposes of fraud detection and prevention. Could be used to identify access control to certain data and check against breaches of access control policies of certain organisations. 
Finally, in modern days most data and information are stored digitally hence the importance of computer forensics.
The results of such engagements follow systematic methods and are much more reliable.

iii. Name some sources from which data can be retrieved.
Ans: Data could be retrieved from computer systems, servers, mobile phone devices and other hardware such as printers, copiers, scanners, fax machines, IP phones and so many other digital media or systems. Much other digital systems such as tapes, DVDs, CDs flash drives etc could have vital information stored on them which may then be retrieved for forensic examination purposes. 

iv.  iv. Explain the characteristics of a computer forensic analysis.
Ans:   Firstly, as the name suggests, computers and technological devices are involved in the process. It involves a thoroughly planned procedure and items and objects to be analysed are identified and scope of the engagement cleared discussed and documented. Adopted methodologies are used which could be used again and again or replicated. Software tools are also used. Known practices and procedures which have been tested and could withstand time and pressure are used.
Documentation of evidence and results is also an important characteristic of the forensic analysis.

v.   What are the benefits of data analysis? 
Ans: Data analysis helps identify patterns of activities. It could help in predicting events that happened or future occurrences of such events including intervals or regularity of such occurrences.
Through data analysis gaps in data are identified which helps the forensic accountant understand if there has been information deleted or missed during collection process.


2. What are the legal factors that should be considered before starting computer forensic engagements? 
Ans: It is very important to check some legal factors before starting an engagement such as GDPR and data protection. Are there legal restrictions on certain data? Is the forensic team equipped with the requisite professional expertise. Are there jurisdictions where certain data are not allowed to be transported. Are the team legally authorised to access the data and aware of any legal restrictions.

3. What tools are used by forensic accounts for data analysis? 
Ans: The forensics Accountant have access to many tools to work with during data analysis. These are Excel, Access, ActiveData, TopCaats IDEA, ACL, WizSoft, SAS, SPSS, Qualys.

 4. What is a chain of custody form? What type of information does this contain? 
Ans: Chain of custody form is a type of document or form to be designed and used by a forensic accountant or analyst which is used to capture very important such as the details of anyone collecting or providing data, devices or information – names, signatures, Date and times of picking up and dropping of devices, and locations of devices, statuses of devices including coding of devices including who moves the devices from which location to the other and physical description of such devices.
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