Assessment # 9
(i) What are the main goals of facility security management?
· Control access
· Prevent the interruption of the organization’s mission,
· Eliminate or reduce theft and losses
 (ii) What are the security responsibilities of the facilities manager?
· Recommend physical security considerations according to the organization’s mission and vulnerability to terrorist, and criminal acts, or other disruptive influences
· Establish and enforce uniform security standards and procedures
· Have a thorough understanding of the organization’s business plan
· Coordinate with local law enforcement offices
· Review all planning documents and construction plans and specifications for construction and renovation projects at all stages of development
· Conduct physical security surveys and inspections in conjunction with the facility manager
(ii) When developing a security plan, the planning team must focus on four areas. Briefly explain each of these?
(1) Plan Implementation. Implementation of the plan should include the organization vision over ten years and its associated costs. Consider organizing the procedures into smaller prioritized action plans which will make them more palatable and achievable. Finally, develop periodic training for the staff, implement technology that matches the risk, and initiate policies and procedures to administer the plan.
(2) Assessments. Should match the current state of security against the desired state. A good technique to use is to conduct a strengths, weaknesses, opportunities, and threat (SWOT) analysis. Determine the current strengths of organization security, the current weaknesses, opportunities to improve the current state of security, and identification of threats that need to be considered. Another term for this would be vulnerability assessment.
(3) Developing the Plan. the planning team must focus on goals and vision of the organization over the next five to ten years, What changes does the organization see coming that will impact security, What security issues and risks exist currently, What assets have to be protected, What will be the short and long term costs of the security requirements
(4) Priority. Depending on what is involved and the cost to implement, the plan may be phased in over time. Trying to implement a complete plan at one time may be overwhelming and too costly for the organization. Some parts may be simple and easy to implement the first year.
(2) Communication with employees, security and facilities staff, and occupants and visitors is the most important action that can be taken.’ Discuss why this is the case?
·  Distribute periodic news letters to inform people of any revisions to the security plan and to update them on security technology systems within the facility.
· The use of a siren, horn or whistle. When an organization uses this method of mass notification, people recognize the alert and prepare to shelter-in as directed by the organization.
· Public address systems provide a means of notifying many individuals of dangerous situations and giving them instructions as to what they should do
· Text messages are now common method used by many organizations today. This technology allows for hundreds, or even thousands, of people to be notified within minutes of the need to shelter-in.
· Duress alarm. Individual who are working in key position in different organization can be threaten. But with help of duress alarm they can create awareness to inform necessary authority for rescue.
· Drill and regular exercise should be conducted periodically to see the respond of the workers, Scenario should be develop to help the audience to understand the risk involve and control measure to remediate, if such occur in their organisation
· Scheduled Training. All new occupants and new employees must be scheduled to attend emergency/security training within the first two weeks of employment or before starting work.
(3)  Discuss the advantages and potential disadvantages of technology’s influence on the way the modern organisation approaches security management?
Advantages of technology’s influence
· Data security: digital technology means that vast amounts of data can be collected and stored safely. This can be private information concerning organizations. 
· Technology continues to advance at a rapid rate and the wide range of high tech security products available to homeowners and business reflects this. We understand the benefits of security technology for our customer, which is how we are able to offer our customers a selection of suitable products. Tailored to their unique location and concerns.
We offer the full range of security systems, including access control with the developing technology across the board, and better all round cost – effectiveness. Alarms are now often installed as part of a wider security system implementation.
Alarms work most effectively when combined with other security solutions. Detection systems have got much better in the last few years and are highly effective in monitoring the property’s access points. Alarms can feed through to a 24/7 manned receiving centre where the operator is able to contact the police without the intruders ever knowing they are on pictures have become less grainy and cameras have become more flexible. Technological advances have allowed for cameras to be smaller – perfect for people who want to implement covert CCTV. However, in many cases home and business owners want their cameras to be a deterrent more than anything else The make – up of cameras has adapted to ensure that they are difficult to vandalise.
Potential disadvantages of technology
· It can be very difficult to keep this data safe. Just a single breach can mean vast amounts of private information going into the hands of criminal, terrorists, foreign enemies, or other malign entities.
· Cameras cannot however, stop a crime when it is in progress. They do not alert security or the police an alarm system would. This means that you will incur losses even as you run to the court, make insurance claims and reorder stolen inventory, which may no longer make you feel absolutely safe and even cause you to lose faith in them. 
· Tech-savvy Criminals might have understood the technology and worked out ways to disable/disconnect them from their power source. Plus, if detects your camera as fake/dummies, they can be utterly useless in any crime prevention.
· Hackers can play havoc with the camera system by using internet and use them to spy on the organization instead.  
· Expensive: Both, wireless and hardwired alarm systems are expensive to install. They require an initial investment, which include equipment cost, installation, and subscription of security monitoring system.
·  False Alarm: The security systems are prone to false alarms that involve the alarms ringing when anyone from the organization enters the restricted area. Or there are instance when the alarm is triggered by itself without any reason. 
· CCTV Cameras can only monitor a limited area. Criminal can vandalize the cameras in various ways. Such sticking gum or spraying something on the lens. They may even be able to change the angle of the camera.
· Wireless systems need a specific frequency for camera to send signals to the receiving and recording stations. Other electric motored products, such as air condition, fluorescent lighting and cordless telephones can cause interruptions in the frequencies affecting the picture quality 



 


