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	Risk Management

1. Define risk and explain its various types.  

The Oxford English Dictionary tells us that the earliest use of the word in English was around 1621 using the French spelling of 'risque' with the English spelling  of ’risk’ being adopted from 1655. It defines risk as: “Exposure to the possibility of loss, injury, or other adverse or unwelcome circumstance; or a chance or situation involving such a possibility”.

The Oxford English Dictionary also offers the following:
1. Risk is an influence affecting strategy caused by an incentive or condition that inhibits transformation to quality excellence.
2. Risk is an uncertain event or condition that, if it occurs, has an effect on at least one [project] objective. (This definition, using project terminology, is easily made universal by removing references to projects). 
3. Risk is the probability of something happening, multiplied by the resulting cost or benefit if it does. (This concept is more properly known as the 'Expectation Value' or 'Risk Factor' and is used to compare levels of risk)
4. Risk is the probability or threat of quantifiable damage, injury, liability, loss, or any other negative occurrence that is caused by external or internal vulnerabilities, and that may be avoided through pre-emptive action.
5. Finance risk is the possibility that an actual return on an investment will be lower than the expected return.
6. Insurance risk is a situation where the probability of a variable (such as burning down of a building) is known but when a mode of occurrence or the actual value of the occurrence (whether the fire will occur at a particular property) is not. A risk is not an uncertainty (where neither the probability nor the mode of occurrence is known), a peril (cause of loss), or a hazard (something that makes the occurrence of a peril more likely or more severe).
7. Securities trading risk is the probability of a loss or drop in value. Trading risk is divided into two general categories: (1) Systematic risk, also known as market risk, affects all securities in the same class and is linked to the overall capital-market system and therefore cannot be eliminated by diversification. (2) Non-systematic risk,is any risk that isn't market-related. Also referred to as non-market risk, extra-market risk or diversifiable risk.
8. Workplace risk, is the product of the consequence and probability of a hazardous event or phenomenon. For example, the risk of developing cancer is estimated as the incremental probability of developing cancer over a lifetime as a result of exposure to potential carcinogens (cancer-causing substances).

To round up, risk is the potential for uncontrolled loss of something of value. These values (which may be physical health, social status, emotional well-being, or financial wealth) can be gained or lost when taking a risk resulting from a given action or inaction, foreseen or unforeseen (whether planned or not planned). Risk can also be defined as the intentional interaction with uncertainty. Uncertainty is a potential, unpredictable, and uncontrollable outcome; risk is an aspect of action taken in spite of uncertainty. Risk perception, is the subjective judgment people make about the severity and probability of a risk, and may vary from one person to another. Any human endeavour carries some risk, but some are much riskier than others.
Adapted from en.wikipedia.org/wiki/Risk

Project management defines and classifies risk in the following way:
A Risk is an uncertain event or condition that if it occurs, has a positive or negative effect on a Project's Objectives.

Classifications:
1. Business Risks
2. Pure Risk
3. Known Risks
4. Known Unknown Risks
5. Unknown Unknown Risks
6. Risk Classification based on Impact to the Project Objectives
From www.answers.com/Q/Types_of_risk_and_definition.

However the Leadership and Management level 5 course work uses the “ISO 31000 Risk Management Standard” to define risk as: “The effect of uncertainties on objectives”. 

Risks are generally broken down into two forms of either Quantitative or Qualitative.
· Quantitative risks are as the name suggests those that can be quantified by having a value of some form attached to them. These risks can impact on time (production or delivery for example), people (numbers in the right place with the necessary skills), finances (lost oncome or penalty clauses invoked), production (quantities, quality, schedules met) and many other resources.
· Qualitative risks are risks that cannot be clearly identified and afforded a value. There is a lack of clarity around the likelihood of the risk happening and any impact it may have on the organization, but it needs to be assessed and controlled to avoid organizational catastrophe.

It is necessary to attempt to quantify all risks to be able to fully understand the potential impact they can have on the organization and set in motion contingencies to control and minimize the effects of the outcomes. 

More commonly defined as an event, action or consequence, a risk is basically a deviation from normal operations that may have a positive, negative or neutral impact on business in areas such as long term strategies, change management, daily operations and operational finances.

The course material offers the following examples of risks to an organization.
· Interruptions to the business cycle or processes due to government regulations, economic conditions, social conditions, weather systems and natural disasters.
· Unforeseen changes to strategic partnerships, key business relationships, supply and demand failures.
· Changing conditions in the labour market impacting on employee availability declines in skills and cost variations.
· Failures in design, production, inventory, communications, finance and other computer systems.
· Access to information may be restricted by government, other legal restrictions, privacy and confidentiality concerns (GDPR) and any other controlling frameworks that may be implemented.
· Any security conditions that may arise and affect organizational operations such as a change to the national threat level
From BOLC Leadership and Management level 5 page 2.




2. What are three common risk management techniques? 
The matrix depicted here is the most common diagram used for identifying the severity of the risk by comparing the “likelihood of it happening” against the “effects (impact) on the organization if it should happen”.

[image: http://www.fromtheranks.com/wp-content/uploads/risk_scale_diagram1.jpg]

The BOLC course material offers a more simplistic matrix as shown below.
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Whatever matrix is used the objective is to identify the severity and likelihood of the risk and ways of removing it or reducing it to an acceptable level. Moving the risk from the red area to a green area successfully is risk management.

Melissa Horton offered the following four ways of managing risk when she wrote in Dec 2018 that,
 
Risk comes in a variety of tangible and intangible forms throughout the life of an organization. Some occur during daily operations, whilst others arise from extraordinary circumstances that are not easily identified. Regardless of an organizations specific industry, operational business model, gross or net income, business risks must be identified as a strategic aspect of business planning and appropriate steps taken to manage them in order to protect the business assets. 

The most common risk management techniques include avoidance, mitigation, transfer, and acceptance.

[image: https://tse1.mm.bing.net/th?id=OIP.B2Jq94seQjFP6k_LeuQDigHaHW&pid=Api&P=0&w=157&h=157]

Avoidance of Risk:
The easiest way for an organization to manage any identified risk is to avoid it altogether. In its most common form, avoidance takes place when a business refuses to engage in activities known or perceived to carry a risk of any kind. An example of risk avoidance would be a business may forgo the purchase of a building for a new retail location, due to the high risk of the venue not generating enough revenue to cover the cost of the building. Similarly, a hospital may avoid performing certain procedures known to carry a high degree of risk to the well-being of patients.
Although avoiding risk is the ultimate method for managing potential threats to a business, the strategy also often results in lost revenue potential.

Risk Mitigation or reduction:
Businesses can also choose to manage risk through mitigation or reduction. This entails putting in place alternatives or control measures to lessen the impact of any negative consequence of specific, identified risks, and is most often used when those risks are unavoidable. For example, a manufacturer would mitigate/reduce the risk of accidents whilst using machinery by fitting safety guards and improving safe working practices, supported by more stringent supervision. Similarly, a software company would mitigate/reduce the risk of a new program not functioning correctly by releasing the product in stages. 

Transfer of Risk:
In some instances, management chooses to transfer risk away from the business or organization to a third party such as an insurance company, by paying an insurance premium in exchange for protection should substantial financial loss be incurred. For example, property insurance can be used to protect a company from the costs incurred when a building or other facility is damaged, or errors and omissions insurance can be purchased to cover risk of loss from litigation over customer complaints

Risk Acceptance:
Risk management can also be implemented through the acceptance of the risk. Organizations retain (accept) a certain level of risk brought on by specific projects or expansion if the anticipated profit to be generated from the activity is far greater than its potential risk. For example, pharmaceutical companies often utilize risk retention or acceptance when developing a new drug. The rational being that the cost of research and development does not outweigh the potential for revenue to be generated from the sale of the new drug, so the risk is deemed acceptable. 
Adapted from www.investopedia.com/ask/answers/050715/what-are...

Whilst David Weedmark offered an alternative method of five techniques for managing risk in October 2018 writing:
Every business endeavor comes with some element of risk. Your ability to manage risk will not only affect your company's profitability, but it could also mean the difference between staying in business or not. Literally speaking, risk management is the process of minimizing or mitigating the risk. It starts with the identification and evaluation of risk followed by optimal use of resources to monitor and minimize the same.

1. Avoiding the Risk
Avoidance should be the first option to consider when it comes to risk control. For example, if you are transferring sensitive data from one location to another, you can avoid the risk of having it stolen if you don't leave it in your car overnight. Another, perhaps more obvious example, is paying clients with checks rather than mailing cash.
2. Retaining the Risk
Sometimes it's preferable to keep your level of risk as it is because the cost of avoiding the risk is more than the cost of damage or loss. Often, we retain risk without even thinking about it. For example, if you have $100 in petty cash in a locked drawer in your office, there is always the chance someone could steal it. However, the cost of a wall safe would greatly exceed the amount of money you would be protecting.
3. Spreading the Risk
Spreading the risk is often an inexpensive way of reducing the chances of a calamity. To protect digital information, for example, it's a common practice to back up computer storage. This protects the data from a drive error, viruses and malware. Moving the back-up drive to a separate building spreads the risk even more thinly, protecting the data from physical theft or a fire in one building. Companies with extremely valuable data often spread the risk even further by putting a copy of the data in a different city.
4. Preventing or Reducing Loss
When exposing yourself or your company to risk is unavoidable, you can often reduce or eliminate losses by taking safeguards against it. For example, if you own a hardware store, it's unlikely that you can eliminate the chance of theft when your store is closed for the night. However, purchasing an alarm system may be enough to make potential thieves avoid breaking in at night. If they do break a window, having an alarm sound and having the police dispatched to your store would reduce the amount the thieves could steal before they would be forced to flee.
5. Transferring the Risk
Transferring risk should usually be the last risk management technique you should use. Two common examples include transferring the risk to another party are in a contract and the purchase of insurance. For example, a delivery company may contractually transfer the risk of damage to packages to either the shipper or the receiver. A second way this company could transfer the risk is by purchasing insurance so that if a package is damaged, the insurance company absorbs the loss.
From bizfluent.com/about-4681522-what-risk-management...

However the BOLC course material reduces the risk management techniques by offering only three:
· Risk Avoidance.
· Risk Reduction.
· Risk Assumption.

Avoidance should be the first option to consider when it comes to risk control. If a risk is identified as likely by carrying a particular action then it stands to reason that by not carrying out that action (avoiding it) the risk will be removed and no longer a threat. The course material gives two examples of this. 1) An individual can avoid any kind of motor accident by not travelling in a motorized vehicle. However this may mean being unable to attend work and loosing ones job. 2) A business can avoid a product failure by not engaging in new product launches. This may well have the effect of the organization going out of business. Whilst examples with a positive outcome would be 3) A person refusing to walk through a dark and potentially dangerous area at night avoiding the possibility of being attacked. 4) A jewelers securing their stock in a safe overnight will avoid the possibility of the stock being stolen. 5) An organization can avoid the likelihood of a manufacturing accident by outsourcing production.  

Reduction or elimination of risks by taking safeguards against them. When exposing yourself or your company to risk is unavoidable, it is possible to reduce or eliminate losses by taking safeguards against it. An organization can reduce the potential for accidents using production machinery through fitting safety guards and introducing training programs and safe working procedures.

Assumption is accepting and taking responsibility for any loss or injury incurred by the risk. In this situation it is possible that the risk cannot be avoided initially or reduced any further and that the outcome would be more preferable that of not taking the risk.  For example an organization may decide that the financial loss incurred through taking a risk would be less than that incurred by cancelling a project all together and avoiding the risk.
Adapted from BOLC Leadership and Management level 5 page 4.


3. What are the four T’s of responding to risks?  

Risk management is the process by which an organization reduces the potential or likelihood of a risk situation actually occurring or reducing the outcomes should it come to fruition. One model for risk management is a process known as the “4Ts of Transferring, Tolerating, Treating or Terminating the risk.
· Transferring Risk can be achieved through the use of various forms of insurance, or the payment to third parties who are prepared to accept the risk on behalf of the organization. Insurance would cover the organization against loss of revenue should the risk come into effect.  Whilst paying a third party to take on the risk may be through outsourcing manufacture or production of items and accepting the risk or reducing it. 
· Tolerating Risk is where no action is taken to mitigate or reduce a risk. This may be because the cost of reducing or removing the risk is not cost effective or the impact incurred is low enough to be an acceptable outcome. However even when a risk is found to be acceptable it becomes important to continuously monitor the situation because even a small change in the risk level may turn it to an intolerable risk requiring a different management approach..
· Treating Risk is a method of controlling risk through actions that reduce the likelihood of the risk occurring or minimizing the impact on the organization when it does. It is also possible to develop measures that can be put into place to reduce the impact if a risk manifests itself.
· Terminating Risk can be the most obvious and quite often the simplest and most often ignored method of dealing with risk. It is the approach that should be most favored where possible simply involving the elimination of the risk before it can occur. This can be accomplished by altering a risk assessed practice or process to remove the risk at source. If an process or practice presents a risk then removing the process or practice should be the first option considered, rather than attempting to treat, tolerate or transferring it.
Adapted from www.mha-it.com/2013/03/27/the-four-ts-process

An alternative model proposes that the process should be rearranged as follows:
· Terminate.
· Transfer.
· Tolerate.
· Treat.
From www.mha-it.com/2013/03/27/the-four-ts-process

And a different approach advocates redefining the process as the “4Rs”:
Retain.
Reduce.
Reassign.
Remove.
From www.glynholton.com/.../risk-management/4-ts-overlook

The BOLC course material advocates the following:
· Tolerate. Where the risk is accepted and any possible outcomes or consequences is also accepted.
· Treat. Mitigate or reduce the risk to its lowest form and in doing so reduce the outcomes and consequences to a more acceptable level.
· Transfer. This involves passing the responsibility for the outcomes and consequences of the risk to a third party.
· Terminate. This involves removing or stopping the process or practice altogether thereby removing the effects of any outcomes.
From BOLC Leadership &Management level 5 page 13
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