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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. (i) What is Computer Forensics?
The term ‘Computer Forensics’ describes a set of scientifically proven methods for obtaining and processing data from computer devices for the purpose of furthering an investigation. It includes the following activities:
· The examination of computer devices;
· The recovery of information, such as computer files (included deleted files), logging/registry files, e-mails and internet browser history;
· Data analysis and interpretation, which is used to draw meaning, such as patterns, trends and the identification of anomalies, from raw data;
· The presentation of data using computers.

1. (ii) Why are computer forensic engagements are carried out?
Computer forensic engagements are carried out to obtain information on all activity that has been carried out on that computer, including:
· Transactions entered into accounting systems;
· Document creation, modification and attempted file deletions;
· Websites visited;
· Possession of indecent images;
· Details of communications between co-conspirators.
This information can then be used in fraud prevention, fraud detection, bankruptcy proceedings, family law, valuation services, employment disputes, cases of inappropriate use of e-mail in the workplace, criminal investigations and confiscation proceedings.
For example, if a computer examination shows frequent visits to a banking website, this might lead an investigator to identify hidden assets in a previously unknown bank account.

1. (iii) Name some sources from which data can be retrieved.
Data can be retrieved from many types of devices. As well as laptops, personal computers and tablets, other sources of data include:
· Mobile telephones, which can show stored telephone contacts, numbers called, text messages, photographs and (if a smart phone) access to websites and apps.
· Thumb drives, which can store files, including creation and modification dates/times.
· Fax machines that can store details of contacts with other fax numbers, and may also store copies of received or sent faxed documents.
· Satellite navigation systems, which may store details of frequently visited addresses, as well as dates and times that specific locations were visited.

1. (iv) Explain the characteristics of a computer forensic analysis.
A computer forensic analysis must be carried out in a systematic manner. The following characteristics are important:
· The methodologies used must be sound and replicable;
· The practices used must be able to withstand challenges;
· The software used must be accepted in the forensic profession;
· The results obtained must be reproducible;
· The process must be accurately documented.

1. (v) What are the benefits of data analysis?
Data analysis allows meaning to be drawn out of large amounts of data, without the need to examine every individual piece of data. Also, all of the data in a set can be included in the analysis, so the risk of the investigator excluding certain transactions (as might be the case if sampling were used instead) can be eliminated.
The findings of the analysis may take the form of trends, anomalies, or comparisons between different periods/products/companies. These findings can then be used either:
· To test the effectiveness of internal controls and company policies;
· To highlight areas that require closer investigation;
· To highlight individuals that may be high fraud-risks;
· As evidence in a criminal prosecution.

2. What are the legal factors that should be considered before starting computer forensic engagements?
It is important that the investigator should ensure that no laws are broken during computer forensic engagements. Therefore, before starting any computer examination, the following should be considered:
· In the UK, the 1990 Computer Misuse Act legislates against the unauthorized access to computers. Therefore, it is necessary to consider if the examiner is authorized to access the device.
· As the information extracted from the computer may be used in a court of law, the chain of custody for the handling of the device must be documented and complete.
· The examiner must have the necessary qualifications and training to examine the computer, so that any findings cannot be challenged during any future court proceedings.
· The examiner should ensure that an evidential record is created for any files or documents extracted.
· The Human Rights Act protects a person’s right to a private life. It is therefore important to consider whether there are any limitations on accessing personal communications.
· Also, in line with an individual’s right to a private life, the depth of the examination of any device should be proportionate to the requirements of the investigation. Therefore, the investigator should made aware of the nature and scope of the investigation before starting the examination.
· The right to a private life also applies to other individuals, as well as the computer’s users. Therefore, it is important that the investigation attempts to minimize collateral intrusion where possible. 
· Data that is classified as legally privileged should not be accessed. It is therefore necessary to consider whether any of the data on the device could be subject to legal privilege.
· [bookmark: _GoBack]If the examiner is not a member of a law enforcement team, it should be considered whether there is likely to be information on the computer that will need to be reported to a law enforcement agency.
· Is the data being collected internationally? If so, the examiner must also be aware of the law surrounding digital forensics in other countries.
Legal counsel should be able to advise on the above matters prior to the examination.

3. What tools are used by forensic accounts for data analysis?
Forensic accountants can use various software tools to help them to analyze data. This software can be used in the standardization of the data (i.e. organizing data into a consistent format) or for the actual analysis of the data (e.g. producing tables and charts or highlighting anomalies). Examples of these software tools include:
· Basic Productivity Software – This type of software can be used to create a database or to perform analysis. For example, Microsoft Access is designed to store databases, while spreadsheet software is ideal for performing analysis, such as tables, charts, or simply using formulas to highlight anomalies or areas of interest.
· Microsoft Add-on Data Analysis Software – This consists of additional programs that can be used with Microsoft products, to perform specific types of analysis. For example, TopCAATs is an add-on package for Excel, that contains several tools that are specifically designed for the analysis of accounting information.
· Data Analysis Software – This includes software packages that are designed to support analysis. For example, IDEA software can import data from different file types and can quickly perform analysis on this data.
· Specialty Software – This is software that is designed to perform more specific analysis. For example, SPSS is a software package that is designed to perform statistical analysis.

4. What is a chain of custody form? What type of information does this contain?
The chain of custody form is a document that is used to record all details and movements of an item that may be used in evidence. The form will include information such as:
· The name and signature of the person who initially collected the item;
· The date and time that the item was first entered into the custody system;
· A description of the item, including make, model, serial numbers, markings and any damage;
· Details of the case or investigation (e.g. case number) that the item relates to; 
· The date and time that the item was handed to the property officer (if applicable);
· The location where the item is stored, including address and room number;
· Details of any person that accesses the item (e.g. the digital forensic examiner). This will include the date and time of access, the name of person accessing the item and the date and time that the item was returned to the property officer or storage.

The chain of custody form therefore creates a clear description of exactly where the item has been and who has had access to the item, since it was introduced into the chain of evidence.
This provides evidence to the court that the item has been stored securely and has only been accessed by authorized individuals, therefore minimizing the likelihood of any tampering.
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