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	Fraud Detection Techniques
ASSIGNMENT NO 4.
Frederick S. Ringo

1. Give short answers for the following questions: (14)


i. Explain the term ‘fraud risk factors.’

Fraud risk factors can be defined as - the motivational factors that drive people to commit fraud.[footnoteRef:1] [1:  UNIT-4 Fraud Detection Techniques page 4] 


Fraud risk factors generally occurs when three conditions are present:

•	Management or employees have an incentive or are under pressure.

•	Circumstances exist that provide an opportunity for fraud to be perpetrated.

•	Individuals involved are able to rationalize committing a fraudulent act.

These risk factors enable the auditor to identify irregularities and alerting factors such as analytical relationships that do not make sense, fictitious transactions, control weaknesses and unexplained financial performance. 

ii. What control mechanisms could be adopted against corruption?


· Transparency and integrity in the bidding process involved in asset procurement.

· Frequent rotation of employees through different vendor assignments.

· Using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudsters informing their partners about lower- bidding competitors. 

· Enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts, etc. 

· Auditors might examine expenditure trends and analyze reasons for the increase in a declining trend, the purchase of unneeded items, or the purchase of necessary items at increased prices. Trending the company’s assets may reveal the purchase of unnecessary assets and inventory. For example, the discovery of excess inventory write-offs may indicate an attempt to make space for more purchases.


iii. Outline the main benefits of using analytic procedures in an audit process.

Analytical procedures consist of ‘evaluations of financial information through analysis of plausible relationships among both financial and non-financial data’.    
1. help an auditor understand the client's business and changes in the business, and to identify potential risk areas to plan other audit procedures.  

2. provide an overall review of the financial statements at the end of the audit to assess whether they are consistent with the auditor’s understanding of the entity. 

3. Final analytical procedures are not conducted to obtain additional substantive assurance. If irregularities are found, risk assessment should be performed again to consider any additional audit procedures are necessary.

4. to obtain assurance, in combination with other audit testing (such as tests of controls and substantive tests of details), with respect to financial statement assertions for one or more audit areas. 

5. provide evidence for multiple assertions, identify audit issues that may not be apparent from more detailed work, and direct the auditor’s attention to areas requiring further investigation. 

6. to identify risks or deficiencies in internal control that had not previously been identified, 

iv. What are the common rationalizations for a fraudster, which tempt him to commit fraud?

Some individuals possess an attitude or set of ethical values that allows them to knowingly and intentionally commit a dishonest act. Others may be able to rationalize a fraudulent act as being consistent with their personal code of ethics. 

Common rationalizations:

“I was only borrowing the money.”
“I was entitled to the money.”
“I had to steal to provide for my family.”
“I was underpaid; my employer cheated me.”
“My employer is dishonest and deserved to be fleeced.”

Fraudsters often con themselves with thoughts like “I am just borrowing this. I will pay it back later.” Or they may take a moralistic approach as a means for justification. They may think, “I am using this money to help my family[footnoteRef:2] [2:  W. Steve Albrecht, Ph.D., CFE, CPA, CIA (2014) Iconic Fraud Triangle endures-Metaphor diagram helps everybody understand fraud.  FRAUD Magazine,  July/August 2014
] 



v. Outline the important points to be considered when evaluating fraud risk factors.

Risk factors can only be identified and evaluated with:

· a thorough understanding of the context, i.e. the environment in which the business operates, the context and circumstances determine the significance of risk factors.

·  the business entity’s structure and culture, and 

· its internal controls. 

· understanding of the presence and effectiveness of mitigating factors that reduce the risk the fraud.

vi. Analytic procedures are used throughout the audit process for three primary purposes.  What are they?

Analytic procedures that are used during audits fulfill three basic purposes:

• Preliminary analytic procedures help in providing an insight into the company and point out high risk areas in order that that the nature, timing and extent of audit procedures might be determined accordingly. These procedures are used to assist the auditor to better understand the business and to plan the nature, timing and extent of audit procedures.

• Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence.  These procedures are used to obtain evidential matter about particular assertions related to account balances or classes of transactions.

• Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not. These procedures are used as an overall review of the financial information in the final review stage of the audit.

2. ‘Circumstances may exist that create opportunities for management or other staff to commit fraud’. Discuss (5)

Circumstances that may exist to create opportunities within a company for fraud to take place include: 
· Third parties, such as lenders and investors, who put excessive pressure on the organization and have unrealistically high performance expectations.

· Poor performance by the company or the possibility of bankruptcy, placing the management’s personal wealth under significant threat.

· Excessive pressure by the senior management or board of directors on any division’s or department’s management to achieve unrealistic performance goals.

· lack of internal controls within a company. Internal controls are a first line of defense and are important in any size organization; they are implemented to reduce the opportunity for fraud. 

· access to assets and information that allows employees to both commit and conceal fraud. Employees are given access to records and valuables in the ordinary course of their jobs. Unfortunately, that access allows people to commit fraud. 


3. SAS 99 suggests that key sources for the identification of fraud risk factors are inquiries of Management,’ in this context which type of questions should an auditor ask the management? (5)

The following are some of the most important questions an auditor might ask during the course of his/her inquiries:[footnoteRef:3] [3:  UNIT-4 Fraud Detection Techniques page 10] 


• Is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organization’s financial statements?

• Is the management aware of any perpetrated or alleged fraud regardless of materiality?

• Did the management receive any letters or other communications by ex-employees, analysts, etc., alleging fraudulent activity?

• What are the risks of fraud in the organization according to the management?

• What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk?

• What programs or internal control mechanisms has the management put in place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls monitored and supervised?

Case Study

i. What type of evidence do you think the expert would have gathered for his report?

The type of evidence the expert would have gathered for his report include:

· Discuss how he started the side business
· Income from salaries
· Rental incomes
· Interest income
· Other incomes
· Loans (if any)
· Repayment of loans
· receivable balances
· Examining non-computerized or manual journal entries regarding sales and receivables.

Auditors may conduct substantive tests at the beginning and determine the existence of fraud by requesting and reviewing contracts, examining invoices and deliveries, and obtaining confirmations from customers regarding accounts receivables and the amount of sales. In addition, the auditors might scrutinize public records.

Techniques used for detecting fictitious sales might be applied to detection of fake accounts receivables.

• Performing the usual analytical procedures on receivables

• Calculating receivables and inventory as a percentage of current assets. The higher this percentage, the higher the risk of receivable fraud.

· Checking credit card expenses to identify unusual vendors or unusual purchases

• Performing analytical tests on inventory

· Techniques used for detecting fictitious sales might be applied to detection of fake accounts receivables. 

· Performing the usual analytical procedures on receivables

· Calculating receivables and inventory as a percentage of current assets. The higher this percentage, the higher the risk of receivable fraud. 

· Performing analytical tests on inventory.



ii. Which documents could have helped the forensic expert in gathering evidence?

The documents that could have helped the forensic expert in gathering evidence of correct dates include:

• Copies of signed sales/purchase contracts.

• Transaction records of his payroll/salary slips.

• Sales & purchase journals and registers, which have recorded dates and amounts of the transactions.

· Bank account records/balance statements

• Correspondence concerning negotiations and the actual transactions that took place on each real estate.

· credit agency records on his record

· land registry records
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