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1. Give short answers for the following questions: 

I. Outline the difference between policies and procedures.

Policies are clear, simple statements of how an entity intends to conduct its services, actions or business. Policies list rules or the framework for the tasks. They provide a set of guiding principles to help with decision making. Policies don't need to be long or complicated – a couple of sentences may be all you need for each policy area.
While
Procedures describe how each policy will be put into action in an entity, i.e. Procedures are lists of exact instructions that need to be undertaken in order to arrive at the destination/objective. Each procedure should outline:
· Who will do what, 
· What steps they need to take, 
· Which forms or documents to use. 
Procedures might just be a few bullet points or instructions. Sometimes they work well as forms, checklists, instructions or flowcharts.
Policies and their accompanying procedures will vary between workplaces because they reflect the values, approaches and commitments of a specific entities and its culture. But they share the same role in guiding your organisation.
II. Name some techniques that help increase the perception for detection.
There are about six techniques that can help in increasing the perception of fraud detection, the techniques are;

a) Surveillance – placing surveillance equipment like cameras in places where assets are at a high risk, such as mailrooms where mail containing checks and/or cash is opened, can be a good perception of fraud detection technique. It is best to make the information public that surveillance is employed as a countermeasure against fraud. The measures should be put in such a way that the public will believe all suspicious activities are being monitored in real time, since unethical employees will test the effectiveness of surveillance to see if it is really monitored and used to actually follow up on suspicious activities.  
b) Anonymous Tips – Tips are one of the best methods in detecting frauds. Tips can also act as a prevention measure. Thus, if employees know there is an anonymous tips system, they will also know that anyone who sees something suspicious will in turn report it, this then begins to serve as a perception-of-detection preventive measure. Appropriate involvement of management, independent handling of complaints by a third party, and using multiple communication methods (phone, letter, email, etc.) is the best practices for anonymous tip programmes. Above all, make it easy, convenient, and comfortable for employees to provide a tip.
c) Surprise Audits - The highest-ranked proactive method of detection (per the Association of Certified Fraud Examiners [ACFE] Report to the Nation [RTTN] statistics) is Internal audit. But surprise audits by either the internal audit function or hired fraud auditors can be even more effective. The fact that surprise audits are unannounced can create a perception of detection, however, added to that the audits can also be seen and perceived as further preventive measures. Fraudsters are not aware of when the fraud auditor is going to show up, so they cannot prepare to fool the auditor.
d) Prosecution - Prosecuting fraudsters to the maximum extent of the law can yield enormous benefits. Irrespective of the downside risk in a public trial, of the prosecuting agency failing to do its job effectively the fact that the matter went to trail create a perception of detection. The upside is not merely obtaining justice for the single incident and justice for the fraudster but prosecuting someone sends a strong message about perception of detection. Most experts agree that prosecution is key to maintaining an effective level of perception of detection.
e) Enforcement of Ethics and Fraud Policies - Compliance with fraud policy, ethics policy, and corporate policy in handling frauds also create an effective level of perception of detection. An entity should have determined beforehand what it would do if a fraud occurred. The entity would need to make sure to monitor and follow through with its stated consequences for committing fraud. Failure to follow its own guidelines will result in making frauds worse in the entity than having no fraud policy at all. 
f) Catch Me If You Can! – Catching and prosecuting a fraudster is perhaps the greatest perception of a detection measure. However, it is important to highly publicize what has been done. A recently busted fraudster can significantly increase the perception of detection, as it serves as a living example and reminder that this entity is serious, capable of detecting frauds, and willing to prosecute. Additionally, rewarding employees who contribute to detecting fraud contributes to an antifraud culture.

III	How does internal audit help in fraud detection?
Internal audit serves as a critical defense against the threat of fraud, with a focus on assessing and monitoring controls designed to prevent and detect fraud. Internal auditors can be part of fraud deterrence by examining the adequacy of the system of internal controls. The internal audit function periodically verifies the legitimacy of transactions and confirms the existence of assets. The coming around of auditors on a regular basis serves as a prevention measure, although by nature regular audits are detective some effective audit tools and techniques tailored to aggressively at ongoing fraud would serve as a prevention measure. A key to the effectiveness of regular fraud audits is to identify, review, and analyse anomalies. Although it is management's responsibility to design internal controls to prevent, detect, and mitigate fraud, the internal auditors are the appropriate resource for assessing the effectiveness of what management has implemented. Internal auditors may get on the trail of a fraud after noticing one or more fraud indicators. These include unusual or inexplicable variances in books and records; irregular activity in cash procedures; high staff turnover; insufficient segregation of duties; lack of supporting documentation for journal entries or other adjustments; and excessive year-end or quarter-end adjustments. These indicators often turn up in financial or operational audits.
IV	What is commanding approach of fraud detection?

Commanding approach of fraud detection is one of the classic approaches to the reduction of employee theft, fraud, and embezzlement. It is an effective fraud prevention and control program that uses a directive approach which is confrontational and authoritative.  Usually When an entity does little or nothing to prevent fraud, it is probably taking this approach. If a fraud did occur and was detected, management would probably fire the employee—and probably would not prosecute the fraudster. Management probably also would be shocked that someone would perpetrate a fraud against the entity.

V	What is the difference between precautionary approach and detective approach? How are these approaches used for fraud detection?

Precautionary approach is one of the classic approaches to the reduction of employee theft, fraud, and embezzlement that relies on preventive methods. In this approach potential fraudsters are screened out using various means, including background checks for criminal records and credit reports. The approach also uses Internal controls such as, segregation of duties which usually does mitigate the risk of fraud at least to the point where management must override controls or persons must collude to commit fraud, which are always possibilities.
While
In the detective approach, management sets up accounting controls and an internal audit function to monitor potential frauds. The internal audit function periodically verifies the legitimacy of transactions and confirms the existence of assets. In between the periodic audits, management depends on the accounting controls to detect any fraud that might occur.

VI	Explain the term ‘internal controls’. Name some internal control activities that organizations can adopt in order to prevent fraud activities

	The term ‘internal controls’ refers to systematic measures, such as reviews, checks and balances, methods and procedures instituted by an organization to;
· conduct its business in an orderly and efficient manner,
· safeguard its assets and resources,
· deter and detect errors, fraud, and theft,
· ensure accuracy and completeness of its accounting data,
· produce reliable and timely financial and management information, and
· ensure adherence to its policies and plans.
Some internal control activities that organizations can adopt include;
· Proper authorization procedures
· Adequate documentation, records, and audit trail
· Physical control over assets and records
· Independent checks on performance
· Monitoring of controls

2. Discuss the important points that should be considered when developing fraud policy.

There are several important points to consider when crafting the fraud policy. First, a proper definition of fraud is important. The entity should determine what actions it would consider fraud and carefully craft a definition as a key part of the fraud policy.
Issues to consider in defining fraud would include:
· Any dishonest or fraudulent act
· Violation of fiduciary responsibilities
· Misappropriation of funds, securities, supplies, or other entity assets
· Unauthorized use of the entity’s assets; such as equipment for personal use, or computers used for personal gain
· Impropriety in the handling or reporting of money or financial transactions
· Profiteering as a result of insider knowledge of entity activities
· Disclosing confidential and proprietary information to outside parties
· Disclosing to other persons securities activities engaged in or contemplated by the entity
· Accepting or seeking anything of material value from contractors, vendors, or persons providing services or materials to the entity (exceptions should clearly outlined in line with applicable laws)
· Destruction, removal, or inappropriate use of records (paper or digital), furniture, fixtures, or equipment
· Malicious activities directed at the entity’s computers, systems, or technologies
· Any violation of a relevant illegal act
· Any similar or related irregularity

The entity’s policy should include how irregularities that are detected or suspected will be handled. 
The policy should stipulate who, what, where, when related to any tips, complaints, or whistle blowing, especially where such reports of suspicion should be reported. The policy should also discuss how to maintain the anonymity of tipsters. There should be some formal structure established to handle those reports and to make decisions on what to investigate, and how investigations will be handled. 
The policy should discuss how the entity will take care to avoid mistaken accusations, false accusations, or alerting suspects that an investigation has been undertaken. No information about the nature of any investigation or status of an investigation should be allowed except as authorized by management or required for legal reasons.
The policy should convey the need to maintain the appropriate level of confidentiality, especially the protection of the rights of innocent employees who might get accidentally swept into an investigation, including whistleblowers and tipsters.
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