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1. [bookmark: _Toc47398598]Give brief answers for the followings

i. [bookmark: _Toc47398599]Outline the factors on which fraud risk assessment depends.
Risk assessment will have to be built into organizations ongoing assessment of business risks. Once the fraud guidance starts to get embedded into daily operations it will then be backed by various policies. Such policies and action plans will find its way to the front-line workforce and this will be far more effective than an approach that deals with the corporate overview. Nevertheless, there are several factors that can be considered when undertaking any risk assessment.

Corporate Environment Factors: According to Singleton et al (2006) employee fraud, theft and embezzlement are increasingly higher in some industries than others. The ACFE states that industries that are more likely to hire a Certified Fraud Examiner indicate a high level of fraud in those industries. Thus during risk assessment, the level of assessed fraud risk should also be taken into account. 

Another factor is that during good time people steal however during bad times people steal more. Thus due to the added financial pressure in recession they are more likely to commit fraud. This is part of the fraud triangle referred to as the unbearable financial need. 

Finally organizations with weaker management, accounting and security controls are more susceptible to fraud 

Internal Factors: This should also be considered during risk assessment. Internal factors such as inadequate management controls, or monitoring activities are contributing factors to embezzlement.

Fraud factors: For the anti-fraud team to concentrate in the area fraud is likely to occur it is imperative that the risk assessment conducted should highlight those areas. This will enable detective and preventative counter measures to be put into place.  For example, in a financial statement fraud it is more likely to be the executives that will be the fraudsters thus the risk assessment will focus or include those individuals.

ii. [bookmark: _Toc47398600]What are the main concepts about risk assessment?
For management to be able to defend itself a formal way of risk assessment should be implemented rather than ad-hoc approach. Nevertheless the concepts that supports risk assessments are

Leader(s): it is quite important that a leader is chosen and it should be someone who has extensive independence and more appropriately from the internal audit team if it exist. This person should have the capability of fully supporting the risk assessment. This is the basis of a successful risk assessment as if the person lacks any experience or independence then the assessment can be compromised.

Team: This co-workforce team that forms the risk assessment team should be chosen carefully. It is advisable that the team should include all the different business units and especially areas like Finance where fraud is more likely to occur. Furthermore, regardless of position certain individuals who think creatively, understand the business and are capable of playing devil’s advocate should be included in the team.

Frequency and Alignment with Finance: Preferably every 12 to 24 months in line with the financial planning or reporting time frames a risk assessment should happen. The financial planning involves future plans and considerations whilst on the other hand the reporting considers adjustments, disclosures and control deficiencies and in some cases will rely on the risk assessment information. 

It should be concluded that risk assessment will constantly evolve with the changing nature of the frauds and as such it should be constantly monitored.

iii. [bookmark: _Toc47398601]What are the internal factors that should be considered for fraud risk assessment?
Ongoing monitoring should form part of the internal controls that an organization should implement. Singleton et al (2006) lists out the following as examples of inadequate controls:

· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.
iv. [bookmark: _Toc47398602]What is ‘inherent risk’?
The characteristics of the transactions and the nature of the account balance determine the inherent risk. Beasley et al (2009) quotes the SAS-107 for the definition of inherent risk as “the susceptibility of a relevant assertion to a misstatement that could be material, either individual or when aggregated with other misstatements, assuming that there are no related controls”. 
There are various factors that is considered as part of inherent risk and they include technological development, the complex nature of the accounting being analysed, any external economic forces that impacts the organization and mainly the characteristics of the industry that the organization operates. Nevertheless the general rule on inherent risk is that there is more inherent risk associated with accounts based on estimates than with accounts based on actual transactions.
v. [bookmark: _Toc47398603]Define the term ‘residual risk’.
After the appropriate controls have been designed and implemented, risks will then have to be managed.  Some risks due to the costly nature of mitigating the risk or there is insubstantial evidence. This is all part of the risk management. The aim of the risk management is to prevent any fraud from occurring. Thus residual risk can be defined as the risk that still remains after all the controls have been put into place.

2. [bookmark: _Toc47398604]Prepare a fraud - risk assessment check list for any business of your choice.
The organization that I prepared the risk assessment check list is IKEA and I interviewed one of their risk managers when I was completing the check list. IKEA is a Swedish-origin founded in 1943 with the headquarters in the Netherlands. The organization designs and sells ready-to-assemble furniture, kitchen appliances and home accessories, among other things. The following information is the results of the interview that I conducted.
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[bookmark: _Toc47398605]Appendix

1. Beasley M. S., Carcello J.V., (2009), GAAS Guide 2009: A Comprehensive Restatement of Standards for Auditing
2. Singleton W. T., Singleton J. A. (2010), Fraud Auditing and Forensic Accounting, John Wiley and Sons
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YES NO N/A

REF/COMMENTS

a. Generic risk factors

Has each employee been assigned a maximum ‘‘opportunity level’’ to commit

fraud; 



has management asked itself, ‘‘What is the maximum amount in which this 

employee might defraud the organization, and does this represent an

acceptable risk for each employee”?



Has management asked itself the question, ‘‘Have we ensured that no single 

employee - or group of employees in collusion - can commit a fraud that would

place the organization at imminent risk of collapse?’’;  i.e. has a “catastrophic”

opportunity level been assigned to each employee? As per organizational

IKEA has a monthly management meeting that 

always ensures that such questions are always 

answered. The risk management team assess the 

different fraudulent activities on the market and 

Have the reasons for all past frauds experienced by the entity been evaluated, 

and has corrective action been taken?

This is part of the risk management department 

whereby all past fraudulent activities are fully 

evaluated and necessary steps are taken either by 

the local store or by regional and in some cases by 

the global team.

As per organizational policy, are all frauds reported to the authorities, and do 

they press charges



Report to the authourity is based on the value of 

the amount involved. Small amounts then not be 

dealth with by authourities.

Does the organization’s mission statement include good corporate citizenship 

(maintaining a good standing in the community) as a goal?

IKEA is known for its family oriented business and 

as such part of the mission statement to all 

employees is to uphold the good name of IKEA 

whereever you are.

Is there a written code of ethical and business conduct?

IKEA code conduct booklet has all the written 

ethics that employees should follow

Are there ethical and security training programs for new employees and 

updates for existing ones?

New employees are trained on fraud and its 

prevention and a refresher every 6 months . 

Does management set a clear, visible and correct example for other employees 

by following the mission statement, conforming to the code of ethics and 

business conduct, and following other organizational policies?

This is communicated to employees on notice 

boards and in the employee hand book 

Does corporate culture shun unethical behaviour such as hostile 

competitiveness with colleagues, rigid and petty policies, overcentralization

of authority, etc.?

IKEA is a family run business and as such it 

promotes fairness and good ethical behaviour 

amongst its employees

Does the organization favour individuals of high moral character over unethical 

people during the hiring process?

Though a family run business yet employees 

during hiring should show a level of integrity.

Are screening procedures such as background checks, psychological tests, drug 

tests, and lie detector test used for sensitive positions

Due to the nature of the IKEA business any red 

flags on a persons background can prove a 

hinderance to not only being hired but also being 

put into a particular position.

Are employees with alcohol or drug abuse problems provided counselling by 

the entity?

There hasn’t been many cases in the IKEA group 

but when its brought to the attention of 

management then everything is done to help the 

individual

1. Does the organization have an adequate level of fraud awareness and are there appropriate policies to minimize fraud risk?

b. Managing individual risk factors by promoting moral behaviour and minimizing the motivation to commit fraud
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REF/COMMENTS

Does the organization maintain healthy employee relationships and fair 

compensation policies including salaries, fringe benefits, promotions, 

performance appraisals, and severance, packages?

IKEA is noted for its healthy employee 

relationships and especially bonuses which arent 

only cash incentives but also very good gifts are 

given to employees during Christmas

Are these policies favourable as compared to competitor organizations’policies 

and are they successful in deterring fraud and employee disenchantment?

IKEA will always do everything they can to 

maintain their empoloyees over their 

competitors. This includes the policies and 

benefits acting as a deterrent for any form of 

fraud.

Are employee grievances dealt with fairly

IKEA will always follow the guidelines laid down to 

deal with all grievances

In order to obtain feedback on its employee relations policies, does the

organization conduct exit interviews with employees who are leaving?

IKEA conducts exit interviews and this enables the 

the management to know whether there is any 

failing in the organization that needs to be 

addressed.

c. Management awareness

Does management seem aware of the possibility of fraud and how it might

be committed; i.e. does it see signs of potential fraud such as drug abuse

by low-paid employees who suddenly seem to have acquired wealth?

The risk department conducts various exercises 

and as such are able to forsee any form of fraud 

that can be conducted by an employee. This also 

includes looking at lifestyles of employees and 

even people around them ie family and friends.

a. Fraud integral to internal controls

Does the organization’s internal control mechanism express an unambiguous

need to prevent fraud?

IKEA has strict internal control mecahnisms that 

are in place to prevent fraud

b. Control over physical and logical access

Does the organization take precautionary fraud prevention measures such as

locking doors, desks and cabinets when left unattended, especially in

sensitive departments that hold valuable assets and files and documents

related to personnel, payroll, cheques, customer and vendor lists, corporate

strategies, marketing plans, and research?

It is a disciplinary offence to leave certain things 

unattended or unlocked in IKEA and this is already 

drilled into the employees

As per organizational policy, are passwords and IDs required to access

general computers?

IKEA has an individual password and ID policy and 

this is not supposed to be shared with colleagues. 

Likewise it is a disciplinary offence if you 

contravene this policy.

Does the computer system require additional access information for sensitive 

files and applications? For instance, does each user ID have limited access and

are there additional requirements such as biometrics, smart cards and

temporary PINs for remote access?

Access removal processed implemented 

immediately at the end of employment 

Does the organization ensure that access is restricted to those who need it

to perform their jobs and prohibit the loaning of keys to or the sharing of 

passwords with unauthorized employees who do not have access?

Authourisation required for direct line manager 

before access is given to systems and carbinets 

and this is based onyour job requirement 

Are there additional computer security and electronic surveillance systems for

sensitive areas?

IKEA has various areas that are quite sensitive to 

the running of the business and as such have 

electronic surveilance

Does the organization appear to have sufficient internal controls to an unbiased

observer?

It does have sufficient controls that can be visible 

to an observer

C. Job Descriptions

Are job descriptions written and specific in the organization?

The job descriptions are written and specific to 

the organization and specific to the role.

Do employees and managers adhere to their job descriptions?

As part of the yearly appraisal employees are 

measured based on their performance of their job 

descriptions and any deviation from it unless 

otherwise sanctioned by the line manager is 

deemed a failure

Is there an organizational chart that reflects and is consistent with employee 

job descriptions?

IKEA has an organizational chart that is consistent 

with employee job descriptions

Is there segregation of incompatible duties such as handling cash and other 

valuable assets, and related records?

This is quite fundamental to the security that are 

in place to ensure that no one person has total 

control of all the different duties relating to the 

handling of cash

Is there proper segregation of the purchasing function, i.e. ensuring that the

same person does not requisition goods and services, approves their payment,

and accesses accounts payable?

seperation of duty , the person who raises a 

Purchase order is different to the person who 

approves the purchase order.Invoice is reviewed 

by the person who placed the order and is 

different to the person who approves the invoice 

Is there duplication of especially sensitive duties? For example, ensuring that

cheques worth over a specific amount are double-signed

There are various sensitive duties that requires 

counter-signature from a superior before 

proceeding with the the transaction or payment.

Are annual vacations specified in job descriptions?

Annual vacations are specified in the job 

description and you loose it if its not taken with 

the financial year.

Has the process of formulating and specifying job descriptions been integrated 

with the consideration to prevent fraud?

All the written job descriptions are fully reviewed 

and vetted by the risk department to ensure its in 

line with the prevention of any fraudulent 

activties

2. Does the organization have an adequate internal control mechanism?
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d. Regular accounting reconciliations and analyses

Are bank reconciliations carried out for all accounts?

This is part of the finance duties of reconciliation

Are accounts receivable being reconciled month to month, and general ledger 

to sub-ledger?

This is part of the finance duties of reconciliation

Are accounts payable being reconciled month to month, and general ledger to

sub-ledger?

This is part of the finance duties of reconciliation

Is there variance analysis of general ledger accounts such as budget to actual 

and current year to previous year?

This is part of the finance duties of reconciliation

Is there vertical analysis of profit and loss accounts i.e. profit/loss as a 

percentage of sales, and against historical or budgeted amounts?

This is part of the finance duties of reconciliation

Has there been a detailed analysis of sales and major expenses by product line 

and geographic territory?

This is part of the finance duties of reconciliation

e. Supervision

Are supervisors and managers aware of fraud indicators and are they alert 

when an unusual event occurs or when a supplier or customer complains about

their accounts?

During monthly management meeting all the 

managers are fully advised and in some cases 

crash courses of new fraud training are given so 

Do supervisors and managers diligently carry out employee performance

reviews by conducting account reconciliations and even (where appropriate 

and required) asking the employee to re-perform the task?

On occasions managers might conduct on the spot 

till reconciliations especially if they suspect an 

employee

For smaller businesses where segregation of tasks and duties is not possible, do

managers closely supervise the work being performed by employees to

compensate for the lack of division of labour?

IKEA has full segregation of duties

Are instances of management override, i.e. when supervisors or managers take

charge of, alter, or interfere in subordinates’ work, prohibited and are others

aware of it as a fraud indicator?

Managers and supervisors use an aut code  

intervention is unique to them. 

f. Audit

Does the organization have an internal audit function?

There is an internal audit function in IKEA and 

they travel round the stores conducting various 

checks

Does the internal audit function regularly monitor and perform checks to 

ensure the effective performance and maintenance of fraud prevention

mechanisms?

That’s correct the internal audit team enjoys an 

autonomy to avoid any coerciveness

Are external audits performed regularly, i.e. quarterly in large organizations?

There is an external audit conducted regularly in 

IKEA

Do external auditors receive the full cooperation of the management through 

the audit committee during audits and especially during fraud investigations?

Part of the management staff is to provide 

unequivocal support to the external auditors

Promoting an ethical environment

This is part of IKEAs policy to promote an ethical 

environment

Risk Financing

3. Has the organization addressed the following fraud prevention issues?
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