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Assignment 9	

1. Give short answers for the following questions:

i. Outline the factors on which fraud risk assessment depends.

Fraud risk assessment depends on following factors:

Corporate Environment factors: Some industries and organizations are more vulnerable to theft, fraud and embezzlement than others. A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well. Economy is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more.

Internal factors: Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as Absence of culture that encourages honesty, inadequate performance standards, absence of adequate policies etc.

Fraud factors: Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program. For example, in financial statement fraud, executives have a higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be involved. Corruption cases may also involve outsiders who collude with fraudsters working for the entity. It is important during risk assessment to take these individuals into account and take countermeasures to detect fraud.



ii. What are the main concepts about risk assessment?

The main concepts of risk assessment are:

Inherent Risk: Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk.

Controls Assessment: During this process, auditors and other team members determine the controls that have been put in place to prevent fraud and mitigate the effects of a particular fraud scheme. Controls assessment can be expressed both as a percentage and a level (high, medium, low).

Residual Risk : Residual risk is risk remaining after being mitigated by internal controls associated with the fraud scheme in this particular entity or business process. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk.

Business Processes: Business processes that are more vulnerable to this fraud scheme, if the fraud occurs. The business process owner should be appointed as a responsible party for the area; this person should also be responsible for responding to unacceptable residual risk. Measuring the aggregated number and ratings of all fraud schemes by business processes will also highlight fraud risk.

iii. What are the internal factors that should be considered for fraud risk assessment?

Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:

· Absence of a culture that encourages honesty. 

·  Inability to set and communicate performance standards and standards for personal conduct. 

·  Inadequate legal, ethical, fraud detection and security-related training. 

·  Absence of company policy regarding sanctions for financial crime and breach of security. 

·  Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles. 

·  Lack of clarity in job roles, accountability, duties and responsibilities. 

·  Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.



iv. What is “inherent risk”?

Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility.



v. Define the term residual risk’

Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.



2. Prepare a fraud-risk assessment checklist for any business of your choice.



		

		Yes

		No

		Ref



		Assets

		

		

		



		Are new equipments immediately given number and recorded in register?

		

		

		



		Is segregation of duty maintained between officers receiving the assets and the officers recording the assets?

		

		

		



		Is regular stock verification performed by officers independent of receiving and recording the assets?

		

		

		



		Are assets disposed only after management approval?

		

		

		



		Information security

		

		

		



		Are staff made aware of the data privacy requirement?

		

		

		



		Is clean desk policy strictly followed?

		

		

		



		Are sensitive information securely disposed off?

		

		

		



		Are random verification performed of the system accesses and privileges?

		

		

		



		Payroll

		

		

		



		Appropriate procedures and delegation applied in appointment of staff

		

		

		



		Signature of Supervisors are required on staff timesheets submitted to payroll

		

		

		



		Regular Management Information reports provided to supervisors

		

		

		



		Payroll input is subject to dual control

		

		

		



		Payroll reconciliation to check variance with previous months performed to check material differences

		

		

		



		Managers/supervisors review management reports and monitor trends in overtime, allowances etc. to ensure false claims are not being paid

		

		

		



		Systems

		

		

		



		Is Business Continuity Plan available for critical system?

		

		

		



		Is regular back up taken at offsite storage of Local Area Network

		

		

		



		Is appropriate level of system access provided to staff on need to know basis?

		

		

		



		Are staff reminded periodically not to share login details and password?

		

		

		



		Is access to system deleted promptly when the staff leaves the department?

		

		

		



		

		

		

		






















image1.png
ﬁ
o R




image2.emf
Assignment Unit  9.docx


