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1. Give short answers for the following questions:

Outline the factors on which fraud risk assessment depends?

I. Fraud risk factors refers to inherent risk in the complexity of its transactions, the nature of business; products and services rendered, clientele and track record of company employees (Accounting Financial Tax, 2018). The foregoing impact on the likelihood of fraud happening. This also includes the controls in place to address the inherent risk in the aforementioned factors. It further includes assessment of the adequacy of the controls in terms of design, execution and monitoring (All Business, 2018).



Internal factors refer to management characteristics and internal dynamics in the enterprise that have an impact on the risk of fraud (Accounting Tools, 2017). This encompasses issues such as how committed senior management and the board are to ensure that regulatory requirements regarding financial reporting are complied with (All Business, 2018). It also looks at whether management has set aggressive sales targets that motivate employees to achieve at any cost even at the expense of regulatory compliance (Association for Certified Fraud Examiners, 2016).



Corporate environment factors/ Industry characteristics refer to the external/ industry pressure exerted on the enterprise that has an impact on the risk of fraud (Accounting Tools, 2017). Reduction in demand on the company’s products on the market and an influx of new competitors can lead a company to go into survival mood increasing fraud risk (Association for Certified Fraud Examiners, 2016). New regulations and industry best practise may also add additional strain on an enterprise (Association for Certified Fraud Examiners, 2016). 





What are the main concepts about risk assessment?

I. The two main concepts about risk assessment are probability and impact. Probability refers to the likelihood of a particular risk materialising. The probability score is generally arrived at by establishing the inherent risk before taking into account the controls in place to mitigate that particular risk. For instance the risk of asset misappropriation for a company vehicle may start with establishing the work culture on using company vehicles for personal programs. The second aspect could be checking if company vehicles have GPs trackers for monitoring of vehicle routes/ movements which is now a control being introduced (Association for Certified Fraud Examiners, 2016). 



Impact refers to the magnitude of the consequences of the risk materializing. For instance if card fraud is not well managed customer complaints to the industry regulator (central bank or consumer protection commission) may result in a fine on the company that may wipe-out two years worth of profits (Association for Certified Fraud Examiners, 2016).  

What are the internal factors that should be considered for fraud risk assessment?

Poor trading results/ lack of profitability of a company is an internal fraud risk factor. Less profitable companies are likely to have no basis to pay-out bonuses or even make promotions as the company will simply have no financial capacity to do so. In turn a company with poor pay and no prospects for its employees will more likely make its employees to resort to fraudulent activities due to frustration (Association for Certified Fraud Examiners, 2016). 



Mistrust between management and staff should be considered in a risk assessment. Unhappy employees who are of the view that management is receiving hefty salaries and bonuses based on the hard work of the staff who are getting minimal pay can create a conducive environment for fraud (Association for Certified Fraud Examiners, 2016).



Structure and culture risk refers to the risk arising from the make-up of the company (Accounting Tools, 2017). Is it a small medium size enterprise or is it a large corporate, including the attitude of management in regards to matters of fraud (Accounting Tools, 2017). 



Controls risk and detection risk refers to the existence of controls to mitigate the risks identified (Accounting Tools, 2017). The risk of fraud will either increase or decrease depending on the adequacy of the controls in place to address the inherent risk.  

What is ‘inherent risk’?

II. Inherent risk refers to the risk associated with the nature of a particular, market, customer or product. This type of risk arises out of and cannot be separated from the internal make up or workings of that market, customer or product. (ACCA, 2018)



Inherent risk is the type of risk that a market, customer or product poses before any mitigating controls are applied. In the case of a cash deposit taking automated teller machine the inherent risk could be that if there is a power cut the last transaction may not be recorded in the appropriate journal. This situation may pose a problem as the funds may not be credited to the account of a depositing customer yet the cash is accepted by the machine. The lack of an entry both on the relevant journal and the customer account may cause reconciliation problems if the customer complains about the funds not reflecting on the account (ACCA, 2018).  





Define the term ‘residual risk’.

III. Residual risk refers to the risk that remains after controls have been applied to mitigate the inherent risk identified. In most instances inherent risk is notable from the onset unlike residual risk which may at times only be detected after a new market has been entered into, new customer segment on-boarded or a new product launched (Association for Certified Fraud Examiners, 2016).



In the case of a cash deposit taking automated teller machine the possible control to the power issue would be to have an alternative power source such as a generator. However an unforeseen residual risk may arise in the form of a fraudulent employee who divulges the internal controls to a third party for their personal benefit and to the detriment of the company.  Such an employee may purposely leave the generator off in times were there is likely to be maintenance on the national power-grid in that area. The fraudulent employee/ machine custodian can then connive with a third party to attempt to deposit cash at that time knowing that there will be reconciliation difficulties. The employee can even coach the third party to include a large amount of cash in their customer claim and complaint (Association for Certified Fraud Examiners, 2016).

Prepare a fraud – risk assessment check list for any business of your choice.

2. The checklist below is for debit card fraud:



		Assessment Question

		Yes

		No

		Evidence



		Does the company have a debit card fraud risk policy?

		

		

		



		Does the company provide debit card awareness to customers?

		

		

		



		Is the company compliant with chip and pin debit card regulations?

		

		

		



		Does the company have transaction verification codes for online transactions?

		

		

		



		Does the customer perform transaction monitoring for fraud detection?

		

		

		



		Does the debit card issuing process have a maker checker controls process in-built?

		

		

		



		Does the company have an automated debit card reconciliation system?

		

		

		



		What is the frequency of customer complaints on debit card transactions

		

		

		



		Does the company have a documented customer complaints resolution process?

		

		

		



		What is the prevalence of internal debit card fraud cases among employees of the company?
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