Page 7
                                                                                                                                                             Tirelo Molasa
                                                                                                                                                                            1709
                                                                                                                                                           Assignment 11
[image: BOLC_Logo]                                                                  
 (
   
Assignment Cover Sheet
)



	Student Name:
	Tirelo Molasa

	Student Number:
	1709

	Course:
	Diploma In Forensic Accounting

	Assignment NO:
	11



Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
QUESTION 1

i)

Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. The goal of computer forensics is to perform a structured investigation while maintaining a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it.

Forensic investigators typically follow a standard set of procedures: After physically isolating the device in question to make sure it cannot be accidentally contaminated, investigators make a digital copy of the device's storage media. Once the original media has been copied, it is locked in a safe or other secure facility to maintain its condition. All investigation is done on the digital copy.

Investigators use a variety of techniques and proprietary software forensic applications to examine the copy, searching hidden folders and unallocated disk space for copies of deleted, encrypted, or damaged files. Any evidence found on the digital copy is carefully documented in a "finding report" and verified with the original in preparation for legal proceedings that involve discovery, depositions, or actual litigation.




ii)

Identification of perpetrator

It identifies the method of the network that allowed the perpetrator to gain access into the system. In light of the above, an assessment of the damage towards the victimized network can be assessed. Control and preventative measures can then also be developed.

Evidence preservation

Evidence refers to proof which justifies actions and is recognized by law. Preservation of evidence puts judicial authorities to prosecute those who commit or are involved in economic crime. It also ensures that justice prevails towards the crime and the victims.


iii)

Mainframes and servers

Mainframes and servers are devices utilized by organizations to store raw facts and figures which are further processed to information. They also contain information pertaining to the modules accessed by authorized users as well as transaction processed on daily basis as well as internal controls. The information derived from such can be useful in the investigation process. 

Tapes

Tapes can be retrieved in either audio or visual form each having its own advantages and disadvantages. Tapes can be used in scenarios where suspects are interviewed and the whole process being recorded. In audio form for example, emotional reactions can be observed from hearing the voice but facial expressions can be only observed by use of visuals. 


iv)

· Using practices that have been able to withstand challenges in the past. These practices are likely to yield productive results.

· Using software that is acceptable in the forensic profession. Using appropriate software’s increases the chances of fraud prevention and detection.

· Documenting everything comprehensively. This is essential when presenting evidence for crime prosecution.


v)

With the increasing use of digital data and mobile phones, digital forensics has become more important. Cyber-crimes are also increasing day by day. So companies are also trying to launch more powerful version of the tools, and you need to be in touch of latest digital forensics news to know about recent releases.

Data analysis is often the fastest and most effective tool at the forensic accounting investigator’s disposal for gathering much of the evidential material needed to support findings. Much of the data, particularly the non-accounting data, is never used directly by the organization in question, but any of it may hold the key to an investigation. In cases in which the forensic accounting investigator has been engaged on the basis of a suspicion or an as yet unsubstantiated allegation, the results of data mining may provide the forensic accounting team with that all-important place to start.


QUESTION 2

· If any information is incomplete, has the relevant Certification Body been contacted and their response held on record?

· Does the expert have the necessary qualifications and licenses to provide sound advice? Is the advice admissible during criminal prosecutions?

· Does the forensic accountant or client have legal authority to gather the data?
If not who does the forensic accountant consult for assistance?

· Does the team know to whom the data belong, and are there any privacy concerns? In such cases does it provide any potential in jeopardizing          the case?

· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?

· According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?


QUESTION 3

Registry Recon

Registry Recon is a popular registry analysis tool. It extracts the registry information from the evidence and then rebuilds the registry representation. It can rebuild registries from both current and previous Windows installations.







Volatility

Volatility is the memory forensics framework. It used for incident response and malware analysis. With this tool, you can extract information from running processes, network sockets, network connection and registry hives. It also has support for extracting information from Windows crash dump files and hibernation files.

Windows scope

Windows scope is another memory forensics and reverse engineering tool used for analyzing volatile memory. It is basically used for reverse engineering of malwares. It provides the capability of analyzing the Windows kernel and drivers.

Oxygen Forensic Suite

Oxygen Forensic Suite is software used to gather evidence from a mobile phone to support your case. This tool helps in gathering device information (including manufacturer, OS, IMEI number, serial number), contacts, messages (emails, SMS, MMS), recovered deleted messages, call logs and calendar information. It also lets you access and analyze mobile device data and documents. 

Bulk extractor 

Bulk Extractor is also an important and popular digital forensics tool. It scans the disk images, file or directory of files to extract useful information. In this process, it ignores the file system structure, so it is faster than other available similar kinds of tools. It is basically used by intelligence and law enforcement agencies in solving cyber-crimes.

Digital Forensic Network

Digital Forensics Framework is another popular platform dedicated to digital forensics. It can be used either by professionals or non-experts without any trouble. It can be used for digital chain of custody, to access the remote or local devices, forensics of Windows and recovery hidden of deleted files.















QUESTION 4

Definition

The chain of custody is known as the forensic link. It is essential. It is proper documentation differentiates between it and other forms of medical/biological testing. It serves two major purposes, if done correctly. First, it forms a receipt of who had it when and who had it next. This is the typical and tradition notion of the chain of custody. If done properly, at the most this insures us that the sample collected was the one actually analyzed if all of the people involved are to be believed. It does not necessarily mean lack of access by others. It is essential that there be some sort of accounting and proof that insures that only authorized personnel have access and who these people are.
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Documented Procedures

Criteria’s observed

· Has the control system changed? (i.e. Transfer, Percentage, or Credit system)

· Have there been any changes to Outsourcing arrangements


Quality Management

Criteria’s observed

· Has relevant staff received appropriate training and has this been documented in training records?

· Is there evidence that suitable corrective and preventative measures are implemented following the audits?

· Are the results from internal audits reviewed by top management at least annually? Has this been documented?












Material Sourcing

Criteria’s observed

· If any information is incomplete, has the relevant Certification Body been contacted and their response held on record?

· Have validations been printed off and filed, or otherwise has the date of validation been recorded?

· Is the Approved Suppliers list up to date?

Material Receipt, Storage and Processing

On receipt of certified material, is there evidence to show that supplier’s delivery
documentation and invoices are checked to ensure they contain the requisite info:
a) The supplied material quantities are in compliance with the supplied documentation.
b) The Material Category and, if applicable, the associated percentage or credit claim is stated for each product item or for the total products.
c) The supplier’s Chain of Custody code is quoted.

Despatch and Sales

Criteria’s observed

Do delivery notes and sales invoices contain the following information:

· Customer name
· Delivery note/Invoice reference and date
· Product description and quantity

Volume Control

Criteria’s observed

Is a material accounting record being maintained for each product group, showing (as applicable):

· Purchase Order Number.
· Purchase Invoice Number.
· Volume purchased








Outsourcing

Criteria’s observed

Where the Company outsources part of its production to contractors, does it:
a) Retain legal ownership of the input material prior to and during outsourcing?
b) Have a signed contract with each contractor, including a clause reserving the right of the Certification Body to audit the outsourcing contractor’s operation?
c) Have a documented control system with explicit procedures covering each outsourced process?

A review the Company’s control system to ensure that:
a) The outsourced product can be tracked and controlled and cannot be mixed with any other material during outsourced processing.
b) The contractor keeps record of inputs, outputs and delivery documentation of material that is processed as part of the outsourcing agreement.
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