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Fraud Risk Assessment - Unit 9


1. Give short answers for the following questions: 

 I.  Outline the factors on which fraud risk assessment depend.

     a. The nature of business, a proper good system of ‘internal controls’ with the right          
[bookmark: _GoBack]         balance of preventative and detectives controls, can greatly minimize an organistions   
         risks to fraud. 
     b. Operating Environment, the surrounding in which an entity operates has usually a 
         direct impact on its prone to fraud.
     c. Effectiveness of Internal controls, with a proper good system of internal controls and   
         right balance of preventative and detective controls will minimize an entity’s prone to 
         fraud.   
     d. Ethics and Values of people found within the organization the people within it. Its   
         hard to have a company made of individuals else ethics and values are fully aligned   
         with the organization. Any variance in alignment can significantly increase 
        an organizations fraud risk.




II. What are the main concepts of risk assessment? 

 a. Environment/Surrounding, it’s important to know your competitors and performance of 
     your business compared to others in the same line of business.
 b. The Entity, the type of business the organization does.
 c. Time Frame, There has to be specific timing to accomplish any activity within the  
     organization.
 d. Internal Controls, ensures proper accounting systems and promotes proper accountability
     of resources.
     These mentioned concepts above  for fraud risk assessment depends entirely on the  
      knowledge of fraud, including the fraud triangle, fraud schemes, red flags, and accounting  
      information systems.
      


III. What are the internal factors that should be considered for fraud risk assessment?
     
     This  will include  Internal factors, such as insufficient management controls or   
     monitoring activities which will  increase the possibility of Fraud, Theft, and  
     Embezzlement by employees. Insufficient controls will include;
a. Failing to define and communicate minimum acceptable standards of personal conduct and performance.
For b.   Lack of orientation and training on ethics, fraud, legal matters, and security  
             issues.
c. Failing  to deliver guidance and take administrative action when performance level or
             personal behavior falls below acceptable standards, or violates the entity principles
             and guidelines.
d. Insufficient company policies with respect to sanctions for legal, ethical, and security
Violations, especially for frauds and white-collar crimes.
e. Lacking well-timed or periodic audits, inspections, and follow-through to ensure
             compliance with entity goals, priorities, policies, procedures, and governmental
             regulations; generally speaking, a lack of accountability in important positions of   
             trust.

IV. What is ‘intrinsic risk’? 

        This an essential concept of risk assessment with the probability of the occurrence of the   
       event and the impact or magnitude of the event if it occurs. In spite of the simplicity of       
       this concept, its measurement and application is difficult to tell. Practical example would   
       be that of tossing a coin say three times in the air and let fall on the ground. What are the  
       chances that it will show Two heads and One tail you cannot tell but there are factors or       
       forces behind these movements. 
       For an event the factors to be considered  will include:
· Behaviour of people for it to take on matters, Accounting or business processes, geographical division etc.
· What tools can help in assessing risks?  Effectiveness of internal controls and organizational environment matters.
· How can risks be measured accurately? In the risk assessment process management should include techniques of best practices e.g. leaders (internal/external controls) with ability to support risk management from internal function matters for they understand organizations both inside and the surrounding. 
      
V. Define the term ‘residual risk’.

        This is the risk that remains after all efforts have been made to mitigate or eliminate 
        risks associated with a business process or investment. After a risk assessment,
        a residual risk may be known but not completely controllable, or it may not be known.  
        In either case, the residual risk is assumed by whoever owns the investment or the   
        business process.
   
        Calculation of this risk is as follows: 
        (Inherent Risk) * (Control Risk) Where inherent risk is (Threats*Vulnerability)
        e.g. in property rights model it’s the shareholder that holds the residual risk and  
        therefore the residual profits. 
        Another way of mathematical operation is to identify or determine the level of control  
        modification which is subtracted from Inherent Risk and leaves Residual Risk. For this  
        to work out there must a response from either of the two;

· No action, when the remaining risk is accepted.
· Action, to remediate or mitigate through additional detection or prevention procedures.
With this method feedback requires to be monitored so as to establish its abilities in measuring and managing risks.         


2. Prepare a fraud risk assessment check list for any business of your choice.
     This is a checklist which involves a fraud risk assessment of some popular shop supplying  
     Farming Inputs like fertilizers, seeds variety of broiler chicken feeds etc. The entity’s 
     organization chart comprises two directors, who do not spend most of their time at shop  
     for they are also employees elsewhere. There are three cashiers, three packers who are self  
      supervised and working out of trust. Any of the cashiers does the banking and can order  
      the packers to issue supplies to customer verbally so long as cash has been received.
     
    Employee Assessment - Checklist For Risk Assessment
   These employee assess questions are designed to check the probability of  a fraudulent  
    event occurring within the organization based on; 
 a. Internal controls. 
 b. Internal control Environment.
 c. Physical controls in place to control access to accounting records and information.
 
Q1. Are employees provided formal written job description? 
 A. Clarity of what employee are responsible for job description signify what employees are  
      not responsible for. Those performing duties outside job description represent red flag.

Q2.Are employees provided with an organizational chart that shows lines of responsibility?
 A. Organisation charts provides division of work, levels of management and reporting 
      relationships.
Q3.Does the company has written accounting policies and procedures?
 A. Including those treated to fraud should be documented, implemented and communicated  
      to employees.

Q4. Are directors responsible for compliance with fraud polices?
 A. The responsibility for compliance with fraud and ethics polices should be assigned to 
      directors to carry out.
Q5.Does the organization educate about the importance of ethics and antifraud programmes?
A.  All employees must receive training on ethics and anti-fraud polices of the company and  
      certification done.

Q6. Do employee appear to be spending more than they are earning?
 A.  Directors should be observant of sign of employees spending for more than they are 
       earning. For its common to use proceeds for lavish life style.

Q7. Do any employees resent their superiors?
A.   Employees who does such should be monitored by management, as they pose a potential  
       fraud risk to the company.

Q8. Do any of the employees appear to have a close relationship with a vendor?
A.   Employees who have a close association with a vendor should be monitored for potential  
        conflict of interests.
Q9. Does the company have poor accounting records?
 A.  The company should implement proper accounting records.

Q10.Does the organization lack internal control system or does it fail to enforce the existing  
        controls?
A.    Organisations should establish and enforce on internal control system.

Q11. Are the CCTV camera and digital records used to monitor register areas?
A.     These can be used to monitor register areas.

Q12. Has the company recently experienced a reduction in sales volume?
A.  A reduction in sales can place undue pressure on management to manipulate financial  
      results.


Q13 Does the company conduct physical stock count against what has been sold and what  
        was bought and how often?
A. It should be done every quarter of the year due to the nature of business. 
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