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 Assessment 9 Total Marks: 30 

1. Give short answers for the following questions: (15) 

I. What is technology risk? 
The list of possible sources of technology risk is considerable. Any study of the sources of risk must be geared towards the particular activities of a company. A sample of the sources of risk within the term technology risk is shown on Page 3 of Unit 9 and recorded below: 
· Reduced ability to compete due to a lack of investment in technology 
· Poor technology governance, specifically IT governance 
· Ineffective protection against hacking and viruses, and a resultant loss of information confidentiality 
· Inadequate control of outsourcing 
· Inflexibility of production to be able to produce small production runs economically 
· IT not being aligned to the business objectives 

II. Outline the benefits of technology risk management. 
Businesses benefit from technology risk management in the following ways (U9, P3): 
· Identifying potential market share loss due to a competitor’s improvement in product design 
· Providing a higher quality of information for decision making purposes; enabling a proactive approach towards managing technology projects and maps the risks to investment in technology. (In order to succeed, business leaders will need to take advantage of the new way of conducting business, based on the ever-growing speed of information and create processes and products faster than competitors.) 
· Identifying the threats to current business practices from emerging business-to-customer relationships. 
· Offering insights into the drawbacks of not aligning technology to strategy and business operations 
· Establishing a system of on-going assessment of the latest technological developments in the manufacturing processes (advances in technology improve productivity) 

III. What is ‘intranet’? 
Intranets are computer networks quite like the internet, but are designed for use within a single company. Intranets are less expensive and easier to install than networks. Organisations are using them more and more to circulate internal information, such as job openings, phone directories, marketing, publicity, and training materials (U9, P5). 

IV. Define e-commerce. 
E-commerce (electronic commerce) is the ability to buy and sell merchandise on the internet and do business electronically. Other applicable terms for e-commerce are B2B, i.e., business-to-business, where companies do business with each other, and B2C, business-to-customer, where companies do business with customers over the internet. These are the main types of e-commerce, with B2B making up the largest contingent of trade on the internet (U9, P8). 

V. What is ROI? How it is calculated? 
Return on Investment (ROI) is a key evaluation method (U9, P14). In an IT context, ROI calculations provide a company with an estimate of the percentage return that it will make over a specified period, as the result of investing in a new computer system. 

The ROI is calculated as: 
%ROI = benefits/costs × 100

2. Prepare a technology risk management plan for a business. (15) 

The following issues will need to be attended to in order to create an effective system of technology risk management (U9, P4): 
· Implementation of information security 
· Management of technology investment to secure business objectives and optimise investment advantages 
· Embracing of new e-commerce developments 
· Monitoring of rivals in order to avoid being outmanoeuvred by new technologies being introduced that can shift industrial boundaries 
· Ensuring that the correct information reaches the correct people at the correct time by means of e-mail, intranet and management information systems 
· Understanding the risks of outsourcing and how to control them 

These issues can be largely managed through good IT Governance. 

Having Corporate IT governance is about the board being responsible and using methods to ensure that risk is reduced and assigned suitably. The unavoidable use of IT within companies, a critical dependency for business operations has been created. More and more organisations rely on IT to provide a competitive edge or need to use IT successfully to achieve advantage over competitors. Therefore, company boards must include IT in their good governance programme. (U9, P11).

Proactive use of good IT governance practices will aid the business in mitigating the issues that have been highlighted above by identifying any potential problems before they occur. A thorough review and methodical implementation of the mitigation approaches will ensure the business plan is devised and executed in a structured manner. 

Some helpful approaches are detailed below and will give the risk management plan scope. It will also help determine how the risk management process will be managed and also by who.

· Allocating clear risk accountability tasks, i.e. realising that final responsibility for risk management, rests with the board. Although, the board may delegate responsibility for certain aspects of risk management; they bear the responsibility of ensuring its successful implementation. The board’s responsibilities cannot be renounced. 
· Establishing the company’s IT risk appetite will then guide decisions like outsourcing, business continuity, system integration, insurance, and security. 
· Updating the risk register, proactively controlling risk response actions and frequently reviewing high-level risks at board level are necessary. 
· Ensuring that risk management is ingrained within the management structure will enable managers to respond quickly to changes in risk profiles. They should know in advance how to escalate risk information throughout the company, i.e. what to report, when to report, in what format, in how much detail, and to whom. 
· Understanding that a transparent and proactive approach to risk management ensures competitive advantage. 
· Enabling comprehensive two-way communication is important. IT managers must become good communicators by sharpening their language and presentation skills to make sure the full implications of IT issues are communicated as IT practitioner language can become an obstacle to effective communication. The decision-making ability of the board is dependent on the quality of the information that is provided as is the board’s capability to make judgements. The board needs to know how much IT risk the organisation is taking. 
· Make sure that IT is in line with business objectives and can understand that IT is critical to developing the company. 
· Realise the IT fit. No company can survive while standing still. IT systems must adapt to reflect and be aligned to organisational change. 
· Understanding of the opportunities and risks related to new technology like e-commerce, outsourcing, adopting of new business models and the integration of legacy IT systems within acquired companies with existing IT systems is vital. 
· Keep track of where IT projects overrun, exceed their budgets, require expensive on-going maintenance, or failure to satisfy the needs of the end-users. 
· Understand how important robust return-on-investment studies have been for IT expenditure. 
· Conduct lessons-learnt workshops on all completed IT projects and insist that managers of successive projects study these lessons-learnt reports. 
· Make certain the board is aware of the newest IT developments and that a lack of investment would reduce market share of the company. 
· Analyse the IT industry to identify alternative suppliers to avoid overdependence on a single vendor. 
· Ensure that IT risk is accumulated so that the risk control tasks can be prioritised and that everyone understands the consequences of risk mitigation action, which means that the reduction in one risk does not increase risk exposure elsewhere in the company, to the extent that the overall IT risk is enlarged. 

The risk management plan must also ensure that the board is aware of the newest IT developments and that a lack of investment would only reduce market share of the company. No company can survive while standing still. IT systems must adapt to reflect and be aligned to organisational change (U9, P12).
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