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1. Give short answers for the following questions: 
 i. Provide a brief definition of cybersecurity. 
Cyber Security is the name of safeguards or measures taken to avoid or any disruption from an attack on a data, computers and mobile devices. Cyber Security does not cover the only confidentiality safeguarding and its privacy but also the availability and the integrity of date for its quality and safety
ii. What are the main objectives of cybersecurity? 
its Confidentiality
its Integrity
its Availability and
its quality and safety
iii. Explain what the term ‘rogue software’ refers to.
It is a small, sneaky programs that invade our computers and spread quickly and silently. It misleads users to believe there is a virus on their computers.

2. Explain the difference between an internal attack and an external attack. Provide an example of each and discuss measures than could be taken to prevent such incidents.

Internal attack and External attack are both categorized under cyber crimes
Internal attack is the attack coming from a legitimate member or part of organization on the computer or the network. The attacks are mostly performed by disgruntled employees, dissatisfied or unhappy employees or contractors. The reason for an insider attacker can be greed or revenge and disgruntled employees are often in such state due to reduced pay, demotion and other similar activities. Planning and installing an internal intrusion detection systems (IDS) in an organization can prevent the insider or internal attack.
External attack is when the attacker is either hired by insider or an external entity to the organization. In majority cases the external attacks take place in stealing the core business content, scan and gather information of the organization which may lead to the loss of reputation to the organization. Attacks like trojan, worms, phishing, horse virus are carried away to again access to a targeted computer. Using firewalls generated by an experienced network/security administrator can keeps a regular eye on the log to help traced out the external attacks. Also, the internal intrusion detection systems are installed to keep an eye on the external attacks.

3. There are many reasons why cybercriminals carry out illegal attacks. List some of the reasons for cyber-attacks and the consequences they carry for the victim.

Most often, cyber attacks happen because the criminals want the details of a financial business organization, the customers financial details (eg credit card data),sensitive personal data and also against to again a financial again and other motivations may include:
Espionage- spying on competitors for unfair advantage.
Intellectual challenge- eg ‘white hat’ hacking.
Making a social or political point- eg through hacktivism.

The reasons are :
Revenge-it is when most people take revenge to other person or an organization to defame its reputation and bringing its economical or physical loss and its comes under cyber terrorism
Fun- the new cybercriminal do it for fun because they want to test the latest tool they have encountered in an organization and it will lead to a cyber attack.
Money-most people are motivated to commit a cyber crime to make a quick and easy money.

Also there are cyber attacks like the following
Child Pornography which is the act of possessing image or a video of a minor child (under18),engaged in a sexual conduct.
Cyber Stalking is the act of harassing, stalking and the threats using internet or computer as a medium.it is often done to defame a person and other social networks using the internet which offers anonymity.


