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1. (i)	“Computer forensics” is the application of investigation and analysis techniques to gather and preserve evidence from a particular capturing device in a way that is suitable for presentation in a court of law.  The goal of computer forensics (also known as cyber forensics) is to perform a structured investigation, while maintaining a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it.

	(ii)	Computer forensic engagements are carried out, because they form a very important part of a fraud investigation. It determines the key players involved in the fraud, the information possessed by those players, the time they acquired that information, the documents to which those involved in the fraud had access and their efforts to attempt to hide their actions.

	(iii)	Data can be retrieved from the following sources:

· A company’s general ledger
· A company’s sales database
· Time and expense systems
· User files
· Network drives
· Web logs
· Building access logs
· Other electronic data sources

	(iv)	The following are some of the characteristics of computer forensic analysis:

· Preservation of digital evidence
· Collection of digital evidence
· Validation of digital evidence
· Identification and analysis of digital evidence
· Interpretation of digital evidence
· Documentation and presentation of digital evidence
· Facilitating or reconstructing events

	(v)	The benefits of data analysis include:

· Comparing relevant data from difference sources and systems to show a fuller picture.
· The reduction and even elimination of sampling risk.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Monitoring relevant data trends over periods of time, analysing fluctuating trends and identifying false positives and potential risk factors.
· Testing internal controls and organisational policies for their efficiency in identifying for further analysis.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. The following are legal factors that should be considered before commencing with a computer forensic engagement:

· Is there a subpoena that allows the collection of data?
· Is the scope of the examination limited to relevant data?
· Does the forensic accountant or client have legal authority to gather the data?
· Does the team know to whom the data belongs and are there any privacy concerns?
· Is counsel available to the engagement team under privilege?
· According to statute law, is it necessary for data to be collected and analysed only by a licensed private investigator?
· In cases where data is being collected internationally, is the engagement team aware of law pertaining to international privacy?
· Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?
· Does the expert have the necessary qualifications and licence to provide sound advice? In other words, is the forensic accountant able to withstand challenges?

3. The following are types of tools used by forensic accountants to assist with data analysis:

· Basic productivity software, such as Excel and Access.
· Excel/Office Add-on Data Analysis software, such as Activedata and TopCaats.
· Data Analysis software such as IDEA and ACL.
· Specialty software such as Wizsoft, SAS, SPSS and Qualys.

4. A chain of custody form is commonly referred in acronym usage as a CCR or CoC and references a document or paper trail showing the seizure, custody, control, transfer, analysis and deposition of physical and electronic evidence.  The form should contain the following information:

· Name(s) and signature(s) of the person(s) who is/are providing and collecting the device(s).
· The exact physical location of each devise including the address and room number.
· Every device’s condition, description, make, model and serial number.
· The date and time at which each device was collected.
· Any markings on the device including the case / project number, item number and the initials of the person who has marked the device.
· Details of any methods used for grouping small items into sealed or marked bags.
· Details of transportation packaging.
· Details concerning the sealing of all packages.
· How the evidence is going to be secured (evidence locker usage) and information concerning the signing in and out of the secured evidence by authorised persons for examination purposes.
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