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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate.
1. Short Questions
i. The three main categories of fraud risk factors are management characteristics, industry characteristics, and operating characteristics (including financial stability).
Management characteristics relate to management’s motivation to carry out financial reporting fraud, such as increased involvement in setting accounting principles and financial estimates for the company, responsibility to achieve aggressive financial targets, tension between external auditors and senior management, a history of violations, high senior management or board member turnover, and so on. These characteristics are a reflection of the management’s abilities, style and attitude, the company’s internal controls, and the financial reporting process.
Industry characteristics are the economic and regulatory aspects of the environment in which the business entity operates. They include both stable and volatile features, such as new financial regulations, increased competition, market saturation, and the adoption of more aggressive accounting policies by the company in order to keep up with the industry.
Operating characteristics and financial stability include the nature of the business, the complexity of its financial transactions, the locations where transactions are recorded and disbursements are made, the geographic location of the company’s operating activities, the company’s profitability, and its general financial condition.
Fraud risk factors related to asset misappropriation are classified into two categories: susceptibility of assets to misappropriation and adequacy of controls. Susceptibility of assets to misappropriation is the extent to which a business entity’s assets are at risk of being stolen or becoming the target of a fraudulent scheme. The degree of susceptibility also depends on the nature and type of the asset. Adequacy of controls means the design, implementation and monitoring of the entity’s control mechanism and its ability to detect and prevent fraudulent schemes and misappropriation of assets.
ii. It is difficult to detect corruption and kickbacks because they are usually concealed by legal transactions. Bribes usually involve purchases. Anyone with authority to award contracts or purchase products, such as supplies, inventory, fixed assets, raw materials, software, and so on, are a potential target of fraudulent schemes. Engineers, quality personnel, technical experts and people whose sanction is required before contracts are accepted are also potential targets. Internal controls usually focus more on deterrence than detection because it is hard to detect corruption. Therefore, controls are usually designed to minimize the risk of corruption or fraud. The first step is to assess the areas that are most vulnerable to fraud. 
Control mechanisms include: transparency and integrity in the bidding process involved in asset procurement, frequent rotation of employees through different vendor assignments, using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudsters informing their partners about lower-bidding competitors. Further mechanisms include: establishing a hotline to enable vendors to complain should they be approached by someone seeking to bribe them, enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts, etc. Corrupt schemes usually result in victim companies having to overpay for goods and services.
In addition to those mentioned, the following are other warning signs or corruption schemes: the same vendor for most orders, cost of materials or other purchases not consistent with related activities, extravagant lifestyles of buyers, managers outside the purchasing department making procurement decisions that favour key suppliers, terms and conditions in solicitation documents that restrict competition, abnormally short time for responding to bids.
iii. Benefits of analytical testing procedures include: assessing the company’s ability to remain a going concern; analytical procedures assess a company’s general financial performance, its performance relative to competitors, any future financial problems it may face, and whether it will be able to continue in business or is likely to go bankrupt. Analytical procedures indicate errors in financial statements. If analytical procedures reveal discrepancies between the company’s actual and expected performances, this may indicate accounting errors and irregularities. Implications for detailed audit testing and procedures is also another benefit. If analytical procedures do not reveal any inconsistencies between the company’s expected and actual performances, this may indicate that there are no material irregularities or errors. This would further imply that detailed audit testing may not be needed as the substantive evidence gathered by analytical procedures suggests that the company’s financial performance is fairly reflected in its financial statements. On the other hand, if analytical procedures find material irregularities, detailed audit testing becomes important.
In addition to the benefits mentioned, analytical procedures can also help in identifying unexpected relationships. 
Analytical procedures can therefore draw the following comparisons: current data of the organisation versus historical data from previous accounting periods, actual company data versus budgeted amounts and forecasts, financial data of the organisation versus the industry’s data or data from a comparable company, financial data of the company versus its operational data, i.e. production levels, the number of employees, area in square feet, and so on, data regarding one segment of the company versus those from another segment, such as comparing data on the basis of product, location, employees or division, actual data of the company versus expected results determined by the auditors. 
iv. A person’s inclination to commit fraud is directly linked to their moral values and personal circumstances. A person’s ethical behaviour is determined by personal character as well as certain external factors. These factors include job insecurity originating from downsizing, a negative environment at work, limited promotion prospects, and so on. According to these factors, some individuals are more vulnerable to becoming fraudsters than others. The senior management’s attitude to fraud prevention and their reaction to fraudulent activities is also a determinant. 
Rationalisation and attitude originate from the organisational culture, the psychology of individuals working for the organisation, and the relationship between employees and the company. Therefore, the risk factors associated with this category are not tangible or measurable and are difficult for an auditor to ascertain. Another factor that may make it easier for an individual to rationalise fraud is tough business environment in the industry as a whole. Other risk factors include: vague and unclear ethical values and the non-communication of the organisational ethics, non-serious attitude in dealing with fraud and lack of repercussions, unrealistic budgets and forecasts and non-communication  of expectations, attempts by the management to justify questionable accounting practices and disclosure policies, unhealthy relationship between the company and its auditors, which may include bullying the management, lack of access to data and unrealistic time constraints.
Fraud usually have small beginnings and gradually become larger. Petty fraud, such as using office supplies for personal use and using the office phone for personal calls, has fairly simple rationalisations. 
Some of the rationalisations used to justify financial crime and fraud include: the company will make money in the next financial quarter and no one will ever notice the missing money, this month’s fictitious accounting entry can be reversed by a counter-entry next month; therefore it is not exactly fraud; the company will not incur a loss, management does not take supervision of internal controls and discipline seriously, management itself is involved is dubious transactions in order to and maintains aggressive accounting policies, the people who have been rewarded with promotions have disregarded the means of achieving objectives and have focused only on the attainment of organisational goals, risk-taking is more rewarding than playing it safe, if a little fraud helps the overall position of the company without doing any material harm, then it is justified, the company overlooked my hard work and promoted someone else, so I deserve this, the company does not pay me enough and may fire me soon, so my fraud may make up for the benefits that the company is eliminating.
There must be an opportunity for a fraudster to commit fraud and a perception that a fraud can be committed with impunity. Sometimes the nature and size of a business provides an inherent opportunity to fraudsters. 
v. Risk factors can only be identified and evaluated with a thorough understanding of the context, i.e. the environment in which the business operates, the business entity’s structure and culture, and its internal controls. It is also important to have an understanding of the presence and effectiveness of mitigating factors that reduce the risk of the fraud. 
The act of identifying and evaluating risk factors of fraud is a cumulative process; it is not something that is undertaken only at the planning stage.
vi. Analytical procedures are used during audits to fulfil 3 basic purposes: preliminary analytic procedures, substantive analytic procedures, and final analytic procedures. Preliminary analytic procedures help in providing an insight into the company and point out high-risk areas in order that the nature, timing and extent of audit procedures might be determined accordingly. Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence. Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not.

2. Sometimes managers and employees give in to incentive or organisational pressures and commit fraud. Usually, employees’ remuneration, promotions or bonuses are dependent on their individual performance or their division’s output. In such cases, they may have an incentive to manipulate results or put pressure on other employees to commit fraud. Other kinds of pressures take the form of high expectations from investors, banks and so on. The risk factors may be: factors or circumstances that may have a negative effect on the organisation’s profitability or its financial situation, third parties, such as lenders and investors, who put excessive pressure on the organisation and have unrealistically high performance expectations, poor performance by the company or the possibility of bankruptcy, placing the management’s personal wealth under significant threat, excessive pressure by the senior management or board of directors on any division’s or department’s management to achieve unrealistic performance goals, pressure on the company to retain its stock exchange listing and debt rating, struggle or inability to fulfil debt obligations or to meet merger/acquisition agreements. Some risk factors lead to misappropriation of assets, including: an employee’s or managers personal financial problems that lead them to misappropriate assets, a feeling or resentment and disloyalty in an employee or employees due to their poor relationship with senior management.
3. According to the Statement on Auditing Standards (SAS) 99, carrying out inquiries with management and others, analytical procedures, evaluation of fraud risk and information-gathering lead to the identification of fraud risk factors.
Management and others include executive management, internal audit team, audit committee, and those inside the organisation who are directly involved with operational duties. 
The types of questions that an auditor should ask the management are: is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organisation’s financial statements? Is the management aware of any perpetrated or alleged fraud regardless of materiality? Did the management receive any letters or other communications by ex-employees, analysts, and so on, alleging fraudulent activity? What are the risks of fraud in the organisation according to the management? What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk? What programs or internal control mechanisms has the management put into place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls monitored and supervised? What are the management’s views on ethics and business morals and how are these views communicated to employees? Is the management’s behaviour consistent with these views? How are the company’s operating locations and other business segments monitored? Are there certain segments that are more prone to fraud? Did the audit committee or any other authority receive a report from the management regarding the entity’s control environment? This report would include information on how the company’s internal controls deter fraud, risk assessment procedures, communication and information systems and monitoring activities. Has there been any request to the management or anyone else in the company to alter or withhold information, and to make fictitious transactions or accounting entries? 
Case Study: 
i. Risk areas that the auditor might identify depending on the nature of the business is falsification of inventory records, invoices and shipping records to conceal fraudulent sales of tangible goods, false sales figures for products that have been packaged but will never be shipped to the customer, there may be exaggerated or completely fictitious revenue figures from long-term projects that are not yet complete.  In this case, the expert would have gathered evidence from the man and his family through the medium of interviewing, checked the invoices and transactions made to the residents in the properties bought by the man, the estate agents the properties were bought from as well as checking the paperwork signed, and finally investigated the management at the cleaning company the man works for.
Other sources of relevant information include: press and media reports concerning matters directly or indirectly linked to the organisation’s financial statements, industry publications (such as trade journals), analysts’ reports, data concerning litigation involving the organisation, data mining, public records that are available for background checks and that may confirm the existence of a customer, supplier or employee. These records may contain undisclosed conflicts of interest, possession of assets, judgement and so on. Looking through public records and interpreting the information is a tedious job and requires professional skills if it is to be cost and time efficient. 
The auditor has to make a judgement, deciding which sources of information they wish to incorporate and ensure that the decision is practical, given time and cost constraints. 
The auditor will also need to: check credit card expenses to identify unusual vendors or unusual purchases, conduct regular and surprise audits of employees who are in charge of signing cheques or using credit cards, investigate performance reports for unfavourable balances, analyse vendor payment trends, spot and isolate all purchases without  a purchase order and summarise them by vendor and employee, spot and isolate all purchases below the approval limit and summarising them by vendor and employee, conduct random spot checks of transactions involved in sales commissions for a salesperson or a pay period, carry out investigations into higher rates of returns or higher credit for a salesperson, sort sales and commissions paid by employee and review the relationship between them, keep track of uncollected sales, makes exception reports for employees who have increased their compensation by an unusual percentage over the last year, keep track of all changes in commission rates by designating an independent official for the job. 
ii. Every stage of an audit involves the auditors being vigilant and alert to misstatements indicating fraud. They might then alter their assessments on the basis of new evidence. Auditors may come across new information at the following stages: planning and risk assessment, discussions with employees or with management, audit tests such as control testing, substantive or analytical testing, and review of audit. 
The auditor should be looking for the following red flags: false or altered documentation including backdated shipping or delivery documents, backdated invoices, and alteration of documents that might provide evidence of the correct dates on which transactions occurred. The documents that provide evidence of correct dates include: copies of signed contracts, transaction records stored in the management’s information system, sales journals and registers (which have recorded dates of the transactions), purchase order dates (if the purchase order was dated after the period end, it would be hard to explain the falsified dates on the invoices and delivery documents), dated correspondence concerning negotiations and the actual transaction.
Auditors might use various techniques to detect fraud in revenue recognition, including substantive testing, investigating relevant managers, and calling in forensic accountants to investigate possible fraud.
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