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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 

	1. Short Answers
1(i)	Computer Forensics is a science pertaining to evidence found in computers and digital storage media. The aim of computer forensics is to forensically examine digital media in order to identify, preserve, recover, analyze and present facts and opinions about the relevant digital information.
1(ii)	Computer forensic engagements are carried out for the following purposes: 

Internal control purposes
Internal control has four basic purposes: safeguarding assets, ensuring financial statement reliability, promoting operational efficiency, and encouraging compliance with management's directives. Computer forensic is used as part of internal control in fraud prevention and detection control assessments.

Bankruptcy investigation
In bankruptcy the trustee has the ability to investigate the conduct of the bankrupt prior to being made bankrupt. Any transaction that has the effect of putting assets out of the reach of creditors can be set aside, depending on the circumstances at the time of the transaction. Computer forensic is used in investigations and consultations involving bankruptcy. 

Advisory assistance 
In resolving disputes involving digital information, advisory assistance especially in computer forensic is needed. Such advisory may be used in resolving disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services.

Fraud investigation
Normally computer and other electronic devices are used as the mechanism through which technology is used to commit fraud. Therefore, computer forensic is normally used in fraud investigations in areas such as financial reporting and security investigations, regulatory compliance, and misappropriation of assets. 

Assisting other professionals
Computer forensic expertise may be needed by other professional in the course of discharging their duties. Therefore computer forensic is used to assist other professionals such as Corporate security professionals, internal and external audit teams, outside law firms and individuals, and in-house counsel.

1(iii)	Some sources where data can be retrieved are:
1. Laptop computers
2. Removable disks
3. PCs and workstation printers
4. Solid state storage
5. Fax machines
6. Thumb-drives
7. IP telephones
8. Tapes
9. Personal digital assistants
10. CDs and DVDs
11. Cell phones
12. E-mail – server or remotely stored
13. Scanners
14. Voicemail on telephone systems
15. Copiers
16. Recycle bin
17. iPods and MP3 players
18. Instant messenger
19. Mainframes and servers
20. Data stored in the “cloud”

1(iv)	A computer forensic analysis has the following characteristics:
Sound and replicable methodologies
Computer forensic analysis should be able to apply methodologies which are generally acceptable and which are replicable.
Acceptable practices
Another important characteristic of computer forensic analysis is the use of acceptable practices in other words using practices that have been able to withstand challenges in the past.

Acceptable software
There is a number of software used in data analysis. For the purpose of forensic data analysis it is important for forensic accountant to use software that is acceptable in the forensic profession.

Reproducible results
Results yield by computer forensic analysis should be the one that can be reproduced in case someone wants to validate the originality of the output.

Documentation
In any assignment where the work performed may be needed as evidence, documentation is very important. Every work done should be clearly and systematically documented to enable trail of evidence that can be acceptable even in the court of law.
 
1(v) Benefits of using data analysis include:

Reduction, and even elimination, of sampling risk.
Sampling risk is the possibility that conclusion reached based on a sample is different from that reached if the entire population was subject to audit procedure. Computer data analysis procedures allow examination of all or 100% of a client's records or books. 

Data comparison
Computer data analysis enables forensic accountant in comparing relevant data from different sources and systems to show a fuller picture.

Trend analysis
Computer data analysis helps in monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.

Identification of risk criteria 
The use of computer data analysis can assist in identifying and extracting certain risk criteria quickly from the entire data population for further analysis.

Testing internal control
The efficacy of internal controls as well as organizational policies in identifying weaknesses can be tested by using data analysis methods.

Unveiling unknown trends
The use of data analysis techniques can be used in identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. The legal factors that should be considered before starting computer forensic are:
Existence of subpoena
To ensure that the exercise complies with the requirement of the law, forensic accountant should ensure that there is a subpoena that allows collection of data. The subpoena also provide assurance of getting the required data since any person who receives it but does not comply with its terms may be subject to civil or criminal penalties, such as fines, jail time, or both.

Availability of counsel
Before starting computer forensic engagement, the team should ensure that counsel is available to the engagement team under privilege.

Possession of necessary qualifications
The computer forensic team should ensure that the forensic accountant is able to withstand the challenges. The expert must have the necessary qualifications and licenses to provide sound advice that may not be challenged before the court of law.

Compliance with the law
The team should ensure compliance with the local laws regarding necessary conditions to be fulfilled before collecting and analyzing data, for example, it may be necessary for data to be collected and analyzed only by a licensed private investigator.

International laws
In case the engagement involves collection of data internationally, the team should be aware of the laws pertaining to international privacy. The team should ensure that there is required expertise to comply with the laws pertaining international privacy.

Legal Authority to gather data
It is important to ensure that the forensic accountant who is carrying out the engagement or the client have legal authority to gather the required data.

Legal Authority to gather data
The engagement team should establish the owner of the data and establish if there is any concern regarding data privacy. The data owner should be aware of the data collection exercise and all privacy concerns should be properly addressed by the engagement team.

Scope of examination
Before commencement, the engagement team should establish whether the scope of the examination is limited to the relevant data or not. 

Restricted Data
The engagement team should consider the possibility of finding data such as those related to national security issues or child pornography or any other data not allowed by the law and plan procedures to report such data to law enforcement authorities.


3. Tools used by forensic accountants in data analysis include Basic Productivity Software, Excel/Office Add-on Data Analysis Software, Data Analysis Software and Specialty Software.
Basic Productivity Software

Among the tools which can be used by forensic accountant in data analysis is the basic productivity software such as Microsoft Excel and Microsoft Access. In order to use such software, the forensic accountant would need intermediate or advanced expertise in the use of the product. Forensic accountant may use software used for other business purposes as well. 

Excel/Office Add-on 
Forensic accountant may also use intuitive programs with user friendly utilities that leverage programs like Microsoft Excel and other Microsoft products in order to perform data analysis. Such programs do not need much expertise as they can be used by beginners in data analysis without incurring high training or implementation expenses. Programs in this group include ActiveData and TopCaats.

Data Analysis Software
Another group of tools available for forensic accountant to do data analysis is Comprehensive data analysis programs. These programs can support various investigative activities, such as converting multiple electronic formats into a single format that can be used. Example of software in this group is IDEA and ACL.

Specialty Software
Specialty software are advanced data-mining tools for analyzing the data, issuing predictions, revealing interesting cases, and revealing errors and frauds. Such tools can be used to facilitate advanced data analysis inquiry or special investigative purposes. Software in this group include WizSoft, SAS, SPSS and Qualys. 



4. In computer forensic, a chain of custody form is a trail document that shows the seizure of the device, custody of the seized device, control, transfer, analysis, and disposition.
The document maintains records of the collection, storage and transportation process to ensure no damage that may impact the credibility of the entire examination.

A chain of custody form contains the following information:

Name of releaser& receiver
The form contains information which can help to identify the person who released the device and the person who received the same. Therefore the form should show the name of the person releasing the device, his/her ID and signature. Likewise, the form should show the name of the person receiving the device, his ID and signature.

Location
The form provides information which can assist in locating the devices. For that case the form should show the exact physical address of each device including the address of the office/building, floor number (if applicable) and room number.

Description of the device
Important information to be included in the form is the description of the device. Clear information that describes the device collected should be maintained in the form. Such description is the make, model, serial number, condition and original marks (if any).

Collection date
In order to support the investigation process the data should be collected in a relevant period of time. For that very reason the form should provide clear timing of collection of the devices therefore the form should indicate the date and time at which each device was collected.



Markings
Normally, when devices are collected they are also marked by the collector. Therefore, the form should also indicate the Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to note that while marking it is important to avoid any damage to the device.
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