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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	QUESTION 1

i. Computer forensics pertains to forensic evidence collected from computing devices or other digital storage media. 

ii. Computer forensics engagements are important as they enable identification, collection, preservation, and analyzation of evidence found in computers in a way that does not compromise its integrity so that it can be used in a legal case. 


iii. Some sources from which data can be retrieved are system logs, intrusion detection and prevention systems (IDPS), file systems and computer memory images (Nigrini, 2020, p .136). 

iv. The characteristics of a computer forensic analysis are:
1. Application of scientific methods. The tools used in computer forensic analysis must be scientific and are verified in a scientific approach. 
1. There is collection and preservation of evidence (Nigrini, 2020, p. 131).
1. The collected evidence is validated using scientific methods. 
1. The evidence is analyzed and interpreted accordingly. 
1. Once the information is processed and interpreted, it is documented and presented in a legal case. Chernor H. Barrie, 22188,11,2


v. The benefits of data analysis are:
1. It allows the investigating team to identify possible trends in the data that are important for the investigation. 
1. It allows for comparison of data from an investigation with data from similar investigations as well as symptoms. 

QUESTION 2

The legal factors that should be considered before starting computer forensic engagement are listed as follows:
1. Admissibility of the evidence to be collected (Crain et al., 2019, p. 142) 
1. Privacy 

QUESTION 3 

The tools used by forensic accounts for data analysis are:
1. SANS SIFT
1. Pro Discover Forensics
1. Xlico
1. Xways Forensics
1. CAINE
1. The Sleuth (Crain et al., 2019, p. 142)

QUESTION 4

A chain of custody form is a document that contains information regarding records of individuals who maintained control of the evidence items (Crain et al., 2019, p. 142).  

It contains information appertaining to time and date of evidence collection, type and serial number media, the credentials of the media’s owner, reason for collection and the case number. 
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