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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	1. I.  Technology risk is that uncertainty that the scientific mechanical tools, instruments and software, designed to improve and advance productivity via technology, stand a chance of either being insufficient, inappropriate, flawed or mismanaged and may therefore fail. The possibility of failure is the risk. Therefore, if a computer software designed to ensure the authenticity of Passports does not detect a fake one, it has failed. The technology risk has therefore materialised.

ii. Technology risk management has several major benefits. In the first instance, it is important to understand that technology is central in modern day living but has so many risks of failure that will adversely interfere with our way of life, that we cannot afford for it to fail. Therefore then, perhaps the number one benefit of technology risk management is the maintenance of our quality of life so far as technology drives it. This is beneficial both on a personal and business level.  A scenario is that the risk of a data hack is so great that it has to be managed via systems and software codes to prevent information loss. 
Because business today is so heavily reliant on technology, in many cases it lies at the core of the competitive market. Businesses take advantage of market volume by keeping on the cutting edge of technological improvements. They pay close attention to their competitor’s advancement in order to counteract their market share. The risk here is the chance of being overtaken technologically and losing market volume. In an effort to remain afloat, these real risks have to be managed. This underscores the benefit of technology risk management.
As part and parcel of the benefit explained in the preceding paragraph, a derivative is the identification of the emerging business-to- customer relations threats to current business practices. The continuous use and upgrade of technology is critical to business growth. If the risks are not well managed, a business will find itself with an outdated technology which will in turn reduce its relevance. Managing the risk provides the benefit of knowing its potential market share loss due to a competitor’s product improvement. Having acquired this in-depth quality information, things can be put in place to augment its success.
iii.  Intranet as the prefix “intra” connotes is an in-house or private network of an enterprise. The technology links with the World Wide Web or Internet information by way of gateway computers to its own Servers. These are used to manage the information that is accessible within the institution.  All computers within the establishment are linked to this network and each other for communication purposes. 
IV. E-commerce is a modern day terminology which explains the manner in which commercial business activities are conducted electronically over the internet. Today a large volume of transactions are conducted in this manner through the Banking system, on-line enterprises such as E-bay, Pay pal and even Western Union.  Companies big and small as well as private individuals, capitalize on this electronic business sector by setting up Web Sites through which they advertise and do business with customers.
              The use of credit and debit cards as a means of electronically transferring money across       the world by way of the internet has made e-commerce an astounding development.
V.  Return On Investment ( ROI), is a business mathematical formula  which seeks to  calculate the financial  benefits derived  from the investment made in an enterprise. Usually this investment is money (it can also be time, ideas, advice and other tangible and intangible resources). 
Return On Investment is an evaluation method which by using the formula NET PROFIT/TOTAL INVESTMENT X 100% provides a company with an estimate of the percentage return that it will make over a specified period (usually a year). Therefore if one invested $5000 and at the end of the year it grew to a value of $7500, the annual Return On Investment is: 2500/7500x100= 50%.
0. The following is a technology risk management plan for a Media business.

MISSION
The mission of Information Technology Risk Plan is to protect critical information resources that support this Media Network’s mission of accessing, storing, assessing, reproducing and disseminating news information to its global audience. 
GOAL
The goal of this risk management plan is to protect the Media Network’s systems, services and data against unauthorized use, disclosure, modification, damage and loss thereby impeding its ability to perform its mission.
OBJECTIVE
The objective of technology risk management is not to eliminate all risks, but rather to keep them within the business’ risk appetite.
DEFINITIONS
RISK:
  A combination of threats, vulnerabilities and impact consequences.
RISK MANAGEMENT:
 The act, manner or practice of supervising or controlling risks.
AVAILABILITY:
The ready accessibility of data or information and its subsequent ability to be used upon demand by authorized staff.
COFIDENTIALITY:
The property that data or information is withheld from unauthorised persons.
INTEGRITY:
The property that data or information have not been compromised or destroyed in an unauthorized manner.
INFORMATIONRESOURCES/ASSETS
AN IT application or infrastructure platform which is readily provides support or help in the execution of daily operations.
INTRODUCTION
The Global Media Network is committed to ensuring that information, being a critical asset; is managed, controlled and protected in the manner that meets and surpasses internationally recommended and accepted standards. News items must be available via its Web Site when needed. 
GOVERNANCE
The Management Information Office led by a Chief Information Systems Security Officer, shall be charged with the responsibility of delivering within the time frame, the objectives of this plan. 
Participants of the process will include the following critical personnel:
Chief Information Officer
Chief Information Systems Security Officer
Executive Security Council 
Technical Security Council.
The Office will regularly as per schedule, report to the Chief Information Security Officer who in turn will report to the Chief Information Officer and the Board of Directors.
CONTENT OF TECHNOLOGY RISK PLAN
INITIATIVE PHASE 1- POLICY, STANDARDS and GUIDELINES FRAMEWORK
In this phase, the Policies, processes, procedures, standards and guidelines are drafted. Legal, Compliance and Audit personnel will examine the drafts, review and make comments. The standard is ISO/IEC27001 code of best practices for information security.
The most notable benefits are: 
Clear security baselines for all departments
Policy based foundation to measure progress
Consistent application across the global enterprises.
THE ADJUSTMENT COMMITTEE: This is deemed necessary because as the policies etcetera are implemented, monitoring and treatment of issues have to take place. 
PHASE 2- INFORMATION SECURITY RISK MANAGEMENT
The risk management committee is prominent at this stage of the plan. Its composition includes: IT staff, Internal Audit and Compliance departments. The primary committee goal is Data loss prevention, improved security of system and network services and proactive risk management.  It is therefore required to meet bi-weekly to share information and train participants. The benefit to be derived is the provision of a defence system to prevent attacks and locate where attacks may have been successful.
THE ADJUSTMENT COMMITTEE:  Oversees the progress of the plan and continue to make any adjustments to the policies and procedures to ensure alignment with the goals and objectives.
PHASE 3-FULL DEPLOYMENT
A lot of activities take place in this phase of the plan. A flexible Identity and Access Management system is now in place to manage the heterogeneity of the global media network. Authentication and authorization services ensure the systems optimum security at all times. Repeatable and uniform access control features compliment the risk management practices.
The security architecture at this stage is tiered. It then provides the ability to separate resources based on such things as criticality. 
The scope is expanded to include natural disasters, fire and other non-IT specific events that can have catastrophic consequences.
Information security awareness training is an ongoing exercise. Mainly this is in-house. External Facilitators are also recommended. Training serves to inform employees of their responsibility for protecting the information in their care. There must be a zero tolerance stance against information leakage and misuse of technological devices.
CONCLUSION
This Technology Risk Management Plan was formulated by International Risk Managers (IRM) on behalf of Global Media Network. IRM assures that as the scope of the assessments expand, the direct ties between the information system resources and business processes will become clearer and better defined. No system is free of risks. Nevertheless, this plan guarantees a 90% Return on Investment ( ROI).
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