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1.

i.	Corporate objectives and principles are its policies, while the organization’s actions taken to ensure that objectives are achieved are termed procedures. The company’s fraud policy is a source indicating the company’s fraud prevention measures, actions that have been taken to detect and respond to fraud, and the efficacy of the anti-fraud environment. (Singleton & Singleton 2010, p. 133 & 134). According to Coderre (2009, p. 12), fraud policy sets out the responsibilities of management and staff when they suspect that fraud is occurring. He further states that fraud policy is critical to any fraud awareness program as it sets the tone for the company and for its employees, shows management’s determination to deter fraud, and describes the way fraud will be handled by the company. In contrast, procedures are appropriate actions taken to ensure proper handling of possible fraud, protect employees from wrongful allegations, and to reduce the opportunity for successful litigation by suspects, victims, or witnesses. The procedures also reduce the impact of emotions and the opportunity for discrimination, and create an atmosphere of trust by setting the stage for the fair and equitable treatment of all employees (p.13).
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ii.	Singleton & singleton (2010, p.135) list techniques that help increase the perception for detection as follows:

· Surveillance
· Anonymous tips
· Surprise audits
· Prosecution
· Enforcement of ethics and fraud policies
· Catch me if you can!




iii. 	Fraud detection is a conventional responsibility of the internal auditors (Golden et al. 2006, p.164). According to Silverstone & Sheetz (2007, p.17), the ACFE report 2004 reported that initial fraud detection of 24% is by internal audit. For example, the WorldCom scandal was discovered by the internal audit unit of the company (Rezaee & Riley 2010, 206).  According to Rezaee & Riley (2010, p.213), the internal audit help in fraud detection in the following ways as outlined in the statement on internal audit standards;

· Have sufficient knowledge in fraud to identify red flags and symptoms that indicate that fraud may have been committed.
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· Be alert to opportunities, such as weak internal control, weak audit committee that could allow fraud to occur. In addition, other test should be done to identify other indicators of fraud, for example unauthorized transactions and uncommonly large product losses.
· Evaluate the identified symptoms and opportunities, investigate the probability of the occurrences, and determine actions necessary to reduce their probability of occurrences.
· Notify the appropriate authorities within the organization if a determination is made that there are sufficient indicators of the commission of a fraud to recommend investigation.



iv.	The commanding approach in fraud detection is directive approach. This approach, clearly states that if someone steals, they will be caught and fired from their job. In taking this approach, the entity does not take measures to prevent fraud. If a fraud occurs and is detected, the accused is simply fired without a prosecution. In such a case, the management itself would be shocked to learn that someone had committed a fraud (Singleton & Singleton 2010, p.137&138).
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v.	Precautionary approach (also known as preventive approach) refers to creating and maintaining environments where the opportunity is removed and the risk of specific fraudulent activity is minimized, while detective approach is the process of discovering the existence of fraud and active search of potential fraud (Kranacher et al. 2010, p.33). As stated by Goldmann (2009, p. 127), precautionary approach is more cost-effective approach to minimize fraud losses than detective approach. Further, he states that because precautionary approach is not feasible for all the time, detection approach becomes necessary. When precautionary approach is adopted, potential victims avoid the cost related to detection (Kranacher 2010, p.33).
The two approaches are used for fraud detection. According to Singleton & Singleton (2010, p. 138), in a precautionary approach, measures are taken to screen out potential fraudsters; these measures include background checks for previous criminal records and credit reports. Active and efficient internal controls also contribute to fraud prevention. Segregation of duties to the extent that the management must override controls or people must collude in order to commit fraud is also a tactic used in the precautionary approach. 
Detective approach, on the other hand, entails setting up strong accounting controls and an internal audit function to monitor transactions against potential frauds. The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits (Singleton & Singleton 2010, p.138).
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vi.	An internal control system comprises the policies, process, task, behaviours and other aspects of a company that, taken together facilitate its effective and efficient operations, ensure the quality of internal and external reporting, and compliance with applicable laws and regulations (Pickett 2010, p. 248). Management is responsible for the implementation of good controls by determining the need for control, design suitable controls, implement these controls, check that these controls are being applied correctly, and maintain and update the controls (p. 249). Internal controls include a comprehensive set of documented policies and procedures designed to ensure that activity within an organization is authorized, approved, transacted, and reported in a prescribed, consistent, and conforming manner (Pedneault 2009, p.144). According to Silverstone & Davia (2005, p. 182), some internal controls are designed to be fraud specific or fraud related apart from those mainly designed to ensure the integrity of accounting system of an organization, and the purpose is to prevent or deter fraud. 

COSO defines an internal control as “a process, effected by an entity’s board of directors, management, and other personnel, designed to provide reasonable assurance regarding the achievement of objectives relating to operations, reporting, and compliance” (Rezaee & Riley 2010, p.218). According to COSO, three categories of objectives allow management to focus on different aspects of internal control: Operations objectives relate to how effective or efficient an organization operates, and they include operational and financial goals along with safeguarding assets against loss; Reporting objectives are about financial and nonfinancial reporting whether internal or external, and they also include standards set by regulators or an organization’s policies regarding the timeliness, reliability, 
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[bookmark: _Hlk523868966]or transparency related to reporting; and compliance objectives relate to the adherence to laws and regulations to which an organization may be subject (www.acfe.com). After the executives set the objectives, they must develop an internal control process that addresses all five components such as control environment, risk assessment, control activities, information and communication, and monitoring activities. These internal control components relate to the objectives of the internal control (Rezaae 2002, p. 212).

According to Singleton & Singleton (2010, p. 141), internal control activities that organizations can adopt in order to prevent fraud activities are:

· Proper authorization procedures 
·  Adequate documentation, records, and audit trail
·   Physical control over assets and records
·  Independent checks on performance 
·  Monitoring of controls


2.	According to Singleton & Singleton (2010, p.157-160), an appropriate fraud policy is the best starting point for developing an efficient fraud response. This step must be undertaken before a fraud actually occurs or before the specifics of an anti-fraud program are determined. While developing a fraud policy, there are several issues that need to be considered. The first is the definition of fraud. Fraud must be properly defined, clear all ambiguities such that employees would be certain about what constitutes a fraud to the employer.
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Let us suppose that an employee “borrows” the employer’s camera. This employee uses the camera to take pictures of his/her personal property or personal belongings and then uses the company’s computer to set up an eBay account and sell his/her belongings all during work hours. Might this be categorized as a fraud? If no proper definition of fraud is determined, it would in all likelihood be subject to judge or jury interpretation when there is litigation.  However, if the entity had used the ACFE’s definition of fraud in its fraud policy and made all employees sign it to secure their agreement, there would be much less doubt regarding the term “fraud” in the courtroom. The same policy could be applied to employees who “borrow” heavy equipment for their personal use over the weekend, as it is not required until Monday. Therefore, it is important that the company craft a definition of fraud and make it a part of their fraud policy.  The following should be considered when defining fraud:
· Any dishonest or fraudulent act
· Violation of fiduciary responsibilities
· Misappropriation of funds, securities, supplies, or other entity assets
· Unauthorized use of the entity’s assets, such as equipment and computers for personal use.
· Improper handling or reporting of money or financial transactions.
· Earning profits from insider knowledge of entity activities.
· Disclosing confidential and proprietary information to outside parties.
· Disclosing securities-related activities of the entity to outsiders.
· Accepting or seeking anything of material value from contractors, vendors, or persons providing services or materials to the entity. Gifts worth less than $50 are an exception.
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· Destruction, removal, or inappropriate use of records (paper or digital), furniture, fixtures, or equipment.
· Malicious activities involving the entity’s computers, systems, or technologies
· Any violation of a relevant legal act

The entity’s fraud policy should also include the methods management will adopt when irregularities are detected or suspected. It should include questions such as who, what, where, and when in connection with any tips or complaints that are received and to whom such tips should be reported.
The policy should ensure that the anonymity of the person providing the tip is maintained. The policy should clearly specify how such reports should be investigated, in addition to avoiding the occurrence of false or mistaken accusations, thereby alerting the suspect that an investigation is underway. Special care should be taken not to disclose any information on the investigation or the status of the investigation unless it is authorized by the management or required for legal reasons. The policy should be particular about maintaining confidentiality for the sake of innocent employees who may have been swept up into the investigation and for the whistle-blowers and tipsters.
[bookmark: _Hlk524764349]The consequences an employee will face if found at fault of committing a breach of the fraud policy should also be considered by the entity. For example, the entity should have a guiding principle to decide as to whether criminal prosecution or civil litigation would be pursued based on the quantum of the loss, position of the employee, or any other important factors the entity may deem appropriate in pursuing prosecution.
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The policy may also need to address when an attorney would be involved, which may be best in the majority of the cases, if not all cases. It could be that the entity has an attorney on retainer or internal legal counsel in which case that person would be consulted on each investigation, either at the beginning or during the investigation. Because of the possibility that any investigation may end up in litigation, criminal or civil, the employment of an attorney early in the investigation is usually wise.
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