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Marking Criteria:
We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 

ASSIGNMENT #9: FRAUD RISK ASSESSMENT

1. Give short answers for the following questions: (20 marks)

i. Outline the factors on which fraud risk assessment depends.
Fraud risk assessment is the process aimed at proactively identifying and addressing an organization’s vulnerabilities to internal and external fraud. The objective of a fraud risk assessment is to help an organization identify what makes it most vulnerable to fraud. Two of the main factors on which fraud-risk assessment depends, at the very fundamental level would include:
1- The probability of fraud (the likelihood of an event occurring)
2- The impact of fraud (the magnitude of the event)

Risk assessment factors can be considered on different levels such as entity, behavioural, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc The factors on which the fraud risk assessment depends are detailed as follows:

1.  Nature of the business it is in
Some industries and organizations are more vulnerable to theft, fraud and embezzlement than others. While ACFE statistical results show the industries that need to hire Certified Fraud Examiners (CFE), they may also indicate different industries’ susceptibility to fraud. A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well.

2. The environment in which it operates
The working environment and organizational culture also determine the possibility of fraud along with the ability of management to incorporate risk management practices.

3. The effectiveness of its internal controls 
Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions

4. The ethics and values of the company and its employees
An embezzlement or theft can only be successful with the combination of executive and employee personalities. A risk assessment process should also take into consideration the various fraud schemes that may occur during the process of an anti-fraud program. For example, in financial statement frauds, the executives of the company are the ones most likely to commit fraud; therefore, a risk assessment process should take them into consideration. Similarly, in asset misappropriation cases, a trusted employee will be the most likely culprit. Corruption cases may involve a trusted employee as well as someone on the outside who is colluding with the internal fraudster.

5. The economic condition:
The prevailing economic condition is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more. In a 2008-2009 survey ACFE asked 507 CFEs to report fraud that had occurred since the beginning of the economic crisis. According to this survey, more than half of the CFEs reported that fraud had increased during the economic downturn.


ii. What are the main concepts about risk assessment?
Risk assessment is the process of analyzing potential losses from a given hazard using a combination of known information about the situation, knowledge about the underlying process, and judgment about the information that is not known or well understood. Risk is difficult to measure quantitatively. There has to be a base against which to measure the impact of potential losses caused by potential fraud. 

Fraud risk assessment is 
a) A process aimed at proactively addressing an organization’s vulnerabilities to both internal and external fraud.
b) Identification of fraud risk and prioritization of fraud risk that exist in a business.
c) It also provides education, communication, organizational alignment and action around effectively managing fraud risk and identifying new fraud risk as they emerge.
The importance and difficulty associated with the task of measuring risk reinforces the need for a diverse, organization encompassing team capable of making informed and logical decisions during risk assessment.

1. Measures and Relationships
Assessing fraud risks necessarily involves looking at how employees—including top management—interact with the resources of the organization. Their incentives and opportunities compose one of the legs of the Fraud Triangle that is mostly determined by the organization itself. As such, the risk assessment effort has to be very clear and detailed about how controls, policies, and procedures interact with specific roles. It is important to note that the sources of these risks may be external as well as internal, especially in highly networked and data dependent operations.

2. Inherent Risk
It is the relative likelihood and potential significance of identified fraud risks based on historical information, known fraud schemes, and interviews with staff, including business process owners. In the process of risk assessment, inherent risk is measured as a percentage or simply as high, medium or low. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility. 

3. Controls Assessment
During this process, auditors and other team members determine the controls that have been put in place to prevent fraud and mitigate the effects of a particular fraud scheme. Controls assessment is similar to the process of determining inherent risk as it can be expressed both as a percentage and a level (high, medium, low). It is important to consider that people occupying key positions in the organization, with access to internal controls, are able not only to identify weaknesses in controls but also to exploit those weaknesses and commit fraud.

4. Residual Risk
Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.

5. Different Entities to Assess
In large organizations, a single risk assessment is not enough, and it is important to conduct separate risk assessments. Different assessments and different teams are needed for each business unit, each important business process being conducted in those business units, corporate units comprising executives, and any other element or entity identified by leaders or the team. The larger the organization, the more layers that are required, such as business units rolled up to subsidiaries, leading up to corporate, where higher risks lead up to the specific unit associated with a specific risk. 

6. Fraud Schemes Checklist
Use of the appropriate taxonomy of fraud schemes is another approach to risk assessment. The ACFE fraud tree is a useful tool for determining the initial list of fraud schemes, and it may work particularly well. This may include inherent risk assessment for that fraud scheme in a particular entity or business process. It includes efficiency of internal controls, residual risk, and indicators and red flags that help in detecting this fraud scheme.


iii.  What are the internal factors that should be considered for fraud risk assessment?
The internal factors that should be considered for fraud risk assessment include the following:
· Lack of monitoring activities.
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.
· Conflicts on interests in managers/employees like ownership interests in suppliers.
· Instances of a particular fraud occurring in the past.
· Absence or weak IT security system within an organization, like instances of restricted system access, restricted application access, and program change controls.


iv. What is ‘inherent risk’?
Inherent risk is the relative likelihood and potential significance of identified fraud risks based on historical information, known fraud schemes, and interviews with staff, including business process owners. Risks that are present before management actions are described as inherent risks. 

Inherent risk is the probability of loss based on the nature of an organization's business, without any changes to the existing environment. The concept can be applied to the financial statements of an organization, where inherent risk is considered to be the risk of misstatement due to existing transactional errors or fraud. 

Inherent risk associated with a fraud scheme is determined by the risk assessment team for the entity or a particular business process. In the process of risk assessment, inherent risk is measured as a percentage or simply as high, medium or low. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility. 

Inherent risk is considered to be more likely under the following circumstances:
Judgment. A high degree of judgment is involved in business transactions, which introduces the risk that an inexperienced person is more likely to make an error.
Estimates. Significant estimates must be included in transactions, which makes it more likely that an estimation error will be made.
Complexity. The transactions in which a business engages are highly complex, and so are more likely to be completed or recorded incorrectly. Transactions are also more likely to be complex when there are a large number of subsidiaries submitting information for inclusion in the financial statements. Another example of complexity is when an organization routinely engages in derivative transactions. [footnoteRef:1] [1:  An article on 'Inherent Risk' available at: https://www.accountingtools.com/articles/what-is-inherent-risk.html, dated February 7, 2018.] 


Other factors determining inherent risk are:
Rapid change: A business whose inventory becomes obsolete quickly experiences high inherent risk.
State of the economy: The general level of economic growth is another external factor affecting all businesses.

Availability of financing: Another external factor is interest rates and the associated availability of financing. If your client is having problems meeting its short-term cash payments, available loans with low interest rates may mean the difference between your client staying in business or having to close its doors.


v. Define the term ‘residual risk’.
Residual risk is defined as follows:
(a) In ISO 27001 and ISO 31000 as the risk remaining after risk treatment. 
(b) COSO's Enterprise Risk Management Integrated Framework (2004) says it's the risk remaining after management's response to the risk. 
(c) The COSO Integrated Internal Control Framework (2013) defines it in the context of objectives as 'the risk to the achievement of objectives that remains after management’s responses have been developed and implemented'.
Hence, the risks that remain after management action are described as residual risks. Moreover, it may be defined as the modified risk after internal controls have been implemented and monitored and the effect of their findings considered. Residual (or net) risk is the level of risk with all the measures and controls in place.

An example:
Think of the risk of the office building burning down. We have fire alarms and we have fire extinguishers, both measures to mitigate the risk. The inherent risk is probably assessed as the entire building burning down, say a value of 4M Euro with a certain likelihood, say once every twenty years. This is a pretty high risk, as it is likely to happen sometime during your career in that building. The measures that are taken will reduce this risk to a likelihood of once every fifty years and an impact of 200k, because the fire will be contained in a smaller area.[footnoteRef:2]  [2:  ‘Assessing risks: Inherent or Residual’, September 29, 2015, available at: http://www.bwise.com/blog/assessing-risks-inherent-or-residual/obj5382859.] 


We see why it is important to assess both inherent as well as residual risk. The residual risk will tell you whether you need to be nervous about the existing situation. When the residual risk is high, clearly you need to take extra measures.

Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.
The objective of any risk assessment program is to make residual risks significantly smaller than inherent risks. Risk tolerance varies from company to company. While some companies may want only to address fraud risks that could have a material financial impact, others would want to have a more robust fraud response program. There may be certain fraud risks that a company considers too expensive and time-consuming to address via controls. Consequently, they may decide not to put controls in place to address such risks. However, if a fraud is discovered, zero tolerance for fraud will be applied.

Management needs to implement the right level of controls based on the risk tolerance it has established for the agency. The key is to be selective and efficient. There are probably thousands of potential controls that could be put in place. The goal is a targeted and structured approach —not an unstructured or haphazard approach — and efficient controls that deliver the most benefit for the cost of resources. The overall objective is to have the benefit of controls exceed their cost. 



2. Prepare a fraud - risk assessment check list for any business of your choice. (10 marks)
I would like to prepare a fraud-risk assessment checklist for an organization in the United Arab Emirates, ‘Technical Resources Est.’ providing a wide variety of engineering services to businesses all over the U.A.E. since 1985. I have classified the factors based on the three parts of the ‘Fraud Triangle’, namely, incentives and pressures, opportunities and attitudes and rationalization, in assessing the risk of the company. 

	
	Yes
	No
	N/A
	Comments

	INCENTIVES & PRESSURES

	Is the company’s financial stability or profitability threatened by economic, industry or operating conditions?

	1.
	Is there high competition or market saturation, accompanied by declining margins?
	
	
	
	

	2.
	Is the company vulnerable to changes in technology?
	
	
	
	

	3.
	Is the company vulnerability to changes in interest rates?
	
	
	
	

	4.
	Are there recurring negative cash flows from operations?
	
	
	
	

	5.
	Are there any new accounting, statutory or regulatory requirements?
	
	
	
	

	Does excessive pressure exist for management to meet requirements or expectations?

	6.
	Are there any overly optimistic press releases or annual report messages?
	
	
	
	

	7.
	Is there need to obtain additional debt or equity financing to stay competitive?
	
	
	
	

	8.
	Is there need to obtain additional debt or equity financing for research and development or capital expenditures?
	
	
	
	

	9.
	Are there any debt repayments coming in the near future?
	
	
	
	

	10.
	[bookmark: _GoBack]Is there a need to avoid poor financial results due to pending business transactions like contract awards etc.?
	
	
	
	

	11.
	Is there a need to achieve financial targets required by bond covenants?
	
	
	
	

	Does the available information indicate that personal financial situation of management and decision makers is threatened by the company’s performance?

	12.
	Do decision makers and management have significant financial interests in the company?
	
	
	
	

	13.
	Are management compensations linked to achieving aggressive targets for stock price, operating results, financial position or cash flow?
	
	
	
	

	14.
	Are there any personal guarantees for company loans or debts?
	
	
	
	

	15.
	Are management or operating staff under excessive pressure to meet financial targets?
	
	
	
	

	OPPORTUNITIES

	Does the nature of the business or the company’s operations provide opportunities for fraudulent financial reporting?

	16.
	Are there any significant related party transactions not in the ordinary course of business or not audited by an external auditor?
	
	
	
	

	17.
	Does the company have a strong financial presence or ability to dominate the industry that allows it to dictate terms to suppliers or customers?
	
	
	
	

	18.
	Are assets, liabilities, revenues or expenses in the company based on significant estimates that involve subjective judgments?
	
	
	
	

	19.
	Are there any highly complex transactions especially close to year- end?
	
	
	
	

	20.
	Are there significant operations located across jurisdictional borders where differing business environments and/or regulations exist?
	
	
	
	

	21.
	Are there any business intermediaries for which there appears to be no clear business justification?
	
	
	
	

	22.
	Are there significant bank accounts or subsidiary or branch operations in tax-haven jurisdictions for which there appears to be no clear justification? 
	
	
	
	

	Is the monitoring of management not effective?

	23.
	Is there any department where the management is dominated by a single person or even a small group?
	
	
	
	

	24.
	Is the oversight process by those responsible for corporate governance effective?
	
	
	
	

	25.
	Has the management ensured that no single employee or group of employees in collusion can commit a fraud that would place the organization at risk of collapse?
	
	
	
	

	26.
	As per organizational policy can the management immediately dismiss anyone who has committed fraud?
	
	
	
	

	27.
	As per organizational policy, are all frauds reported to the authorities and do they press charges?
	
	
	
	

	28.
	Have the reasons for all past frauds experienced by the company been evaluated and has corrective action been taken?
	
	
	
	

	Is the organizational structure complex or unstable?

	29.
	Is there difficulty in determining whether individuals have controlling interest in the company?
	
	
	
	

	30.
	Is the organizational structure complex where there are unusual legal or managerial lines of authority?
	
	
	
	

	31.
	Is there a high turnover of senior management, or those charged with governance?
	
	
	
	

	Is there any deficiency in internal control components?

	32.
	Are automated controlling measures used effectively, like computer security, surveillance password security etc.?
	
	
	
	

	33.
	Do employees have written job descriptions and do they adhere to their job descriptions?
	
	
	
	

	34.
	Is there segregation of duties in all required departments, like handling cash, assets and related records, purchasing function etc.?
	
	
	
	

	35.
	Are annual vacations specified in job descriptions?
	
	
	
	

	36.
	Are bank reconciliations carried out for all accounts?
	
	
	
	

	37.
	Are accounts receivable and accounts payable being reconciled month to month and general ledger to sub ledger?
	
	
	
	

	38.
	Are supervisors and managers aware of fraud indicators and are they alert when an unusual event occurs or when a supplier or customer complains about their accounts?
	
	
	
	

	39.
	Are controls over interim financial reporting adequate?
	
	
	
	

	40.
	Are there high turnover rates in the accounting, internal audit or IT departments?
	
	
	
	

	41.
	Are controls over budget preparation adequate with variance analysis?
	
	
	
	

	42.
	Are controls in the compliance with law and regulation department adequate?
	
	
	
	

	ATTITUDES & RATIONALIZATION

	Is there any indication of some management attitude or behaviour exhibiting a bias?

	43.
	Does the company’s mission statement include good corporate citizenship as a goal?
	
	
	
	

	44.
	Is there a written code of ethical and business conduct?
	
	
	
	

	45.
	Are there ethical and security training programs for new and existing employees?
	
	
	
	

	46.
	Does the hiring process encourage individuals with high moral character over unethical people?
	
	
	
	

	47.
	Are employees with alcohol and drug abuse problems provided counselling by the company?
	
	
	
	

	48.
	Is the communication, implementation, support or enforcement of the company’s values or ethical standards by management effective or is there a communication of inappropriate values or standards?
	
	
	
	

	49.
	Is there excessive participation in or preoccupation with the selection of accounting policies or the determination of significant estimates by ‘non-financial management’?
	
	
	
	

	50.
	Is there a known history of violations of securities law or other laws or regulations in the company?
	
	
	
	

	51.
	Is there a known history of any claims against the company or its senior management alleging fraud or violations of laws or regulations?
	
	
	
	

	52.
	Is there excessive interest by management in maintaining or increasing the company’s stock price or earnings trend? 
	
	
	
	

	53.
	Is there a practice by management of committing to analysts, creditors, or third parties the ability to achieve aggressive or unrealistic results?
	
	
	
	

	54.
	Has the management in the past failed to remedy significant deficiencies or material weaknesses in internal control on a timely basis?
	
	
	
	

	55.
	Is there an interest by management in employing inappropriate means to minimize reported earnings for tax-motivated reasons?
	
	
	
	

	56.
	Is there low morale among senior management?
	
	
	
	

	57.
	Is there any dispute between shareholders of the company?
	
	
	
	

	58.
	Does the organization maintain healthy employee relationships and fair compensation policies including salaries, promotions, and severance packages?
	
	
	
	

	Is there any indication of strained relationship between management and the current or previous auditors?

	59.
	Are there frequent disputes with the current or previous auditor on accounting, auditing or reporting matters?
	
	
	
	

	60.
	Are there unreasonable demands on the auditor, such as unrealistic time constraints regarding the completion of the audit or the issuance of the audit report? 
	
	
	
	

	61.
	Are there restrictions on the auditor that inappropriately limit access to people or information or the ability to communicate effectively with those charged with governance?
	
	
	
	

	62.
	Is there a domineering management behaviour in dealing with the auditor, especially involving attempts to influence the scope of the auditor’s work or the selection or continuance of personnel assigned to or consulted on the audit engagement?
	
	
	
	

	63.
	Do external auditors receive the full cooperation of the management through the audit committee during audits and especially during fraud investigations?
	
	
	
	



Every entity should conduct a formal risk assessment regularly, ideally every 12 to 24 months. An annual risk assessment should be synchronized with financial planning and reporting timeframes. While financial planning involves future plans and considerations overlapping finance and fraud, financial reporting includes findings such as adjustments, disclosures and control deficiencies that will require help from the Risk Management Checklist. Risk assessment is a continuous process requiring central position holders to constantly monitor and adapt to the fraud environment and refresh the process and plan for response regularly.
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