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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
Q1. (i) 
According to Definedterm.com (2019), “Fraud risk factors means events or conditions that indicate an incentive or pressure to commit fraud or provide an opportunity to commit fraud”.
Fraud risk factors do not necessarily indicate the existence of fraud, however, they are often present in circumstances where fraud exists.
Fraud generally occurs when the following three conditions are present:
· Incentive/Pressure: could be financial, personal or work-related.
· Opportunity: abuse of position, power, trust. Weak or non-existent controls.
· Rationalization/Attitude: The justification for committing the fraud.
Risk factors related to fraudulent financial reporting are:
Management’s characteristics and influence:
· Management has a motivation to engage in fraudulent reporting.
· Management decisions are dominated by an individual or a small group.
· Management fails to display an appropriate attitude about internal control.
· Managers’ attitudes are very aggressive toward financial reporting.
· Managers place too much emphasis on earnings projections.
· Nonfinancial management participates excessively in the selection of accounting principles or determination of estimates.
· The company has a high turnover of senior management.
· The company has a known history of violations.
· Managers and employees tend to be evasive when responding to auditors’ inquiries.
· Managers engage in frequent disputes with auditors.
Industry conditions: 
· Company profits lag the industry.
· New requirements are passed that could impair stability or profitability.
· The company’s market is saturated due to fierce competition.
· The company’s industry is declining. 
· The company’s industry is changing rapidly. 
Operating Characteristics and financial Stability:
· A weak internal control environment prevails.
· The company is not able to generate sufficient cash flows to ensure that it is a going concern.
· There is pressure to obtain capital.
· The company operates in a tax haven jurisdiction.
· The company has many difficult accounting measurement and presentation issues.
· The company has significant transactions or balances that are difficult to audit.
· The company has significant and unusual related-party transactions.
· Company accounting personnel are lax or inexperienced in their duties. 
Fraud risk factors related to asset misappropriation are classified into two categories:
· Susceptibility of assets to misappropriation
· Adequacy of controls.
Susceptibility of assets to misappropriation is the extent to which a business entity’s assets are at risk of being stolen or becoming the target of a fraudulent scheme. The degree of susceptibility also depends on the nature and type of the asset.  For example, fixed assets that have a high value, a small size and a high demand are more likely to be misappropriated or stolen. High-risk assets also include those that are easily convertible such as cash receipts, cash in hand, diamonds, computer chips, etc. Vendor fraud through cash misappropriation is one such kind of fraudulent scheme.
Adequacy of controls means the design, implementation and monitoring of the entity’s
control mechanism and its ability to detect and prevent fraudulent schemes and
misappropriation of assets.
Q1. (ii)
According to PwC’s Global Economic Crime Survey 2018: UK Findings (2018), Corruption and Bribery accounted for 23% of the economic crimes reported.  Corruption is hard to detect and such crimes are usually very complex, as shown by an article by Chapman (2018) in The Independent, regarding the Shell and Eni oil companies who were being investigated in relation to the biggest corruption case in corporate history.  Therefore, internal controls usually focus more on deterrence than detection.  Controls are usually designed to minimize the risk or corruption or fraud.  
Control mechanisms which could be adopted against corruption would include:
· Transparency and integrity in the bidding process involved in asset procurement.
· Frequent rotation of employees through different vendor assignments.
· Using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudsters informing their partners about lower bidding competitors.
· Establishing a hotline to enable vendors to complain should they be approached by someone seeking to bribe them.
· Enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts, etc.
· Corrupt schemes usually result in victim companies having to overpay for goods and services. Auditors might examine expenditure trends and analyse reasons for the increase in a declining trend, the purchase of unneeded items, or the purchase of necessary items at increased prices.
· Trending the company’s assets may reveal the purchase of unnecessary assets and inventory. For example, the discovery of excess inventory write-offs may indicate an attempt to make space for more purchases.

It’s important to note however, that strong controls are not enough on their own, they must be supported and enforced by the corporate culture. i.e. when thoughtfully designing controls, companies need to define their culture, educate and remind employees, and most importantly, document everything such as their policies, practices and procedures, with an emphasis on those which relate to enforcement and whistleblowing.

Q1. (iii)
According to the AICPA, analytical procedures consist of reviewing financial information by studying plausible relationships between data and evaluating it for consistency. Analytics can range from simple comparisons (for example prior year’s ending balances vs current year ending balances, square footage of retail space available vs sales) to the use of complex models involving many relationships, regression analysis and components of data.
Analytical procedures are used in the financial audit to assist in the understanding of business operations and in the identification of potential risk areas that need to be addressed. In other words, they are actions taken by auditors to understand the company’s finances, operating environment, and history.
Using analytical procedures in an audit provides many benefits. Analytical procedures can make audits more efficient and effective. First, they can help during the planning and review stages of the audit, but analytics can have an even bigger impact when used to supplement substantive testing during fieldwork.
The benefits of using analytical procedures in the audit process are:
· Assessing the company’s ability to remain a going concern: Analytical procedures assess a company’s general financial performance, its performance relative to competitors, any future financial problems it may face, and whether it will be able to continue in business or is likely to go bankrupt.
· Indicating errors in financial statements: If analytical procedures reveal discrepancies between the company’s actual and expected performances, this may indicate accounting errors and irregularities.
· Implications for detailed audit testing and procedures: If analytical procedures do not reveal any inconsistencies between the company’s expected and actual performances, this may indicate that there are no material irregularities or errors. This would further imply that detailed audit testing may not be needed as the substantive evidence gathered by analytical procedures suggests that the company’s financial performance is fairly reflected in its financial statements. On the other hand, if analytical procedures find material irregularities, detailed audit testing becomes important.
· Identifying unexpected relationships. For example, auditors might use financial data obtained from ratio analysis, past trends, financial statements, etc. together with their past experience with the company or with other companies in the same industry and link them with the actual performance/output of the company.

Technology enabled analytics have even more benefits as they can: 
 •   Improve the quality of the analytics. Audit regulators have sometimes expressed concerns that when substantive analytical procedures are used, auditors do not always properly establish precise expectations or vet the reliability of the data. Technology enabled analytics address this. 
 •   Ensure that variances are properly investigated. Regulators have shown that variances are not always investigated as they should be. But technology enabled analytics highlight unusual variances or those that are in excess of prescribed tolerable levels. This can focus the auditor’s attention on areas that require in-depth investigation. 
 •   Reduce the use of statistical sampling because they often enable the efficient and effective examination of 100% of the items in a population. 
 •   Minimize disruption to the client. If the auditor has access to the client’s data and can analyse using technology enabled tools, the client will not be consulted as much as is generally required in detailed tests. 
 •   Improve communications with those charged with governance. Auditors are required to communicate, to those charged with governance, specific matters as well as other matters that in our professional judgment are significant to the oversight of the financial reporting process. The use of analytics may provide insights into such findings that might not otherwise come to light using other means. Also, matters of concern may be relatively easily explained through graphs, charts or other visual formats.

Q1. (iv)
Rationalisation refers to the mind-set of the fraudster which provides justification for committing the fraud.  It’s important to remember, however, that habitual fraudsters may be so compulsive that they don’t even need to rationalize their actions.
Here are some examples of commonly used rationalisations:
· They felt they were owed it, or deserved it for their hard work.
· They intend to pay it back when their situation improves.
· Everyone else was doing it so why shouldn’t they.
· They felt they had no other choice.
· The company deserved it because they made it too easy.
· Financial pressure resulting from debts.
· Pressure to meet targets.
· The need to improve valuations or profits for the purposes of getting credit/loans.
· The employee feels abused by the employer and wants to get even.
· The employee thinks she desperately needs or desires the money or articles stolen.
· The employee feels frustrated or dissatisfied about some aspect of the job
· The employee doesn’t know how to manage their own money, so is always broke and ready to steal.
· The employee feels that beating the organization is a challenge and not a matter of economic gain alone.
· The employee believes a friend at work has been subjected to humiliation or abuse or has been treated unfairly, and wants revenge on their behalf.
· They think that the reward is worth the perceived risk.
· The company will make more money in the next financial quarter and no one will ever notice the missing money.
· This month’s fictitious accounting entry can be reversed by a counter-entry next month; therefore, it is not exactly fraud and the company will not incur a loss.
· Management does not take supervision of internal controls and discipline seriously.
· Management itself is involved in dubious transactions in order to maintain aggressive accounting policies.
· The people who have been rewarded with promotions have disregarded the means of achieving objectives and have focused only on the attainment of organizational goals.
· Risk-taking is more rewarding than playing it safe.
· If a little fraud helps the overall position of the company without doing any material harm, then it is justified.
· The company does not pay me enough and may fire me soon, so my fraud may make up for the benefits that the company is eliminating.

Q1. (v)
Evaluating/assessing fraud risks is an integral part of the auditing process.  Auditors need to consider potential fraud risks before and during the information-gathering process.  Every stage of an audit involves the auditors being vigilant and alert to misstatements indicating fraud.  They might then alter their assessments on the basis of new evidence.  Auditors are responsible for using professional skepticism throughout the audit process.  SAS 99 advises auditors to presume that, if given the opportunity, companies will improperly recognize revenue and management will attempt to override internal controls.
In order to evaluate fraud risk factors, the fraud risk identification process should include an assessment of the incentives, pressures, and opportunities to commit fraud.  Opportunities to commit fraud exist throughout organizations. These opportunities are greatest in areas with weak internal controls and a lack of segregation of duties.  Therefore, the organizations which are most vulnerable are those with the weakest management, accounting, and security controls. Certain factors create opportunities for dishonest employees to commit fraud and, therefore, should be avoided, if possible.
Fraud risk factors can be considered on many levels, including entity, people (behavioural), divisions, geographies, products or services, accounting or business processes, controls, or computerized systems. Typically, factors are considered first on an entity level, as the probability of fraud, theft, or embezzlement in any work environment is a product of the personality of the executive and employees, the working conditions, the effectiveness of internal controls, and the level of honesty therein (the organizational culture or environment). Auditors and fraud investigators should also have an adequate understanding of the business entity’s relationship with its suppliers, customers and business partners.
The auditor should take into account the level of assessed fraud risk in the industry of the entity.  The should also consider the current economy. In good times, people steal; in bad times, people steal more.

Q1. (vi)
Analytical procedures are used throughout the audit process and are conducted for three primary purposes: 
1. Preliminary analytical review – risk assessment (required by ISA 315)
[bookmark: _GoBack]Preliminary analytical reviews are performed to obtain an understanding of the business and its environment (e.g. financial performance relative to prior years and relevant industry and comparison groups), to help assess the risk of material misstatement in order to determine the nature, timing and extent of audit procedures, i.e. to help the auditor develop the audit strategy and programme.
2. Substantive analytical procedures
Analytical procedures are used as substantive procedures when the auditor considers that the use of analytical procedures can be more effective or efficient than tests of details in reducing the risk of material misstatements at the assertion level to an acceptably low level.
3. Final analytical review (required by ISA 520)
Analytical procedures are performed as an overall review of the financial statements at the end of the audit to assess whether they are consistent with the auditor’s understanding of the entity. Final analytical procedures are not conducted to obtain additional substantive assurance. If irregularities are found, risk assessment should be performed again to consider any additional audit procedures are necessary.
Q2. 
“Circumstances may exist that create opportunities for management or other staff to commit fraud”
Opportunity is one of the three components of the fraud triangle, considered to be present when a fraud occurs.  It defines the method by which the fraud can be committed or the situation that enables or allows the fraud to occur.  E.g. the perpetrator is in a position of trust, which they can use or abuse, therefore giving them the opportunity to commit the fraud.  The opportunity presented must give the perpetrator the feeling that it is low risk, or worth the risk of being detected. Even a person who is inclined to commit fraud and is determined to do so needs suitable circumstances that will help him/her execute his/her plans. Such circumstances may also tempt a person who is not generally dishonest to deceive or commit fraud.
Factors that provide opportunities for fraud include weak or ineffective controls, poor division of duties, and lack of supervision.  
In addition, the nature and size of a business provides an inherent opportunity to fraudsters. For example, the number and types of transactions and the kinds of balances and accounts may be vulnerable to manipulation or falsification. Similarly, certain organizational structures and assets are more prone to fraud than others.  According to a KPMG (2016) survey, 40% of the victims of the frauds were Multinational/Global organisations.  16% were in the Industrial market, which was the highest market sector.  This re-enforces that the nature and size of the company can have an impact on the level of fraud risk by providing greater opportunities, unintentionally, for the fraudsters.
Risk factors that provide opportunities include:
· The nature of the industry and the business, the kind of business transactions, and the manner in which records and accounts are maintained.
· The way in which a business interacts with its customers and suppliers, and its position in the market. For example, if a business dictates its terms and dominates the market, it may be prone to inappropriate transactions.
· The extent of deliberation and judgement that goes into determining income and expenditure levels and the valuation of assets and liabilities.
· The level of supervision of senior management by independent entities, such as external audit teams, supervisory boards and non-executive directors.
· The stability of the organization and the complexity of its structure.
· The organization’s control environment, i.e. its effective internal controls, effective accounting systems, information technology and efficient accounting personnel.
In large organizations, the extent of the management’s role in internal control systems and their ability to bypass controls may determine fraud opportunities. Factors that contribute to creating a high risk of misappropriation of assets include:
· The value, demand, convertibility and movability of assets.
· Weak internal controls intended to protect assets, such as lack of supervision, poor employee screening, weak accounting and physical controls, infrequent reconciliations and lack of segregation of duties.
Internal factors that enhance the probability of fraud, include inadequate management controls or monitoring activities such as the following:
· Failure to create an honest culture
· Failure to articulate and communicate minimum standards of performance and personal conduct.
· Inadequate orientation and training on legal, ethical, fraud, and security issues
· Inadequate company policies with respect to sanctions for legal, ethical, and security breaches; especially for frauds and white-collar crimes.
· Failure to counsel and take administrative action when performance level or personal behaviour falls below acceptable standards, or violates entity principles and guidelines.
· Ambiguity in job roles, duties, responsibilities, and areas of accountability.
· Lack of timely or periodic audits, inspections, and follow-through to ensure compliance with entity goals, priorities, policies, procedures, and governmental regulations; generally speaking, a lack of accountability over key positions of trust.
These internal factors can also contribute to the circumstances that provide opportunity. i.e. If there is ambiguity in job roles or areas of accountability, it creates an opportunity for the fraudster not only to commit the fraud, but to also go undetected for a long period of time, as management/staff would be unsure as to whose job it is to verify something, or who’s signature should have been on the order/invoice/payment receipt, etc.
It is important to note, however, that opportunity alone does not necessarily mean that a fraud will occur, it merely increases the risk that it may occur. The fraud triangle shows that other components are usually present, and suggests that all three should be present.  Therefore, while I agree with the principal that “circumstances may exist that create opportunities….. for fraud”, I would have to disagree with it as a stand- alone statement.  These circumstances alone do not present the same level of fraud risk.  For example, weak or no controls may leave the company susceptible, but the probability of a fraud being perpetrated is low.  However, when the element of incentive/pressure is added to the opportunity, the risk is far greater, and the probability of occurrence is much higher.  According to a KPMG (2016) survey, 60% of the frauds where attributed to weak internal controls.  However, the survey also shows that 60% of the frauds were committed for personal financial gain, 54% of which specified that it was to fund their lifestyle (This is the incentive).  My interpretation of these results is that the motivation/incentive to commit the fraud went hand in hand with the opportunity provided by the weak controls.  In contrast to this, the survey shows that 21% of the frauds were attributed to “Reckless Dishonesty Regardless of Controls”.  In these cases, the fraudsters were so determined to get what they wanted, it would appear that regardless of the controls, they would find a way to commit the fraud.  I would assume that in these cases, the fraudster was in a position to override the controls themselves, or, they colluded with other staff to bypass the controls.  This implies that in the absence of circumstances which would typically create an opportunity for fraud, the fraudster created their own circumstances, by way of abuse of power, bribery, collusion, etc.  in order to develop the opportunity to commit the fraud.  This would have been fuelled by their incentive/motivation and/or their rationalisation to commit the fraud and therefore supports the theory that opportunity alone is insufficient, and that a fraud is likely to have all three components of the fraud triangle present.



Q3.
In order to help identify fraud risk factors, inquiries should be made with management. The following are some of the most important questions an auditor might ask during the course of his/her inquiries:
· Is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organization’s financial statements?
· Is the management aware of any perpetrated or alleged fraud regardless of materiality?
· Did the management receive any letters or other communications by ex-employees, analysts, etc. alleging fraudulent activity?
· What are the risks of fraud in the organization according to the management?
· What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk?
· What programs or internal control mechanisms has the management put in place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls monitored and supervised?
· What are the management’s views on ethics and business morals and how are these views communicated to employees?
· Is the management’s behaviour consistent with these views? i.e. Does management set the right example? Does it follow the corporate mission statement, code of ethics and other policies, and do the employees clearly see it doing so?
· How are the company’s operating locations and other business segments monitored? Are there certain segments that are more prone to fraud?
· Did the audit committee or any other authority receive a report from the management regarding the entity’s control environment? This report would include information on how the company’s internal controls deter fraud, risk assessment procedures, communication and information systems and monitoring activities.
· Has there been any request to the management or anyone else in the company to alter or withhold information, and to make fictitious transactions or accounting entries?
As previously mentioned, the fraud risk identification process should include an assessment of the incentives, pressures, and opportunities to commit fraud.  When identifying risk factors, the company’s culture, procedures, policies, processes, controls, products or services, etc. should be assessed.  Therefore, in addition, I feel it would be important to ask the following questions, either to management, or of management:
· What happens if actual results do not match the planned results?
· What kind of interaction do you have with the Customer/consumer?
· Have the criteria been set for what is an acceptable product or service?
· Have you determined the necessary competence levels for your entire workforce that can affect your product or service?
· What is the management’s/organization’s policy in dealing with a fraud? i.e. is it policy to dismiss an employee who is found to have committed a fraud? Is it policy to report all frauds to the authorities and press charges?  It is important to know management’s attitude to fraud.  If there are no policies in place to deal with a fraud, this can send the wrong message to all staff.
· For any frauds experienced in the past, have the reasons that led to the fraud been evaluated and corrective action taken?  Again this can identify the attitude to fraud, and highlight potential rationalizations for committing fraud.
· Does management exhibit an awareness of fraud and its’ possible manifestations? E.g. signs of employee problems such as addictions, or low-paid employees who suddenly show signs of wealth.
· How does management deal with employee grievances?
· Does management review the work of their subordinates?
· Is management override prohibited? E.g. can management take charge of, alter, or otherwise interfere in the work of a subordinate?
· Does management fully cooperate with internal/external auditors directly or through an audit committee?
“Management” can include the Audit Committee and the Internal Audit Team, therefore, similar questions should be put the Audit Committee also, such as:
· What is the audit committee’s evaluation of fraud risk?
· Does the audit committee know of any fraudulent activity that has occurred, is alleged to have occurred or is suspected of having occurred?
· How does the audit committee supervise activities that are linked to the risk of fraud and monitor controls designed to mitigate fraud risks?
· How does the audit committee rate and assess the management’s efforts to prevent fraud?
External auditors must have a fair understanding of the activities of internal auditors. In multinational companies, for example, external auditors might obtain information on how internal auditors are conducting their jobs in each location. The following questions may help auditors assess the objectivity and effectiveness of internal auditors:
· How do internal auditors view fraud risk?
· What audit procedures have been put in place by internal auditors to detect and prevent fraud?
· What results have these procedures produced?
· Do internal auditors know of any instances where fraud has occurred or do they suspect fraud anywhere?
· How has the management reacted to findings of internal audit? Has this reaction been satisfactory?
· Have the internal auditors experienced any limitations concerning access to information, timing of the review or the kind of information they are allowed to review?
Auditor’s should also ask any in-house counsel if they have any information regarding frauds or possible frauds.  The should ask the counsel if they had been asked to take any remedial steps as a result of a fraud, or if they are aware of any legal or regulatory proceedings that the company is involved in, or any other information which may have had an effect on the company’s financial statements.

Q4: Case Study (i)
For the report, the forensic expert needs to gather evidence which is relevant, and that can be used to prove or disprove that the alleged fraudster had a motive, and the ability and/or opportunity to commit a fraud.
Evidence can be:
· Physical: Printed statements, ledgers, cash, credit cards, etc. Actual objects.  Some objects may also be classified as documentary evidence. 
· Testimonial:  This can be statements from the alleged perpetrator, witnesses such as neighbours, work colleagues or other informants, victims.
· Documentary: This can be on paper (either handwritten or generated with the use of technology), a computer, audio or video.  Any type of recorded information.
· Demonstrative: Demonstrative evidence is not actual evidence. It is an aid to understanding. A model of a body part or pictures/photographs or other devices are used to help clarify the facts.  Typically, an expert witness is needed to interpret the demonstrative evidence.
The forensic expert would have gathered a combination of these types of evidence for his report.  More specifically the expert may have gathered the following evidence:
A Lifestyle Analysis: this is where the expert would have assessed the lifestyle of the alleged fraudster to determine if they were living beyond their means.  E.g. Does the alleged fraudster drive a Ferrari to his job as a cleaner?
Testimony:  Statements from work colleagues and/or employer, neighbours, family members, the police.
Financial evidence such as bank statements, credit card statements, mortgage/loan agreements, tax returns, belonging to both the alleged fraudster and his family.
Background checks, and public record checks to establish if the alleged fraudster has any judgements against him (CCJ), or any other convictions, which could give clues as to a motive. 
Q4: Case Study (ii)
Documents which could have helped the forensic expert in gathering evidence would be:
Financial statements: Bank statements and credit card statements. These are needed for income and expenditure analysis and verification. They also assist in carrying out the lifestyle analysis.
Mortgage/loan agreements: These should specifically relate to the properties in question and should help assess how their acquisition was funded and aid in the verification of equity releases.
Title deeds:  These will confirm the dates of sale/purchase and who is the registered owner.  They will also confirm if there is a charge on the properties, such as a mortgage.
Documents relating to the purchase/sale of properties: Such as estate agent brochures, bills, and testimony, solicitors bills and testimony.
Other Documents: Such as land registry checks listing all properties currently and previously registered in the name of the alleged fraudster.
Tenancy Agreements:  If the properties are purchased as an investment to provide additional income, tenancy agreements should be available.  Statements should be taken/interviews conducted with tenants to confirm length of occupancy and amount of rent being paid, and to whom rental payments are made.
Receipts:  If properties were purchased with a view to refurbishment/renovation to add value and then re-sell for a profit, receipts for all the works done should be available.
Tax Returns:  If the properties are rented, the rental income should be declared on a tax return annually.  The amount of rent declared should match what has been stated by the tenants and what is shown on the bank statements.  If the properties were renovated and then re-sold for profit there would be a capital gains return confirming the purchase and sale costs, improvement costs, and thus profit made.
Credit Reports: to ascertain if there are any CCJ’s against the alleged fraudster.  These will also confirm what, if any, liabilities the alleged fraudster has.
Employment Records:  Such as employment contract, payslips, overtime records, etc.
Witness Statements:  Statements from neighbours, work colleagues, employers or anyone else the forensic expert feels are relevant to the case.  It should be noted that the police should already have some statements, as they felt they had grounds to arrest the man.  It is possible that they have a statement from an informant stating that the man was a drug dealer.  This should be available to forensic expert.  In addition, this person may have a grudge or an alternative motive for contacting the police, so their statement may or may not be reliable.
Police Evidence: Any other documentary evidence that the police have and relied upon for supporting their decision to arrest the man.
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