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Marking Criteria:
We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate.
	1 (i) Factors on which Forensic Accounting Depends.
· Risk assessment factors can be considered on different levels such as entity, behavioral, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc.
· Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls.
· After the process is initiated, different perspectives, such as the ability of management to incorporate risk management practices, should also be examined.
· Corporate Environment Factors- a factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well ,according CFE report to the Nation of 2008 there were 959 cases of fraud from different industries i.e Banking and Finance recorded 14.5%,Public and Government Institutions recorded 11.7%,Health Care recorded 8.4% and Manufacturing recorded 7.2%.
· Economy is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more! In a 2008-2009 survey ACFE asked 507 CFEs to report fraud that had Economy is another factor to consider during risk assessment. People steal in good times, and in bad
times they steal even more.
· Internal Factors- Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls.
· Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program. For example, in financial statement fraud, executives have a higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be
             Involved.
· Corruption cases may also involve outsiders who collude with fraudsters working for the entity.

(ii)The main concepts about Fraud Risk Assessment are:

· Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems.
· An understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, etc.
·  Effective risk management, as opposed to a point-in-time risk assessment, is a continuous process. 
· A risk assessment process should also take into consideration the various fraud schemes that may occur during the process of an anti-fraud program.
· Countermeasures intended to detect and prevent are most effective if they are able to deal with the fraud schemes most likely to occur. 
· In financial statement frauds, the executives of the company are the ones most likely to commit fraud; therefore, a risk assessment process should take them into consideration.
· Similarly, in asset misappropriation cases, a trusted employee will be the most likely culprit.
·  Corruption cases may involve a trusted employee as well as someone on the outside who is colluding with the internal fraudster.
·  Productive brainstorming among cross-functional teams and statistics from Report to the Nations provided by the Association of Certified Fraud Examiners may help with risk assessment.

(iii)The Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

(iv)Inherent risk associated with a fraud scheme is determined by:
· The team for the entity or a particular business process.
· It can be expressed in percentage form or simply as high, medium or low risk. 
· A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility.

(v) Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. 
· There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk.
· In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk.


2. Potential revenue recognition risks within financial reporting. A full fraud risk assessment would consider fraudulent financial reporting in other areas relevant to the organization, such as accounts subject to estimation, related-party transactions, and inventory accounting. In addition, the risk of misappropriation of assets, corruption, and other misconduct would be assessed in the same manner.

	1.Identified Fraud risks and Schemes
	2. Likelihood
	3. Significance
	4. people
   and/or
Department
	5. existing anti-fraud Controls
	6. Controls
effectiveness
assessment (
	7. residual
risks
	8. Fraud risk
response

	Financial Reporting
Revenue recognition
		 .Backdating	
agreements

	Reasonably
possible

	Material

	Sales personnel
 
	Controlled contract administration
system

	Tested by IA

	N/A

	Periodic testing
by IA


	.Channel stuffing

	Remote

	Insignificant

	N/A

	N/A

	N/A

	N/A

	N/A


	. Holding open
	Reasonably
possible

	Material

	Accounting

	Standard monthly close process

Reconciliation of invoice register to
general ledger

Established procedures for shipping,
invoicing, and revenue recognition

Established process for consolidation 

	Tested by IA


Tested by
management

Tested by IA



Tested by IA
	Risk of
management
override

	Testing of late
journal entries

Cut off testing
by IA







	Late shipments
	Reasonably
possible

	Significant

	Shipping dept.

	Integrated shipping system, linked to invoicing and sales register

Daily reconciliation of shipping log
to invoice register

Required management approval of
manual invoices

	Tested by IA



Tested by
management


Tested by IA

	Risk of
management
override

	Cut off testing
by IA


	Side letters/	
 agreements

	Probable

	Material

	Sales personnel
	Annual training of sales and finance
personnel on revenue recognition
practices

Quarterly signed attestation

sales personnel concerning extra
contractual agreements

Internal audit confirming with
customers that there are no other
agreements, written or oral, that
would modify the terms of the
written agreement

	Tested by
management



Tested by
management

	Risk of
override

	Disaggregated
analysis of sales,
sales returns,
and adjustments
by salesperson


	Journal entries
possible
	Appropriate 
Reasonable
	Material

	Accounting &
Finance

	Established process for consolidation

Established, systematic access
controls to the general ledger

Standard monthly and quarterly
journal entry log maintained.

Review process in place for standard entries, 

management
and nonstandard entries subject to
two levels of review

	Tested by IA



Tested by IA


Tested by IA


Tested by IA


Tested by Management
	Risk of
override




N/A



N/A


N/A


N/A

	Data mining of journal entry population by
IA for:un usual Dr/CR	
  combinations



Late entries	
  to accounts
  subject to
  estimation




Late entries to accounts
  subject to
  estimation


	Roundtrip 
	transactions Remittance
	Insignificant


	N/A

	N/A

	N/A
	N/A
	N/A

	Bill and hold arrangements
	Manipulation of Remote
	Insignificant

	N/A

	N/A

	N/A

	N/A

	N/A


	
	
	
	
	
	
	
	

	-delivery	of
 product

	Reasonably
possible

	Significant

	Sales and
shipping

	Systematic matching of sales
order to shipping documentation;
exception reports generated.

	Tested by
management

	Adequately
mitigated by
controls

	N/A

	Partial shipments
	Reasonably
possible

	Significant

	Sales and
shipping

	Systematic shipping documents
manually checked against every
shipment.

Systematic matching of sales
order to shipping documentation;
exception reports generated.

Customer approval of partial
shipment required prior to revenue
recognition.

	Tested by
management
	Adequately 
mitigated by
controls

	N/A

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	




1. Identified Fraud Risks and Schemes: This column should include a full list of the potential fraud risks and schemes that may face the organization. This list will be different for different organizations and should be informed by (a) industry research, (b) interviews of employees and other stakeholders, (c) brainstorming sessions, and (d) activity on the whistleblower hotline. Likelihood of Occurrence: 

2. To design an efficient fraud risk management program, it is important to assess the likelihood of the identified fraud risks so that the organization establishes proper anti-fraud controls for the risks that are deemed most likely. For purposes of the assessment, it should be adequate to evaluate the likelihood of risks as remote, reasonably possible, and
Probable. Significance to the Organization.

3. Quantitative and	qualitative factors should be considered	when assessing the significance of fraud risks to an organization. For example, certain fraud risks may only pose an immaterial direct financial risk to the organization, but could greatly impact its reputation, and therefore, would be deemed to be a more significant risk to the organization. For purposes of the assessment, it should be adequate to evaluate the significance of risks as immaterial, significant, and material.

4. People and/or Department Subject to the Risk: As fraud risks are identified and assessed, it is important to evaluate which people inside and outside the organization are subject to the risk. This knowledge will assist the organization in tailoring its fraud risk response, including establishing appropriate segregation of duties, proper review and approval chains of authority, and proactive fraud auditing procedures.

5. Existing Anti-fraud Internal Controls: Map pre-existing controls to the relevant fraud risks identified. Note that this occurs after
Fraud risks are identified and assessed for likelihood and significance. By progressing in this order, this framework intends for the organization to assess identified fraud risks on an inherent basis, without consideration of internal controls.

6. Assessment of Internal Controls Effectiveness: The organization should have a process in place to evaluate whether the identified controls are operating effectively and mitigating fraud risks as intended. Companies subject to the provisions of The U.S. Sarbanes-Oxley Act of 2002 Section 404 will have a process such as this in place. Organizations not subject to Sarbanes-Oxley should consider what review and monitoring procedures would be appropriate to implement to gain assurance that their internal control structure is operating as intended.

7.Residual Risks: After consideration of the internal control structure, it may be determined that certain fraud risks may not be mitigated adequately due to several factors, including (a) properly designed controls are not in place to address certain fraud Risks or (b) controls identified are not operating effectively. These residual risks should be evaluated by the organization in the development of the fraud risk response.

8. Fraud Risk Response: Residual risks should be evaluated by the organization and fraud risk responses should be designed to address such remaining risk. The fraud risk response could be one or a combination of the following: (a) implementing additional controls, (b) designing proactive fraud auditing techniques, and/or (c) reducing the risk by exiting the activity.
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