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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
















	
Q1. Short answers

i) According to U.S. department of justice, computer forensics is the use of scientifically derived and proven methods towards analysis, preservation, collection, validation, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or reconstruction of events.

ii) Computer forensic engagements are carried out to meet the objectives of an investigation, produce solid results and satisfy standards. 

iii) Data can be retrieved from;
-PCs and workstation
-cell phones
-fax machines
-recycle bin
-copiers 
-Laptop computers etc.

 iv)       computer forensic analysis characteristics include;
· Documenting everything comprehensively
· Ability to apply methods that yield reproducible results
· Using software that is acceptable in the forensic profession 
· Ability to apply sound and replicable methodologies

v) Benefits of data analysis include;
-Quickly identifying and extracting certain risk criteria from the entire data population for further analysis
-Testing internal controls and organizational policies for their efficiency in identifying weakness
-Reduction and even elimination of sampling risk

 Q2. Legal factors to be considered are;

        - Is there a subpoena that allows collection of data?

        - Des the forensic accountant or client have legal authority to 
          gather data?

         -Does the team know to whom the data belong and are there 
           any privacy concerns?

         -Is the scope of the examination limited to relevant data?

         -Does the team know to whom the data belong and are there 
          any privacy concerns?

         -Is the counsel available to the engagement team under 
          under privilege?

 Q3.   Data analysis tools are;

· Neural networks
· Decision trees
· Self-organizing maps
· Recognizing patterns
· Use of Benford’s law to look for evidence of contrived numbers among data pertaining claims of payments, and 
· Cluster analysis

 Q4. A chain of custody form is a document/form used to ensure 
       integrity of the sample or evidence so that it is admissible in 
       court or not vulnerable to criticism; it contains names and 
       signatures of the persons who are providing and collecting 
       evidence, the exact physical location of each evidence (device) 
       including room number and address, every device’s condition, 
       description, make, model and serial numbers, the date and 
       time at which each device was collected, and markings on the 
       device including a case/project number, item number, and the 
       initials of the person who has marked the device.  
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