[image: image2.png]EBRENTWUHD
REN LEANI ELLE




ASSIGNMENT COVER SHEET 

	Student Name
	Christo Botes

	Student Number:
	1309

	Course:


	Diploma Forensic Accounting

	Assignment No:


	Assessment 4: Fraud Detection Techniques 


	1. Question 1:

Question 1.1

Fraud risk factors are:
SAS 99 has divided these fraud risk categories into 3 main types of fraud risk factors correlated with fraudulent financial reporting, namely administration, industry, and functional features, together with financial stability.

· Administration features refer to the administration’s capabilities, pressures, style, and approach, adapted to deal with internal control and the financial reporting procedure. These characteristics comprise the management’s interest to get involved in fraudulent financial reporting, for instance, compensation depending on achieving aggressive financial objectives; excessive contribution of non financial organization in the selection of accounting values or estimates; frequent addition of senior administration, counsel, or board members; tense relationship between administration and external auditors; and any history of securities abuses.

· Industry features are related to the financial and regulatory environment in which the entity functions, which range from constant features of that environment to changing features, such as new accounting or regulatory provisions, greater than before competition, marketplace saturation, or implementation of more forceful accounting policies by the company to keep pace with the business.
· Functional features and financial steadiness cover items such as the nature and complication of the goal and its transactions, the environmental areas in which it functions, the number of localities where transactions are noted and payments are made, the entity’s economic condition, and its productivity. Therefore, the auditor would look for potential risk factors such as significant pressure on the company to obtain more assets, fears of economic failure, or unfavourable takeover.

Question 1.2

Control mechanism against corruption may include:
· Implementation & Deployment of Anti-Corruption Policy:  Senior Management should sign off and deploy an anti-corruption policy that outlines company “tone at the top” and rules in regard to anti-corruption.  A strong, enforced policy on exposing conflicts of interest, comprising acceptance of gifts and privileges by buyers.
· Implement Anti-Corruption Training: Senior Management as well as staff should get training.

· Implement Anti-Corruption Whistle Bower Hotline: As part of the anti-corruption policy, incident s involving alleged bribery and corruption should be reported. Conflict of interest issues and alleged fraud may also be reported on this line. Formation of a hotline and ensuring that sellers are aware of the hotline and will use this is any worker approaches them for a bribe.
· Implement Yearly Anti-Corruption Audits: As part of the anti-corruption policy, yearly anti-corruption audits should be performed. 

Potential areas for review may include:

- Anyone with power to award contracts or to purchase products, for example inventory, supplies, fixed assets, raw materials and software. 
- Potential targets also include persons whose sign-off is needed for the approval of a contract, such as quality personnel, engineers and other technical specialists.

Like other types of frauds, analytic measures and data withdrawal may help in detection. The usual outcome of a corrupt system is that the target company overpays for goods or services. Trending costs and then evaluating the cause for any increases or failures to decrease when a decreasing trend was expected may recognize the purchase of unnecessary items or of necessary items at exaggerated costs. 
Trending asset balances may also reveal the buying of unnecessary assets, including inventory. Extra inventory write-offs may be the consequence of a fraudster’s effort to make room for extra purchases. Other possible red flags that indicate a possible corruption plan include:

Control measures & red flags to apply during corruption prevention audits:  

- Cost of unnecessary materials or other purchases when compared with related

activities.

- Buyers whose way of life appear to exceed their income levels.

- Earning decisions—in favour of key suppliers—that are severely influenced or
made by administrators outside the purchasing department.

- Limitations in request documents that tend to restrict competition.

- Less time period for reacting to bids.
Question 1.3

The main benefits of using analytic procedures in audit process are:
· Analytical procedures are effective logical measures which can be assessed reasonably to identify unforeseen relationships or higher risk areas.

· Analytic procedures assists the forensic accountant to  separate the information that require further examination, for example, a detailed examination of the trade receivables account.
· Analytical procedure assist the forensic accountant to identify anomalies in regards to flow of funds or spikes in flow of funds etc.

· It assists the forensic accountant to identify areas of concern, for example exaggerate net income, for net earnings to be exaggerated; revenues are typically overstated and/or expenses are typically understated etc. 

· Analytical procedure assist the forensic accountant to ring fence over stated income etc, or material misstatement in regards to revenue recognition.
Question 1.4

Common rationalizations for a fraudster which tempt him to commit

fraud are:
· It is just short-term.

Believing that its not fraud, will borrow and put back.

· The management does not pay attention.
Management doesn’t correct deficiencies, and does not take serious action when small events occur.

· Management takes part in, expects, and rewards this kind of behaviour.
I some instances management approves these types of transactions.

Rewards risk taking and promotes individuals that helps companies achieve maximum revenue by any means possible.

· No one is offended and the company is benefited.

It is not significant to the company, but makes a vast difference to our takings from

the public offering.

· I earned this.

I was suitable for the promotion I earned.

- I am being paid less than the market rate for my duties.

- The company has no loyalty towards its employees; I’m likely to be put down soon.

- This is in favour of and benefits the company.
Question 1.5

Important points to be considered when evaluating fraud risk factors:

· Fraud risk factors should be estimated in context. This context can be defined as an
understanding about the business of the entity, and the comprehensive financial and market setting in which it operates; the existence of other fraud risk factors; and the presence and efficacy of regulating controls.

· Facts or circumstances that may be important for fraud risk factors in one context may have less importance in another. For example, a small entity managed by owner is likely to have a less-sophisticated corporate governance system and structures of internal control than a huge international organization.
· Forensic Accountant may satisfy themselves by placing confidence in a control to decrease the risk of fraud, counting on the fact that the control would diminish the risk and that the control has operated successfully during the period evaluated for audit. Even if auditors can obtain realistic reassurance on these counts, they should not overlook the option that the management or others may manipulate controls or otherwise avoid normal procedures to manipulate results or balances.
· The evaluation and identification process of fraud risk factors should not be taken as a onetime only process, carried out and completed at the planning stage. Realistically, it is a growing process that lasts through the audit. At all stages of the audit, the auditors remain alert to the hazard of material misstatement resulting from fraud so that their evaluation may be updated according to the new information.
Question 1.6

Analytic procedures are used throughout the audit process for three primary purposes and they are:
· Primary analytic measures are used to develop knowledge about the company and to direct attention to high-risk areas of audit procedures, including the nature, timing, and extent.
· Functional analytic measures are used to get audit evidence to evaluate account balances.
· Concluding analytic measures are used to assess the respectability of audit that was concluded in overall assessment of the demonstration of the financial statement.
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2. Question 2:

Circumstances may exist that create opportunities for management or other staff to commit fraud namely:
The three situations that are always present in a fraud are:

· Pressure or incentive
· Opportunity 

· Rationalization or attitude

Opportunity for management and other staff to commit fraud:
· Sometimes possibilities may exist that create opportunities for management and other staff to commit fraud. When such opportunities are present, those who might not otherwise be motivated to behave deceitfully may be enticed to do so. Even people under pressure are likely to commit a fraud but they are not a serious danger to an organization except when the possibility exists for them to act on their need. A prospect to commit fraud must be present, and the fraudster must believe that the fraud can be committed with exemption. Absent or unsuccessful controls, lack of command, or inadequate assignment of responsibilities may offer such chances.

· Specific types of transactions provide more opportunities than others for misrepresentation or manipulation, as do certain types of balances or accounts. There are certain corporate and group structures that may be more vulnerable and susceptible to abuse, while certain types of assets are more likely to be misused. Risk factors that indicate the opportunities that could lead to material misstatements as a result of falsified financial reporting comprise:

- Elements related to the type of the industry in which the entity is working, the nature of the entity’s business and the transactions it enters into, and the way in which they are recorded in the balance sheet or the profit-and-loss account.

- The nature of the entity’s dealings with clients and suppliers, and its place in the

markets, the ability to manipulate or dictate terms may create the opportunity for

inappropriate transactions.

- The extent of judgment involved in defining the level of income or expenses or the

estimation of assets or responsibilities. Normally, a higher level of judgment will give rise to a bigger opportunity for purposeful manipulation.

- The extent and efficiency of monitoring of senior management by independent

corporate governance functions such as the non executive directors, audit committee and administrative boards.

- The degree of stability and complexity of the entity or group.

- The general control environment, including the effectiveness and continuity of information technology, internal audit, and accounting employees as well as the effectiveness of reporting and accounting structures.
- In most large financial statement fraud occurrences, opportunity is available due to administration’s capacity to manipulate or avoid existing controls and its role in the internal control of the organization. With regard to the risk of material misrepresentation resulting from stealing of assets, the risk factors best characterized as related to opportunity can be summarized as follows:

Vulnerability of fixed assets, records, or other assets to misuse, based on variables such as value, demand, transportability, and convertibility.

Flaws in the controls designed to protect assets, such as authority, assignments of duties, employee screening, physical controls, settlements, and other accounting controls.

Example case of management members who had opportunity to commit frauds is: Sumitomo Bank Scandal in the late 1996.

Overview of financial crime committed: Sumitomo Bank
· In the period 1986 to 1996, employee Yasuo Hamanaka was a metals trader at Sumitomo Bank in Japan.
· Over a period of 10 years, he had forged the signatures of two of his superiors in letters written to foreign traders.
· Hiding unauthorised trades for 10 years.
· Fraudulent commodities trading loss amounted to US$ 1.8 billion.
· Trading in metals (copper).
· Worked for Sumitomo Bank Japan for more then 10 years.

· Jailed for eight years in 1996 after admitting to a 10-year career of unauthorized trades.
Overview of flaws in the controls designed that created opportunities for fraud and financial losses in the Sumitomo Bank scandal:
· Management didn’t notice that Hamanaka forged signatures, nor any losses.
· Authority and assignments of duties in regard to checking of commodity trade deals and sign off was not performed and or his managers ignored the red flags.
· No manual or automated monitoring of deals and losses was performed. 

· No automated deal monitoring took place and they could have used, Scenario spotters such as Mantas Analysis. An example of this type of fraud monitoring system is MANTAS. 
Bankers can use this function to detect suspicious transactions that might be proceeds of crime transactions or money laundering transactions automatically.  Mantas Inc. AML has embedded in the authorisation path, pre-programmed scenarios that attempt to match financial transactions flowing through the bank account, with the pre-programmed scenarios. The following list of scenarios represents a portion of the behaviours that can be identified (Mantas Inc, 2004:2).

Fraud detection and behaviour-detection techniques such as data mining, data visualisation, and statistical analysis have been used successfully in the financial services industry.  Mantas Inc. solutions have been used by the US NASDAQU exchange to monitor trends and by several banks, such as Merrill Lynch Bank, to analyse transactions and equity trades (Mantas Inc, 2003:3).  
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Example: Mantas Fraud behaviour detection platform Source: Mantas Inc (2004:2)

In conclusion, even if opportunity is created to commit fraud (through various way), the general control environment, including the effectiveness and continuity of information technology, may decrease the occurrence of fraud, especially in larger organizations.

3. Question 3: 
SAS 99 suggests that key sources for the identification of fraud risk factors are inquiries of management’ in this context which type of questions an auditor should ask the management and the questions are: The following are the most significant queries the forensic accountant  might discuss with the management:
· Does the management have knowledge of any fraud—whether related to economic reporting or to asset misappropriation—committed, unproven, or doubted that could result in a material misrepresentation of the entity’s financial statements?

· Irrespective of materiality, does the organization have knowledge of any supposed committed or suspected fraud?

· Has the management received any letters or communication about fraud from

employees, former workers, predictors, short sellers, or others concerned parties?

· What is management’s perception of the risks of fraud in the company?

· Is there any account balance or class of transactions for which a risk of fraud may be more likely to happen or is there any specific fraud risk the company has identified?

· What programmes and controls have been established by the management to reduce specific recognized fraud risks or to help prevent, discourage, and detect frauds of other types?
· How does management monitor those programmes or controls?

· How does management communicate its views on business practices and ethical conduct?

· What procedures are in place to monitor the operative locations or business sections?

· Are there any particular secondary locations or business segments in which the risk of fraud is more likely to happen?

· Has management informed the audit committee or others with corresponding authority and responsibility about the entity’s internal control and way in which the management believes the internal control structure serves to prevent, discourage, or identify material misstatements due to fraud? The reports should include the entity’s control environment, control activities, monitoring actions, risk assessment process, information and communication systems.

· Has anyone advised a member of the organization or others within the company to hold back information from the auditor, to change documents, or to make false entries in the records?
The forensic accountant might direct these queries to the audit committee:
· What are the audit committee’s opinions about the possibility of fraud?

· Is the audit committee conscious of any fraud committed, supposed, or suspected?

· Exactly how does the audit committee work out lapse over events related to the risks of fraud and the plans and controls established to diminish risks? Ask about the audit committee’s evaluation of management’s performance in this concern?
4. Question 4: Case Study 
Question 4.1

Type of evidence gathered for the forensic report may include:
· Interviews with relevant parties. 

· Documentary evidence,   

· Electronic evidence.
Question 4.2

Which documents could have helped the forensic accountant to gather evidence?
· Declared income to the tax authorities. Perform analysis.

· Land search / Land Title Deed document illustrating the value of property at date purchase.

· Extract from land registry office depicting whether the properties are under bank bond or not. And if under bank bond, illustrating how much deposit was paid.  

· Extract of property bank bond depicting the flow of credits in to the bond account.

· Perform asset ratio analysis.

· Husband and wife salary income statements. Perform analysis.

· Husband and wife expenses statements. Perform analysis.

· Perform a net value calculation (income minus expenses) and compare this versus the monthly deposits in to various property bonds.
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