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	1.1 The Difference Between Proactive and Reactive Investigations
There are 2 broad categories of financial crime investigations, proactive and reactive. 
Reactive
A reactive investigation usually formulates out of a complaint or report by a third party. This may be an email from a customer or supplier, or a call from an employee to a whistleblower hotline, sometimes after the departure of a colleague. It may also be something that has been spotted in an audit.

The case of Patisserie Valerie is worth a mention at this juncture. The firm collapsed into administration in January 2019 following the discovery of a £40 million black hole in its accounts. The Chief Executive of its auditors told a committee of MPs that there was an ‘expectation gap’ between what people think auditors do, and what actually occurs; in that they do not actively look for fraud and may not spot sophisticated fraud and collusion. (The Guardian, 30 January 2019). With reference to the Description of the auditor’s responsibilities for the audit of the financial statements published by the Financial Reporting Council (“FRC”), some have found these comments surprising. 
Proactive
A proactive investigation can be likened to an intelligence-led police operation. A crime may not necessarily have been reported, but intelligence has been received that may lead to monitoring and covert surveillance, which in turn discovers a crime being planned or in action. There has been no formal complaint from an aggrieved party, rather the investigator has identified red flags that causes them to suspect wrongdoing and thereby justifies an investigation.

It also may be the case that financial crime, sometimes taking place in a different part of the world, can be discovered through a domestic investigation.

A good example is the case of an internal auditor at Marriott International headquarters in Washington, who was investigating a US-based suspected fraud. They were experimenting with some data and decided to compare the number of hotel bookings that had in any way been changed, with reference to the travel agent that had claimed commission for making the booking.

The data was plotted on a graph and there were 3 clear spikes, which flagged up strange goings on in London – an area of the business that had not been under investigation.

It was discovered that 3 London travel agents had made changes to every booking that they claimed to have made (and had received commission for). This enabled Marriott to discover that these travel agents were in fact only post-office boxes and this subsequently led to a police investigation, prosecution and conviction of a bookings clerk at Marriott’s London office. (The Caterer, 21 September 1995). The 3 London travel agents were an invention of the clerk, who had been quietly changing travels agents’ details on bookings and collecting the 10% commission, which arrived by cheque. It is worth adding that the checks and balances that should have prevented the fraud had been overridden, as the booking clerks’ IT accounts had privilege levels set too high and password security was poor.

Both reactive and proactive approaches can make effective use of tools and techniques such as audit trails and monitoring. For example, in the banking industry, repeated access by a staff member of an otherwise dormant account is a red flag that a fraudster has a target under surveillance. It as if they are coveting and checking on their prey; waiting for the right time to steal from the account.

1.2 The Major Goals of an Investigative Plan
Having had the case initiated, it now must undergo an evaluation process. In the same way that a large department store does not call the police for every shoplifter they catch, not every financial crime can, or should, be subject to a formal investigation. The legality and solvability has to be considered and evaluated, along with cost. For example, if the only, or most important, witness has now retired and moved from UK to Australia, any planned criminal or civil action has to take that into account, especially if the value of the fraud is on the low side.

It is a good idea for the investigator to see their relationship with the complainant as one of supplier and customer. An aggrieved party may just want reimbursement. In the trial of R v Lawless & Lawless, when the managing director of the defendant’s former employer was asked by defence counsel why he was bringing a private prosecution against his former accountant for fraud, he simply remarked: "I wanted to get my money back”. (BBC News, 17 September 2018). In other cases (such as theft of intellectual property) the goals may be complex in terms of ownership of rights and third parties gaining unfair contractual or business advantages.

It is important to manage expectations of the aggrieved party, who may be in a state of turmoil and anger. This is especially true if the suspect for the fraud was a friend or fellow director.

It needs to be explained that there is an obtainable result in that this is what may be reasonably expected to be achieved with current, or emerging technology. In examining computer systems, the interrogation and analysis software is improving all the time, resulting in better and faster forensic tools.

Also to be considered is what may be the acceptable outcome. This is based on the current state of the law, and society’s reaction to the activity. For example, when an employee of Bloomberg hacked their global system in 1995, although the Computer Misuse Act 1990 was in place to formulate the charges, magistrates did not understand the potential of the economic and reputational damage to the network and he was given a conditional discharge. Today, someone committing the same offence, would expect to receive a much harsher sentence as the crime and its consequences, are better understood. (Computer Weekly, May 1996).

Unfortunately, police do not always agree to take on a criminal enquiry, citing cost or lack of resources. Alternatively, they may begin an investigation and then take the view that it is not something they would refer to the Crown Prosecution Service. In such situations, if the amount stolen is substantial and there is a chance of recovery under Proceeds of Crime Act, then a private prosecution may be considered. The right of an individual to pursue a private prosecution is expressly preserved by section 6(1) of the Prosecution of Offences Act 1985. While the need to pursue a private prosecution has greatly diminished since the creation of the CPS, the right to do so has been described as being of constitutional importance (Edmonds, 2015).

Goals provide the foundation for a financial crime investigation, they must be realistic, defined, well-designed and communicated to the team; failure to do so leads to a confused, wasteful and substandard investigation.

1.3 The Stages Involved in Preparing an Investigative Plan
Benjamin Franklin is said to be the author of the well-known phrase ‘If you fail to plan, you are planning to fail’. It is certainly correct. Financial investigations can involve vast quantities of data and this requires planning in order to be managed effectively.

Any plan must have 3 major factors:
Focus
The plan must always have itemized, simple goals in mind and mission creep must be avoided. A correctly focused investigation will prevent duplication of work.

Control
The focus will help with control of the investigation. If an investigation into a fraud discovers, for example, a severe breach of health and safety regulations, then that should be reported to the appropriate parties and treated as a separate matter. The investigation is not underway to right all wrongs in the organisation.

Adaptability
The plan must also be flexible, for as shown in Answer #1, an investigation is a journey of discovery and may take an unexpected turn and the real activity may have been taking place where it was not expected. Changes in circumstances or environment may occur and the plan must be flexible to accommodate such and not get derailed.

The Plan
With the above in mind, the lead investigator should then focus on the stages that will take the investigation from conception to completion. Some development work may be necessary, especially with regard to resourcing, before a plan can be constructed. Such pre-planning will avoid inability to answer questions when, for example, putting a case for investigative resources to the Board. The plan is then formed from the following planning:

Financials
Fiscal responsibility is essential and any expensive areas (e.g. flights and hotels) need to be identified early and costed. If there is one aspect that is going challenge the goals of an investigation, it is funding and so compromises are likely; do not expect an open chequebook. Unfortunately, combatting fraud is all to often seen as a business cost, when in fact it is a business enabler. (May, 2016). This is why the stronger and better the plan, the more likely it will be funded.


Personnel
Personnel planning must understand that there are costs both in respect of investigator’s time, employee’s time and also for external appointments. If an employee is taken off a fee-earning project to assist with an investigation, then the manager of that project will expect it to be accounted for. In terms of recovery, costs of external investigators and experts are easy to identify; the problem comes with the costs of using internal resources, which are not usually recoverable. However, in the case of Admiral Management Services Ltd v Para Protect Europe Ltd, Mr. Justice Stanley Burnton held that the Claimant’s own expert employee’s work did qualify for a Costs Order.

If external experts are required, then they should be brought on board early in the investigation and properly briefed. This can help keep costs down.

Technology
A shorter or less complex investigation may be able to make use of existing resources, although some short term hire of, for example, additional CCTV monitoring equipment may be necessary. A more complex investigation may require a longer lease of not just specialist equipment, but maybe a separate network. This is easier to plan for in terms of cost-benefit analysis.

In addition, the team should arrange for Chinese Walls and separate email facilities. This can prevent snooping by other staff and makes disclosure a great deal simpler. Unfortunately, it is a common mistake that data and emails generated as a result of the investigation, are found amongst the very data that is being investigated.

There may be unseen technological challenges, which a flexible plan will be able to assist the team in dealing with.

Investigation
The planning stage is complete once the investigation commences. What is now required is the identification, seizure, correct-handling and analysis of evidence, tracing and interviewing of witnesses and formal gathering of intelligence.
2 The Three main Areas of the Intelligence Gathering Process
The three main areas of intelligence gathering are surveillance, database interrogation and trash collection.

It is important to understand that intelligence is not evidence in itself. Good intelligence will bear scrutiny and enable the investigator to be confident in taking decisions that may lead to the recovery of evidence. Most intelligence gathering is non-invasive and does not involve breaches of privacy. Social media and online networking services are a boon to the investigator and many a fraudster has been caught out from what they have posted in the public-domain. In particular, insurance investigators make good use of social media in undermining fraudulent claims for illness or injury.

Surveillance
To many, surveillance tends to produce a picture of one being followed, or men in vans parked down the road from someone’s home. In this environment, it tends to mean surveillance of lifestyle and ownership; more of an asset counting and document exercise. It is difficult to own expensive properties, boats and cars without there being a record of purchase and/or ownership. Sudden increases in wealth, or unexplained wealth, should always be a red flag to an investigator.

Database Searches
Every transaction, other than paying cash, will leave a record. Private databases will have restricted access and will only be available to nominated organisations or agencies, others are searchable for a fee. Credit agencies are a good example of a private database, although some of the information in any record may have come from a public database.

An obvious example of a public database is Companies House, where searches can be made with regard ownership and health of companies. The London Gazette will publish statutory notices such as bankruptcies and insolvencies and many regulatory bodies will publish disciplinary findings amongst professionals. Enquiries as to the ownership of property should start with the Land Registry and local authorities can hold further information such as planning applications. There are searchable registers with regard to sales and/or registration of boats, aircraft and some art.

There are now training courses in Open Source Intelligence (“OSINT”) for investigators that teach (legal) skills in using online tools to drill into what may have previously been considered, unavailable information. Most people do not consider, let alone understand, the size of the Internet footprint that their activities leaves behind.

Trash Collection
Today, the instances of individuals and corporations throwing away computers without properly disposing of the hard drive, or at least wiping the data on there, are thankfully, pretty rare. However, a shredder is still a rare sight in a private home and so the dustbin can be a rich source for the investigator.

The contents of a bin can provide very useful evidence, e.g. a discarded credit card receipt that, on its own would not look very important, but taken together with other documents, could prove the one piece that unlocks a case.

The 1990s saw a virulent ‘dumpster diver’ working across London at night, raiding the bins of law firms and accountants. Benjamin Pell sold his lucrative haul onto newspapers, a matter that came to light again in the Leveson Enquiry in 2011. Taking items from a dustbin, even in a public place, can be considered theft and Brown (2011) gives a neat summary of the position.

Searching bins with authority in a corporate environment may not be an issue, but in the UK, very careful consideration is required before civilian investigators think of approaching private premises in order to search dustbins, even when they have been left in a public place. 

The position in the US is clearer, following the Supreme Court ruling over warrantless searches of garbage bags left in a public place, where it was held, on majority, that it was not a violation of the Fourth Amendment. (Byellin, 2014) 
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