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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Q. 1 i) Computer forensics can be defined as the application of proven investigative and analytical techniques to identify, collect, analyse and preserve digital data and information from a computing device in order for it to be interpreted, documented and presented in a court of law as evidence in a criminal investigation. 

Computer forensics can be crucial to a fraud investigation as it can identify the key players involved in the fraud, the information they were able to access, the dates and times of any criminal activities, any accomplices who were communicated with and any efforts to hide their actions. All of this can be done by reviewing logging and registry files on a computer (showing which files/applications were used or opened and at what time), internet search histories, deleted files and web based emails.

Q. 1 ii) Computer forensic assignments are usually carried out for the following purposes:
· Fraud prevention and detection – audits of IT systems and equipment may reveal malicious software has been installed unknowingly. Such software can often detect and record key strokes, thus allowing fraudsters to learn passwords to otherwise restricted areas of a computer such as the online banking system. As explored in previous chapters, internal controls such as surprise internal audits (which could include IT audits) may act as a deterrent for potential fraudsters.
· Regulatory compliance – many organisations will maintain databases on customers, suppliers and employees, within which the data held must be protected under the Data Protection Act. Computer forensics can be undertaken to check whether any breaches have been made to this confidential information or whether there has been any unauthorised access to it.
· Investigations into inappropriate financial reporting and the misappropriation of assets – where financial crimes have taken place, such as inappropriate revenue recognition, it is often difficult to trace the culprit. Accounting software such as Sage Line 50 allows different users to be created, and each transaction can be traced back to these users. Therefore, assuming individual’s passwords are kept secretive, suspicious transactions can be apportioned to a specific individual. Equally, in asset misappropriation cases such as fraudulent payments from a bank account, devices can be analysed to see which PC was used, thus narrowing the list of potential culprits. 
· Other reasons can include but is not limited to investigations and consultations involving bankruptcy, advisory assistance for family law disputes, valuation assistance, damages calculations and expert services.

Q. 1 iii) Forensic data can be found in any electronic device that has storage facilities. The following is a comprehensive list of such devices from which data can be retrieved:
· PCs
· Laptop computers and tablets (e.g. iPads)
· Fixed storage devices such as servers and ‘Cloud’ based systems
· Portable storage devices including hard disk drives, USB memory sticks, CDs, DVDs, magnetic tape and floppy disks
· Fax machines, photocopiers, scanners and printers
· Telephone devices including mobile phones and voicemail systems
· Internet web browsers which will show an individual’s search history and what files they have downloaded
· Email servers including instant messaging applications
· Miscellaneous devices such as iPods, MP3 players, cameras (including CCTV) and Personal Digital Assistants (PDA)

Q. 1 iv) When performing computer forensic engagements, systematic best practices should be used as oppose to ‘random’ methods of investigation. This will ensure that there can be no legal challenges in a court of law and correct chain of custody is kept. For best practices to be implemented, computer forensic analysts must have the following characteristics:
· Ability to apply suitable methods of investigation that can be repeated if necessary, and thus produce identical results
· The use of best practices and investigative methods that have previously withstood legal challenges
· Using industry recongised software to aid investigative methods
· Documenting of all evidence comprehensively, further enhancing the chain of custody

Q. 1 v) When conducting computer forensic assignments, the use of specialist software can aid computer-assisted data analysis and yield significant benefits, particularly when vast quantities of data require analysing, including the following:
· Reduction in time taken to perform analysis compared to if it was completed manually
· Reduction and possible elimination of sampling risk due to the speed at which computers work enabling a greater number of transactions to be reviewed
· Ability to quickly identify and extract certain transactions based on identified risk factors. For example, transactions with related parties may be deemed to be more susceptible to fraud and computer-aided data analysis will allow these to be extracted quickly and easily, while anomalies in transactions will also be identified
· Identification of trends that were otherwise unknown to company personnel, consultants and forensic accountants as well as being able to monitor fluctuations in these trends over a period of time. For example, certain suspicious transactions may only occur when a particular member of staff is working
· Ability to compare relevant data from different sources, thus showing the bigger picture
· Ensuring internal controls and policies are working effectively and thus identifying any potential weaknesses in the system. This could be particularly apparent when employees are departing from a firm on bad terms and they continue to have access to sensitive information such as existing clients and pricing structures which competitors may value. In these situations, computer forensics and computer-aided analysis can be used to monitor the individual’s activities and ensure they maintain confidentiality while still employed with the firm

Q. 2) Before initiating a computer forensic engagement, a forensic accountant should consider various legal factors to ensure any evidence is admissible in court and cannot be challenged. The following is a list of the specific factors that should be considered:
· Is there a court order that allows the collection of data? – courts may issue individuals with subpoenas which require them to ‘do something’, such as provide information including computer files. If the individual failed to provide this information, they would be in contempt of court and face criminal proceedings themselves. Alternatively, courts may issue the police with a warrant which gives them the legal right to arrest an individual, search premises or perform other actions such as gain access to computers. If neither of these are in place and the investigators obtain evidence unlawfully, by invading the individual’s privacy, such evidence may be inadmissible in court.
· Where an investigation has the potential to cross international borders, are the investigation team aware of relevant laws in other countries? – as above, different countries may require different procedures to be followed when gathering evidence from individuals to ensure their privacy is protected. Certain, more developed countries such as the UK and U.S.A, are likely to have strict laws with regards to human rights and an individual’s right to privacy, whereas less developed countries such as those in Africa are unlikely to have them.
· Are experts available to aid in the evidence collection process? – fraudsters are likely to take extreme measures to protect themselves from been implicated in the crime. For example, they may encrypt computer files which could result in it being deleted and lost should unauthorised access be attempted. It is unlikely a forensic accountant will have the relevant skill set to ‘hack’ their way into the system and so the hiring of experts should be considered, to ensure best evidence is obtained for the investigation.
· Other legal concerns may include whether the warrant/subpoena restricts the search to relevant data (investigators may come across evidence of other crimes during their search) and also who the data actually belongs to, which can be difficult to answer when it is found on a shared network. 

Q. 3) A forensic accountant could use the following software applications to aid in a data analysis assignment:
· Basic productivity software (e.g. Microsoft Excel and Access) – these programs tend to be on the majority of computers worldwide and so would be easily accessible to forensic accountants and would be relatively inexpensive to use. Although these programs are not designed specifically for data analysis, they do contain functions that can be used in data analysis including the ability to sort data, conditional formatting (changing the formatting of certain data subject to it meeting certain conditions), ability to add filters to data and the use of tables and charts. 
· Data analysis add-ons to basic productivity software (e.g. ActiveData and TopCaats) – these add-ons continue to use the basic features of basic programs, such as those mentioned above, but include hundreds of additional features that allow investigators to query, merge and categorise data. More sophisticated functions include the ability to detect duplicated transactions, which would be of use in a fraud investigation if fake supply invoices were been used. With the additional functions, users may require basic training, however as they are designed as an add-on to Microsoft Excel and the sorts, the cost of such software is relatively low.
· Data analysis software (e.g. IDEA and ACL) – these are stand-alone applications and are more comprehensive data analysis programmes that will aid in various investigative activities, but would also be of benefit to other finance professionals such as external auditors. At additional cost, these software applications offer far more advanced functions including the ability to convert multiple electronic formats, whether these be PDFs/spreadsheets/word documents, all into a single format making for easier comparisons.
· Specialty software (e.g. SAS, Qualys) – the most advanced in data analytical software, programmes such as SAS offer functions that go well beyond the requirements of normal data analysis. These programmes can be used to conduct data mining (use of mathematical algorithms to analyse data and predict relationships and patterns), statistical analysis and forecasting. For ordinary forensic accountants, such software is likely to be above and beyond their requirements, and considering the cost would probably not be the best fit as specific training will also be required.

Q. 4) A chain of custody form is a document recording the location and movements of physical evidence between the times it is first collected and the time it is presented in a court of law. A chain of custody is maintained in an investigation to ensure that all evidence is handled in an extremely careful manner to prevent tampering or contamination. The result of this is that it can be explicitly stated that evidence is relevant to the crime in question and has not been fabricated or fraudulently planted to implicate an innocent individual. With this in place, the chances of evidence been inadmissible in court will be extremely reduced. A chain of custody form should therefore contain the following information:
· Names and signatures of the persons providing or collecting the evidence
· The exact physical location of computer devices including the address, room and position within the room – this can often be supported by photographs of crime scenes including photographs of the positions of evidence before their collection
· The date and time that the device was collected
· The devices condition (including scratches, marks or damage), description, make, model number and serial number – such information will be unique for each electronic device, specifically with regards to serial numbers. However, other defining characteristics such as the location of scratches or engravings will identify the evidence as unique, preventing any claims that it has been swapped and the evidence fabricated. 
· Record of the movements of the evidence – to restrict the opportunities for evidence to be tampered, a full record of every person who accesses evidence should be kept so that any alterations can be traced back to an individual. All evidence should be kept in a secure locker and should only be released with the signatures of two people, the person who is withdrawing the evidence from storage and the person who is responsible for the evidence when it is in storage
· Details relating to the destruction or release of evidence – similar to an individual’s tax records, evidence in a criminal case will need to be kept for a number of years in case an appeal is made. However, evidence does not require keeping forever and so it should be returned to the rightful owner or appropriately destroyed. 
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