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1. Give short answers for the following questions
i. What is the difference between proactive and reactive investigations?

Reactive investigations are initiated in a reactive manner based on information received from different sources such as from hotlines, employees, spouses, auditors or other complaints. Another form of reactive investigation is when a symptom of fraud is detected and then there is the immediate reaction on next Steps. Sometimes the assigned investigator will not have an idea of the case until such time when the case is assigned to him/her.
Proactive investigations on the other hand don’t rely on tips but rather takes place as a result of the findings conducted by the investigator. For example a data-driven fraud detection is a proactive way to investigate fraud. The investigator will test their hypotheses theory to see if each one holds true.

ii. How would you differentiate between the weighted and unweighted solvability factors.

Solvability factors helps to indicate whether a case is solvable or not and if the investigation will be a success. Unfortunately, not all cases will be solvable and as such those cases could be discontinued and allow for the resources to be diverted to concentrate on those cases that has a high probability chance of success. There are two solvability factors and they are weighted and un-weighted solvability factor.
Weighted factors conclude that not all factors should be assigned the same level of importance when determining the solvability factors. Thus an example is a fingerprint at the scene of a crime will be classified as more important than a witness.
 Un-weighted factors on the other hand do not assign any particular importance to the solvability factors. In this case every factor determined is of equal importance that must be investigated. In the case of weighted factors the case is determined in advance based on statistical research and anecdotal experience whilst un-weighted factors have their schemes specific to an agency and also based on anecdotal data. 
iii. Goal - setting and planning is very important for the soundness of an investigative process. Why?

A skilful investigator who proceeds with the investigation without a proper set of techniques and conducts an investigation in a haphazard manner is likely to fail. Whilst on the other hand an inexperienced investigator who has a carefully investigation plan is likely to succeed. Crime victims are indirectly customers as such they have to be treated the same way as you will treat a direct customer. Therefore these crime victims (customers) already have preconceived ideas about obtainable results and acceptable outcomes when they engage the services of a fraud investigator. Where the expectations are reasonable and rational then there is a high probability of having a satisfied customer whilst an unreasonable expectation will have a high probability of an unsatisfied customer.
However, through education the forensic investigator will be able to come to an agreement with the victims on an acceptable expectation. Setting of the goals allows both the customer and investigator to fairly and objectively assess the progress of the investigation as well as ensure that the outcome is still acceptable. Thus firstly the goal setting enables the right expectations to be made and where necessary provides the guidance to the customers whether there is sufficient justification to proceed with the case.
Secondly the goal setting act as a base of which the fraud investigator can build a solid investigative plan. A poor investigative plan will provide a weak foundation of which the investigator will have to build the case.
Thirdly investigative planning is very critical to the success of the case because by their very nature financial crimes does involve the sheer volume of information that will have to be analysed. Thus without a careful and thorough plan the investigation can become unmanageable as the information will become too much to handle. A good investigative plan will not only control the flow of the investigation but it will also adapt the investigation to any changes in the lifecycle of the investigation. Finally the planning will allow the fraud investigator to manage the amount of evidence that will form part of the investigation.
iv. Outline the major goals of an investigative plan.

A good investigative plan has three major goals and they are the ability to maintain focus, controlling the growth of the investigation whilst enabling the investigation to be adaptable where possible.

Firstly focus: A good investigative plan should focus their efforts on the goals of investigation. Thus, there shouldn’t be a tolerance for any deviation from the investigative goals. In addition, no leads, red flags or warning signs that can hamper the investigative process should be overlooked. Also duplication of efforts should not be tolerated.
Secondly control: Financial crime investigations are living entities that can easily get out of hand if not fully controlled. It is inevitable that financial crimes will tend to have an awful lot of information and evidence however careful planning and management will make it less destructive to the investigation.
Thirdly adaptability: From the moment the investigation starts it will continue to evolve throughout the lifecycle of the investigation. Thus financial investigation should be planned to be adaptable otherwise a slight change in the landscape of the investigation will render the plan useless. This can therefore cause the investigator to go the extreme lengths of even formulating or creating a temporary plan. Such knee-jerk reactions can cause more problems and its never advisable. The change in the circumstance of the landscape should not translate to allow the whole plan to be changed.
v. Briefly describe the stages involved in planning an investigative plan.

For an investigation to be successful a formal investigation plan should be developed before the inquiry begins. This plan will allow a formal structure of which the plan will follow and at the same time provide that flexibility to allow the investigation to adapt any required changes. There are three stages of planning. 
Financial planning: Undertaking any investigation is costly and as such careful financial planning can help alleviate unnecessary costs. Irrespective of whether the investigation is for a private client or district attorney’s office money is scare and as such there will have to be a compromise in order to achieve results. It is always better to identify the expensive areas of investigation at the early stage because it enables alternatives to be explored. Too many times investigations have started with the hope that the money will be available at some point and if that doesn’t happen then the aim of what the investigation set out to achieve will not be successfully concluded.
Personnel planning: it is imperative that key personnel are identified earlier on in the investigation especially for complex cases. This can only be planned once the scope and the direction of the investigation has been agreed. In some cases the investigator might require certain experts as the investigator might not have the skill set within that area. Therefore, outside help in the field of accounting, securities, computers for example might be helpful to the investigation. The use of these experts can greatly simplify the work 
Technology Planning: Due to the rise of the digital revolution the investigator will need to invest in the latest technology. These investments can be either temporary or permanent but they need to be planned out early. Rental equipment of an expensive camera equipment is an example of a temporary investment whilst undertaking computer upgrades are seen as long-term investments. However new technology investments should always be evaluated on a cost/benefit analysis although they are usually pre-planned whilst on the other hand short term investments are quite unpredictable.
In addition, planning out any future cases that will involve the use invested technology can prove cost beneficial. 
Finally another area of technology that can derail a well planned investigation is technology incompatibility. Differences between the investigators operating system and that of the suspects would mean the investigator will not be able to gather the required evidence from the suspects system. Nevertheless planning doesn’t entirely eliminate these incompatibility issues but they rather help to manage the impact should they arise.

vi. Describe the three main areas of intelligence gathering process.

Investigations will constantly change irrespective of how well it is planned. This is because an investigation can begin with a set of known facts out of which various theories can be derived. However, with time such theories are challenged with new ideas and new facts are unearthed. Nevertheless, the investigator should not deviate from the investigative goals and should ensure that nothing should derail the investigation. However, the ability to conduct the successful investigation will require intelligence gathering exercise. The aim of the intelligence exercise is most importantly to ensure that the wrong person is not incriminated. Below are the three main intelligence gathering areas.

1. Surveillance: Surveillance when properly undertaken will not even arouse the perpetrators suspicion. Surveillance operations or better known as undercover operations are theft investigations that fully rely on a person’s sense of hearing and seeing. Surveillance or observations is about the watching and recording of what the investigator have witnessed. According to Albreight et al (2009) there are three forms of surveillance and they are:
                      a. Stationery surveillance

                      b. Moving or tailing surveillance

                       c. electronic surveillance
Note that surveillance is legal so long as they don’t infringe on a person’s reasonable expectation of privacy.

2. Database searches: In recent years there has been increased development of database software with the aim of assisting in investigations. Thus, rather than take the risk of surveillance, database searches with the aid of artificial intelligence are sifting through huge amounts of data to identify and report on suspicious transactions 

 In addition, most organizations have implemented the relational databases across their finance systems and this is of great benefit to investigators. If investigators are able to learn the basics of relational database table structure and the associated foreign keys then they will be able to decipher most of the financial information quickly. Some databases overlap one another nevertheless each might hold unique information that may be beneficial to a case. Though some databases are consolidating information it is always advisable to have multiple sources of databases to search from rather than one source. 
3. Trash collection: Another way of gathering information was to look through a suspects trash or trashing as its normally called. Going through a person’s trash can surprisingly yield evidence that can be used by the investigator. However, it should be noted that searching through the trash of a person whilst it still on the person’s property is unlawful. But the moment the trash cans leave the property, sidewalk or the fenced area then the investigators are legally liable to search through the trash. During the period leading to the end of the financial year a lot of tax information can be collected from the trash whilst the other months can unearth credit card information and other financial information like bank statements.
2. Write short notes on the followings: (5)

a. Private databases

Though private databases can include sources from both commercial and government yet their definition implies that access is normally restricted. Private databases are quite powerful repositories for a wide-ranging set of information. The unanswered question is how does one validate the correctness of a private database? Sarveet et al (2008) believes that since a database is the rightful owner of the data it is holding as such it is entitled to modify that data at any time. Though the person that run the query might not believe in the set of results however he might enquire for the owner to confirm on the source of information. 
Nevertheless private databases provide the background that helps to shape up an organizations strategy. For example, Walmart uses its private database for a variety of reasons that includes the measurement and efficiency of a check out person, the customer behaviour based on past records and also forecasting future trends (Gilfred M et al, 2012). 
b. Public data bases

Public databases on the other hand provide the need to access information sometimes for a small fee or in some cases allow unlimited free searching. With the increasing movement into the digital age more and more government agencies are making public record information available over the internet. For example, property and tax records are available. However not everything is available for the public as there is no public database for shareholding (Wells J. 2018). An individual’s shareholding can be accessed through the filings of the companies that the individual has an interest. Until the Gramm-Leach-Bliley Act in 1999 investigators could only gain access to financial information via false pretences which was in any case illegal (Albrecht  et al; 2009). 
However financial institutions were able to sell the personal data to database companies unless the customer opted out of information sharing. Nevertheless, as a result of this selling of information these database companies might have pieces of information about a person. Currently there is the desire to consolidate all the information from the different databases into one database. In addition, there is a likelihood for inaccuracies to occur in all of these databases due to human inputting the data. It must be noted that traditional auditors review existing documents as part of their investigation whilst forensic auditors will always conduct public document searches in the course of their investigation into a person’s assets.
3. “Financial crime investigations generally result in higher volumes of evidence and more complicated theories of evidence than non-financial crime.’ Discuss this. (5)

The introduction of new accounting standards and the evolving nature of the business climate means fraudsters are finding different ways to cheat their shareholders or government. As such finding financial statement fraud is very difficult as the perpetrators are undertaking new methods to conceal their financial crimes. Uncovering such financial fraud also means the auditors will have to investigate several areas including a person’s behaviour and/or the lifestyle, any complaints or whistleblowers evidence. 
Each of these areas produces its own evidences that will have to be examined and cross checked to ensure the facts are accurate. However, with time the evidences gathered will have reached unimaginable proportions that is difficult to manage. Williams H (2006) sums it up where he acknowledges that there is no step by step guide or formulae to help investigators in the investigation of documentary evidence. He further acknowledges that with the complexity surrounding modern finance if rules have to be written down to be followed this will certainly be impossible. On the other hand there are auditing techniques that can help to verify and check financial data.

In addition to the above most of the financial information are stored in databases. Thus, in an accounting database the effective way of unearthing any criminal activities is through the writing of database queries that will enable analysis of the data. According to Albrecht et al (2009) the queries will populate huge amount of data however it will also enable thorough analysis for the query to pinpoint the evidence that can secure a conviction. All of this shows the complication that is involved in investigation of financial crimes because of the slicing and dicing of data before an answer can be found. 
Gottschalk, P (2016) agrees that financial crimes may not be as visible as nonfinancial crimes. For example, Gottschalk (2016) explains that in a homicide case there is always a body and a forensic evidence to analyse whilst that of a financial crime there is now an increasing use of computer aided tools to help sift through the mountain of evidence. 
Secondly due to a set of events that might have occurred it’s easier to articulate theories when investigating non-financial crimes. On the other hand financial by its definition it’s all about concealment and as such it will have very few witnesses. As a result, documenting financial crimes based on a set of theories can prove very difficult.
Thirdly Silverstone et al (2007) explains that though both financial and non-financial crimes might have evidence yet the composition of the evidence is what distinguishes between the two crimes. Prosecutors use real evidence such as fingerprints to prove that a burglar or murder was committed. In some cases documentary evidence such as cancelled receipts or photographs are used as part of the investigation but these according to Silverstone et al(2007) are non-document based cases. On the hand financial crimes are quite document heavy and a single account can have approximately 500 cancelled cheques that will have to be investigated.
In conclusion the above points prove that the volume of evidence and the complication are higher in financial crimes than non-financial crimes.
4. Case Study (8)

In March 2005, Byron was offered a job as manager of a public house in Hampshire. He had many years experience in the pub trade, but had never managed an entire pub before. He explained to the pub owner that he would need some help with book-keeping. The owner explained a system of record keeping and banking which he had himself devised. When the quarterly VAT return was due in July, the owner checked the records and found that there appeared to be a discrepancy in the banking. He complained to the police and Byron was charged with theft of the shortfall and false accounting. The forensic expert was instructed to review the accounting records and banking on behalf of the defence. The expert gave his opinion of the elements required in a properly designed accounting system for a pub and highlighted the many serious deficiencies in the system devised by the pub owner and the difficulties that Byron would have experienced in attempting to operate it. He also pointed to a number of possible causes of the cash discrepancy, other than theft by Byron. When the case came to court, many of the points in this report were put to the prosecution witnesses in cross-examination. At the close of the prosecution, based on the evidence, the judge agreed that Byron had no case to answer and he was released.

Consider the above case while answering the following questions:
i. What do you think could be lacking in the Owner’s self-devised accounting system?

A proper accounting system is not about record keeping and bookkeeping, but the system should be devised to have several segregation of information. This segregation of information will allow for an effective bookkeeping that can be fully audited as and when expected. From the case study the basic features of an effective accounting system were non-existent. Below are some of the features that was not implemented.
Firstly, Accounts Receivable feature enables all income whether by cash, cheques or even bankers draft to be recorded. Based on the case study the pub might not only be selling drinks but could also have been renting out the premises for weddings, parties and other events. Each of these events is income generation that should be properly recorded. There is also the likelihood that as a result of renting the place the customer might not have paid immediately but on credit. For any credit related amount it can at the end of every month be accrued to the following month and income recorded accordingly when the payment is made. It is this income that will have to be banked. In addition, the amount sent to the bank either daily, weekly or monthly should be recorded. 
Furthermore, with many banks operating an online banking facility the owner will be able to cross check the amount that was banked to the figure that is recorded in the system.
Secondly, Accounts Payable feature is the opposite of Accounts Receivable. Thus this is a record of all the payments the pub owes to its suppliers. Some suppliers might offer discounts for early payment and each of these has to be recorded. If the purchase order amount is not accurately recorded then an incorrect payment can be paid on the invoice.

Thirdly, Inventory is another feature set to be missing from the owner’s devised system. As a pub all goods received should be recorded in the system. This will allow for good record keeping of the quantity of drinks the pub has and when it was expecting to order some more. During end of the month reconciliation or stock take the inventory amount can be validated and cross checked for accuracy.

Fourthly, another feature missing was audit trail of the system. A good accounting system will have individual login and as such any income from the till that is recorded can be traced to the person that entered the records. This helps to trace any fraudulent activities in the system.  
ii. Give some possible causes of shortfall other than theft by Byron.

Though the theft was the main charge that was brought against Byron there are other causes of the shortfall and below are the details.
Firstly some of the clientele might have bought drinks on credit and without proper recordkeeping of such expected income it will be difficult to track. 
Secondly another possible area of to note could be over payment of an invoice to suppliers. The owner might have expected to get a discount however if this is not recorded then the full invoice value will be paid instead of the discounted amount.
Thirdly the issue of payment of unexpected expenses such as to buy a box of nuts or buy a light bulb to replace one that just went out. In most cases there should be a petty cash that can be used for such unexpected expenditure. However with no petty cash available in the case study they have to directly take money out of the business If there is no good record keeping for such amounts of money being taken out then it can also account for the shortfall. 
Fourthly the recording and payment of overhead expenses such as rent or utility bill if not properly accounted for could have also been the cause of the shortfall. The question is whether there is a recurring payment and how that payment is recorded. Also if there is an increase in the overhead expense is it just paid for without that increase being accurately recorded. If not then the increase could also have resulted in the shortfall as the profit margin would have decreased.
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