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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Give short answers to the following questions: 
i. What is Computer Forensics?
Computer forensics is an important part of a fraud investigation. Computer forensics involves the process to determine activities that took place on a particular computer device by restoration of deleted or corrupted data. It helps in determining information systems activities which might aid in an investigation by getting evidence. For example, erased information in a computer may become a key evidence in supporting the investigation case and implicating the fraudster. Computer forensics can also indicate dates and times when the computer was used and the websites that were visited.

ii. Why are computer forensic engagements are carried out?
Computer forensic engagements are usually carried out for the following purposes:
- Investigations and consultations; 
- Fraud prevention and detection; 
- Advisory assistance for disputes such as assessing damages, family law;
- Investigations, including regulatory compliance, misappropriation of assets, financial statement fraud. 
Professionals including internal and external auditors, law firms, security professionals can request computer forensic assistance.

iii. Name some sources from which data can be retrieved.
Data can be retrieved from many sources. Some of the main technological sources include laptop, desktop computer, cell phone, usb drive, hard drive storage, emails and cloud storage. In fact, forensic data may reside in any device that is used for data storage.

iv. Explain the characteristics of a computer forensic analysis.
An ideal computer forensic analysis has the following characteristics:
- Using forensic software acceptable in an investigation;
- Using acceptable forensic methodologies;
- Using best practices;
- Using acceptable documentation practices; 

v. What are the benefits of data analysis?
Data analytics is the process of gathering and analyzing data and then using the results to make better decisions. The following is the most popular attributes and components for the term data analytics:
- Analysis of operational, financial, and other data that quantifies and highlights risk and/or opportunity.
- Data-mining information across multiple sources to provide actionable results.
- Repeatable and automated processes that search for patterns and identify anomalies.
The first two definitions tend to be common across internal audit departments.

2. What are the legal factors that should be considered before starting computer forensic engagements? 
Prior to beginning a computer forensics engagement, it is important to review legal issues and discuss with the legal counsel’s. The forensic accountant must obtain preliminary facts and documents before a forensic investigator starts working on computer forensics. The investigator must confirm the following facts with the clients - the nature and scope of the engagement, the computer systems.
The following are some legal factors to consider before starting computer forensic engagements:
1. Whether there is legal authority to gather data.
2. Whether scope of examination covers the data recovery.
3. Whether there is subpoena that allows data recovery.
4.  Whether the team knows about the ownership of data and the privacy issues.
5. Whether data recovery is local or global. Global recovery needs more awareness of laws of different country.
6. Whether data recovery can be done only by licensed individual.
7. Whether counsel is available to the team.


3. What tools are used by forensic accounts for data analysis? 
There are number of tools available to the forensic accountant for data analysis. First, there is a basic software that can be utilized by the forensic accountant. The investigator would need intermediate or advanced expertise in the use of the product. Software example in this category is Microsoft word or excel product. Second, there is analysis software that gives ability for some data analysis. Example of software in this category is TopCaats. Third, there is the data analysis software comprising of data analysis programs that support various investigative activities, such as converting multiple electronic formats into a single format for common usage. Example of this type of software is ACL, IDEA. Lastly, there is the specialized software to facilitate advanced data analysis inquiry or special investigative purposes, e.g., data mining, security and access. Example of this category is SAS, SPSS, Qualys. 
The various tools described above serve variety of needs in the data analysis. Depending upon the user knowledge of these tools and the type of data – big or small, simple or complex, the tool can be chosen to accomplish the data analysis objectives.
Accomplishing data analysis and data mining together can be an interesting experience. After first identifying trends through data mining, the forensic accountant can analyze it further using data analysis tools described above.

4. What is a chain of custody form? What type of information does this contain? 
In the preliminary stage after clarifying the scope, timing, budget and product expectations, the forensic accountant formulates a work plan for the process through which data can be identified and collected. The chain of custody is a data collection and analysis mechanism which can be planned out in the early stage of an investigation. It helps in identifying important information about the device custody and data handling for evidence creditability.
The chain of custody form is used to document the following information:
1. Name and signature of the person who is providing and collecting the device.
2. The physical location of each device including the address and associated room number.
3. Device’s condition, description, make, model number and serial number.
4. The date and time at which each device was collected
5. Markings on the device including item number, and the initials of the person collecting device.
Once the device is transported to a secure location for examination, the device is stored in a locker. Anyone wanting to remove the evidence from the locker must provide the time and date of the removal of evidence along with their name and signature to preserve the integrity of evidence and chain of custody protocol.
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