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(i) The objectives and principles of an entity are its policies. Ideally a policy is a guiding principle used to set direction in an organisation. In contrast, a procedure is a series of steps to be followed as a consistent and repetitive process to accomplish an end goal, in other words, procedures are actions taken to ensure an entity’s objectives are achieved. Policies can therefore be viewed as decision oriented, while procedures are action oriented. 

Both policies and procedures, also document all unethical practices in an organisation and determine how violations should be treated.  Ineffective policies and procedures in other words, a weak monitoring and compliance system in an entity provide fodder for fraud to thrive and grow. Moreover, having in place a written fraud and ethics policy alone is insufficient to mitigate fraud risk.  It is necessary to communicate this policy to all related parties within an organisation and implement it. This is the responsibility of the board, who must always lead the talk. 

(ii) Fraud is a major risk that threatens the firm, not only in terms of financial health, but also its brand, image, and reputation. Ideally, fraud is an issue that all organisations may face regardless of their size or industry. Generally many factors influence how at risk an organisation is to fraud than others. 

Perception of detection is one of the leading elements in fraud prevention. The fear of punishment, imprisonment, humiliation, and the loss of personal relationships are enough to make a potential fraudster to think twice before engaging in crime, as well as evaluate whether it is worth all the risk or not. Some of the techniques that help increase perception of detection are;

Surveillance. Surveillance is one of the mechanisms that deter an occurrence of fraud in an organisation. Installing surveillance cameras in critical areas such as mailrooms, where mail containing cheque or cash is opened as well as where assets are subject to high risk can help to increase the perception of detection. It is also important that all members in the organisation are informed of such measures, thereby rendering it effective in preventing fraud. The fact that one is being watched is enough to instill fear on the potential fraudster.

Anonymous tips. Following up on anonymous tips is one of the best methods of fraud detection, as well as prevention. If employees and potential fraudsters are aware that they can be easily turned in and are constantly being monitored, there is a strong perception of detection.  Having appropriate mechanisms such as involving third parties to independently handle complaints, and employing multiple communication strategies such as telephone, letters and e-mails can help enhance anonymous tip programs. Moreover, an organisation culture where employees are encouraged to offer tips can be a hallmark of an effective fraud detection and prevention program. Management must also ensure that there is a witness protection program in place to foster perception of detection. 

Surprise audits.  Surprise audits, is another effective method of detection. These methods are effective not only in fraud detection, but the mere thought of an impending audit creates a perception of detection.

Prosecution. Prosecuting fraudsters to the maximum extent of the law sends a strong signal that no one can get away with financial crimes. Despite the risk associated with public trials, and possibility of mistrials, this approach not only ensures justice for the entity, and the fraudster, it also warns potential fraudsters against committing fraud.   

Enforcement of ethics and fraud policies.  An entity should have a clear plan of action in case fraud occurs, including determining the penalties for different levels of fraud. Ensuring compliance with an entity’s fraud and ethics policy also enhances perception of detection. Inability to conform to its own policy not only renders it meaningless, but fosters an environment where fraud thrives and grow. 

Catch me if you can. The greatest perception of detection is to catch the fraudster, successfully prosecute him or her in accordance with the law, and organizational policy, and publicize the treatment of the fraudster. This sends a clear message to would be offenders, and contributes positively to the anti-fraud culture within an entity.


In order therefore to manage fraud risk, organisations should periodically identify the risks of fraud within their business, and put mechanisms in place to mitigate them.

(iii) Regular visits by auditors are an effective fraud prevention measure.  Internal auditors support management to establish a culture that embraces ethics, honesty and integrity. Internal audit help in fraud detection in the following ways:

Provide assurance on effectiveness of internal controls. They assist management with the evaluation of internal controls used to mitigate fraud.

They evaluate the organisation’s assessment of fraud risk. Internal audit take into consideration the fraud risk when evaluating the control methods and the determination of the necessary audit procedures. Whereas internal auditors are not expected to detect fraud and violations, they are expected to give reasonable confirmation that the objectives of the business environment of the operations have been achieved.

Internal audit provide adequate knowledge about fraud cases to determine fraud indicators. This knowledge includes awareness of fraud properties and factors and the techniques used in the commission of fraud.

Being ready to any opportunity that may allow the commission of fraud such as any weakness in the control methods. If a major deficiency in the control methods has been detected, additional tests must be conducted by internal auditors to specify fraud indicators.


Evaluating fraud indicators and taking any other necessary procedures or conducting investigations if needed.

Whistle-blowing and reporting to the competent authorities inside the organization if a fraud case is detected to recommend the conduct of an investigation.

Internal audit forms the organisation’s third line of defence.  An independent audit function will through a risk based approach, provide assurance to management of an organisation. While the aim of the audit is detective in nature, it creates a strong perception of detection and can therefore serve as a prevention measure. Regular audits as opposed to periodic audit can therefore help to stem occurrence of fraud. 

(iv) Directive approach is the commanding approach in fraud detection. This approach is confrontational and authoritative in nature, unlike other approaches. According to this approach, management of an organisation clearly states that if someone steals, they will be caught and fired from their job. In taking this approach, the entity does not take measures to prevent fraud. If a fraud occurs and is detected, the accused is simply fired without a prosecution. This is an ineffective approach considering the fact that fraud is generally concealed and often occurs through collusion. While fraud detection techniques will not identify all fraud, a combination of both preventive and detective approaches will be effective in reducing fraud risk.

Ideally, organisations can never eliminate the risk of fraud entirely. There are always people who are motivated to commit fraud, and an opportunity can arise for someone to override a control or collude with others. It is important therefore that fraud detection techniques are flexible, adaptable and continually changing to meet the various changes in fraud risk. 

(v) An organisation can adopt a number of approaches to reduce employee theft, fraud and embezzlement. Some of the approaches include preventive, and detective approaches. In a preventive approach, an organisation puts in place preventive measures to screen out potential fraudsters. These measures include background checks for previous criminal records, segregation of duties and credit reports. In addition, active and efficient internal controls also contribute to fraud prevention.  In contrast, detective approach entails setting up strong accounting controls, and internal audit function to monitor transactions against potential frauds. The internal audit function is responsible for providing assurance on the legitimacy of transactions, and confirming that the entity’s assets exist. On the other hand accounting controls are established to detect any fraud that may occur in between periodic audits. Both preventive and detective controls are the most effective measures to insulate the company from fraudulent activities by its employees. 

(vi) Internal controls is a collection of policies, procedures, norms and practices which the company’s management implement in order to reduce risk to the business. Internal controls are developed with an aim to provide management with reasonable assurance that the company achieves its objectives and goals. Ideally management designs a system of internal controls to achieve the following objectives:


Reliability of financial reporting. Management is responsible for preparing financial statements for investors, creditors and other users. Management has a responsibility to ensure that financial information is fairly presented in accordance with reporting requirements of accounting frameworks.

Efficiency and effectiveness of operations. Internal controls within a company encourages efficient and effective use of its resources to optimize a company’s goals and objectives. 

Compliance with laws and regulations. A company as a natural person is required to comply with relevant laws and regulations. An example of such laws include environmental protection, civil rights etc. 

An organization can adopt some of the following internal control to prevent fraud activities.

a) Adequate separation of duties. It is desirable for example, to prevent persons who authorize transactions from having control over the related asset to reduce the likelihood of embezzlement.
b) Adequate documentation, records and audit trail. Adequate documentation is essential for correct recording of transactions and control of assets.
c) Physical control over assets and records. To maintain adequate internal controls, assets and records must be protected.
d) Independent check on performance. Internal controls should be regularly reviewed by an independent function from those responsible for preparing the data.
e) Monitoring of controls. Monitoring activities deals with periodic assessment of the effectiveness of the internal controls. Without effective monitoring, controls would become counterproductive.

Internal controls however can never be completely effective, regardless of the due diligence followed in their design and implementation. Even if management can design a robust internal control system, its effectiveness depends on the competency and dependability of the people using it. 

 Question 2 

The tone from the top is a key part of any fraud prevention and detection strategy. An appropriate fraud policy therefore is the best starting point for developing an efficient fraud response. A fraud policy raises awareness amongst staff that appropriate response plans have been devised, to deal with and minimize the damage caused by any fraudulent attack. By explicitly defining actions that constitute fraud you ensure that all employees and third parties are aware of what is unacceptable. Ideally a fraud policy should include these elements:

An explicit definition of actions that are considered to be fraudulent. Without a proper definition of fraud, a judge or jury would struggle to call it fraud. A fraud policy therefore reduce any doubt during prosecution of suspects.

Allocation of responsibilities for the overall management of fraud. Whereas it is everyone’s responsibility to detect fraud, it is not everyone’s responsibility to investigate, and this should be clear in your fraud policy.

A statement that all appropriate measures to deter fraud will be taken. This acts as a deterrent to would be offenders.

The formal procedures which staff should follow if fraud is suspected. This will include a listing of the appropriate communication channels for reporting fraud. It is also important that employees are encouraged to report any suspicion of fraud.

Notification that all instances of suspected fraud will be investigated and reported to the appropriate authorities. 

The fraud policy should also include the methods management will adopt when fraud is detected or suspected. It should include questions such as who, what, where, and when in connection with any tips or complaints that are received.

Maintaining confidentiality is another element of the fraud policy. The policy should be particular about maintaining confidentiality for the sake of innocent employees and for the whistleblowers. Moreover, disclosing information on the status of the investigation could lead to disappearance of critical documents on the investigation. 

In closing, the existence of a fraud risk assessment may deter would be fraudsters, as well as assist in conducting a cost-benefit analysis of mitigating mechanisms with respect to fraud risks. A risk assessment activity should be a continuous process, and tailored as organisation’s circumstances evolves which may result to new risks, or risks previously not assessed. 
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