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	Developing a Business Risk Management Programme

Assignment 13

1.
I. When creating an Enterprise Risk Management programme, basic steps involved are:

· Risk analysis and assessment. This should include staff including senior management who understand the business in detail;

· Business continuity and contingency planning. In the event of a disaster or serious problem, these plans help the business continue with minimal disruption;

· Response and resumption to risks, problems and issues;

· Business recovery in the event of a disaster or serious problem;

· Review and re evaluation to help the business learn from events and problems and to help ensure that future planning is better.


II. The need for risk management can be raised in an organisation in the following ways:

· Making management aware of the possible risks facing the organisation and the potential problems if those risks are ignored. Also by making comparisons with other organisations who might have suffered significant losses as a result of bad risk management. An example is in the area of safety when drilling for oil, and the resulting very large environmental fines from governments for cleanup operations;

· Linked to the above, making senior management aware that other organisations in a similar industry use risk management to mitigate disasters such as oil rig disasters for example that can cause environmental harm and that can trigger very large fines;

· Mission critical operations and processes can be identified along with associated risks, highlighting concerns that can be shown to management. Operations linked to key risks can be prioritised and given more resources if necessary;

· A high level analysis can be performed to show the impact if key operations are lost. For example if a business is over reliant on too few suppliers, an analysis can show how sales could be affected if one or more key suppliers went into liquidation;

· A high level analysis could also highlight outdated IT infrastructure. An analysis could demonstrate that if backups fail, parts of the business could struggle to operate. The accounts function is an example, where data could be lost re’ debtors and payment schedules;

· Contingency plans can be used as a result of risk management findings, where backup plans are crucial if the business is to continue to operate in certain conditions. 

III. The sources that drive risk are:

· The organisations’s mission, structure and culture. If an organisation has a mission to be the biggest and the best in its industry which dives a culture of aggressive expansion, financial risk of failure will probably increase for example, especially if growth plans become reckless. This is what happened to HBOS in the banking sector before the financial crash of 2008;

· The assets and resources owned or controlled by the organisation. A manufacturer might have old, dated plant and equipment for example, and this might pose a significant risk of failing when adapting to product changes if its assets can’t adapt to the development of new, better products;

· The company’s business partners. Risk of business failure might be high for example if bankers and investors in the business restrict capital for vital investment. Unreliable suppliers could also cause operational risk of poor performance and financial risk of low profit and sales. 


IV. A contingency plan is a back up plan, an alternative plan or a ‘plan B’ in layman’s terms that gives a business a choice if another plan fails or starts to fail. 

In essence, an organisation must be ready for a worst case scenario even if risk mitigation controls and actions have been followed. For example, a hospital will have back up generators to ensure an uninterrupted source of power and energy in the event of a power cut from the main grid. However, what if there are problems with in house generators? A contingency plan would cover the worst case scenario of problems with back up power. This could be in the form of 24 hour, on site engineers for example, or an agreement with a maintenance company to provide round the clock emergency cover. 

The main objective therefore of contingency planning is sustaining the operational reliability and stability of an organisation to ensure it can function adequately. 

A comprehensive contingency plan must:

· Make sure that potential harm to staff and visitors is minimised, for example using fire sprinklers in the even of fire breaking out;

· Minimise loss or damage to company assets. This can be achieved using CCTV cameras to minimise the risk of theft and / or vandalism;

· Ensure that key resources are always available. If a company manufactures plastics for example, ensuring that water is available for the cooling processes;

· Ensure that digital data is adequately backed up, and that alternative systems can be used if primary IT functions fail;

· Have documented procedures in the event of a serious problem, so that slow decision making is not relied on, and an agreed set of procedures is followed to restore and / or continue operations.

 
V. There are a number of ways inventory data can be collected:

· By performing a thorough and detailed micro inventory;

· A high level or macro inventory; 

· A combination of both a high level inventory where required, and a detailed level inventory.

If time and financial constraints are an issue, one way to achieve the essential elements inventory could be to conduct a high level inventory first, and then to proceed with a risk assessment based on summarised inventory data. This approach has the advantage that allows a quick inventory collection to be done that
can then be used to begin the risk assessment process. However, it has the disadvantage of introducing the risk of overlooking critical operations, functions or essential elements, and creating an incomplete baseline from which to conduct a risk assessment. For example, if only a high level inventory of IT assets is carried out, the fact that USB devices are not encrypted, or password protected might be overlooked. This could lead to losses of personal data in the field, which could lead to fines and embarrassment under new GDPR legislation. 

An organisation needs to weigh the advantages and disadvantages of each inventory approach. The inventory approach chosen must provide essential data
to enable the more specific identification of potential risks to mission critical operations. At the end of this process, the results of the inventory will help establish the extent of the risk management programme, the overall strategy of the programme and its impact on the organisation.

VI. The following factors should be considered when rating the possible severity of impact of a performance failure:

· Failure tolerance is an indication of the maximum acceptable length of time for the loss of an essential element or operation. In other words, how long after a failure occurs will production the impact? Put another way, how often during a specified length of time (for example, one week) is an essential element used in support of a business operation? It might be that a production line can suffer the effect of a broken machine for one week only, since after that time stocks of the finished product will have run out, and output will be affected causing a loss of sales and profit;

· The impairment level of the failure, which is the maximum impact that will be felt due to the failure if the problem is not resolved quickly;

· The time horizon from failure to full impairment, which is the time difference (if there is one) between the failure event itself and the full impact of its effects. For instance, a failure of the general ledger system may ultimately cause severe impairment to a company’s ability to produce financial statements, but the full effect of the loss may only be felt during the month end run;

· Other circumstances may intensify the time horizon. If a production line fails, the failure may be recovered before there are any significant impacts to the organisation if, for example, there is a three months’ sales worth of stock currently in inventory. Generally though, the longer the duration of the exposure, the higher the risk;

· A contingency plan should reduce the ultimate impact experienced through performance failure;

· In order to assign a severity impact to the interruption of an operation or an essential element failure, a precise and easily understood rating scale is needed, for example:

           A = Total impairment
           B = Considerable impact
           C = Moderate impact
           D = Minor impact
         E = Negligible impact on the company or supported operation

Assigning severity ratings to operations and essential elements provides the raw data required to conduct a performance failure impact analysis. Severity impact ratings frequently provide sufficient information for management to make informed choices regarding mitigation and contingency strategies.

The effect of an operation or element’s failure provides a clear indication of that operation or element’s importance to the business. The prospect of a failure actually arising should not alter the importance of the specific operation or element to the company. Therefore, a rating model based upon severity of impact produces a basic means to establish a prioritised list of mission critical operations and essential
supporting elements.

VII. A legal strategy for a business should focus on the following areas:

· An evaluation and review of the impact, if mission critical operations fail or are weakened. If for example plans for a new product rely on positive test results, and results show weaknesses in a new design, the impact in the area of lower sales growth for the business would be noted;

· a detailed review of all contracts, agreements, documented performance standards and management liability to shareholders. This includes revising all contractual relationships with third parties, including but not limited to, customers, suppliers, and vendors and identifying obligations related to maintenance or other outsourced services being supplied to the company. It might be that contracts for example need revising, novating or adding to through variation agreements in the area of new legislation such as GDPR;

· Special attention should be paid to key areas such as areas where the effect of an interruption to operations outweighs the remedies available. For example, the effect of a terrorist attack that blows up part of a plant. Also, areas where the possibility of such a problem occurring seems likely. This might be in the area of strike action for example in an industry where employee unrest is high. We saw this recently with airline pilots and Ryanair;

· Other key areas to focus on are where recovering from the potential problem is difficult and expensive, and operational and procedural areas where health and safety is an issue. An example here is where employees are handling toxic or hazardous inputs such as chemicals in a chemical plant;

· An outline of the policies and procedures relating to business partner management should be prepared, current legal activities required to support the risk management programme should be identified and assessed, required changes to any insurance coverage should be made (e.g., professional indemnity insurance for some service companies where high risk advice is given) and financial practices essential for compliance with reporting and disclosure guideline should be implemented. This could be in the area of complying with international accounting standards for example, such as IFRS.

VIII. The main objective of a contingency plan is to ensure that an organisation is prepared for a worst case scenario and can continue operations in the event of a disaster. 

For example, if an event such as an earthquake disrupts power, IT systems and supplies of key materials, the business might need a back up location where operations can continue. This might be a plant where production is at a low level, but where production can quickly be increased if operations at the primary plant fail. 

To achieve these goals, a business needs to be able to collect, filter, prioritise and escalate issues up to the right level of management for decisive and quick decisions to be taken re’ restoring and / or maintaining operational capability. 

A comprehensive contingency plan must:

· Make sure that potential harm to staff and visitors is minimised, for example using fire sprinklers in the event of fire breaking out;

· Minimise loss or damage to company assets. This can be achieved using CCTV cameras to minimise the risk of theft and / or vandalism;

· Ensure that key resources are always available. If a company manufactures plastics for example, ensuring that water is available for the cooling processes;

· Ensure that digital data is adequately backed up and that alternative systems can be used if primary IT functions fail;

· Have documented procedures in the event of a serious problem, so that decision making is not relied on, and an agreed set of procedures is followed to restore and / or continue operations.


2. A Business Impact Analysis is a strategy for quickly identifying areas that would suffer operational, financial, legal and / or regulatory loss in the event of an interruption. Management should rate the impact that an interruption in an operation would have on the critical success factors for the organisation, by using the severity of impact of an operation’s interruption as the main rating factor.

These critical success factors include, but are not limited to the following:

· Internal controls. Would the organisation’s internal controls, measurements, and reporting be threatened by an adverse incident? This could include financial reporting for example;

· Safety and security. Would the safety and security of the employees or the physical assets of the organisation be in danger? From fire, theft or vandalism for example;

· Communications. Would the company’s communication abilities, such as electronic data interchange with its business partners be interrupted? This could be through malware and / or a data hack for example;

· Revenue generation. Would the company’s ability to service its customers and generate revenue be disrupted by the event?

· Reputation. Would the organisation’s image or brand be damaged due to the risk event or other supplementary effects? Customers could start using a competitor’s products for example;

· Legal. Would the business be violating any regulatory requirements or contractual agreements? This could be in the area of GDPR personal data protection for example;

· External reporting. Would the incident prevent the organisation from generating external reports, such as financial statements and tax returns, etc.?

All of these aspects must be listed and examined for each of the operations or business functions listed. Help may be needed from a company’s trading partners or affiliated businesses to create an inventory of critical success factors for the processes that extend beyond the immediate enterprise.

The next step is to identify the impact that an incident would have on a specific business function, and prepare an estimate of the loss that will be felt for the duration of an expected disruption. This process will need additional input from business unit managers and members of the risk management team who facilitate this process.

The next stage in business impact analysis is to prioritise the list of business functions to identify what is mission critical for the business. For each of the functions identified, the following classifications indicating a recommended recovery timeframe should be attached:

1. Highest category of availability. This means that immediate resumption of business functions is essential. No downtime of this function or business process can be permitted. Generally, this will require a fully equipped and staffed alternative site to be in place and available 24/7;

2. Short period of downtime can be tolerated. Four hours or less downtime is acceptable for these functions, but work must be resumed within four hours. Once again, an alternative site must be available which can be staffed and functional within a four hour timeframe;

3. Resumption of function is required the same day, but a specialised alternative site is not required. Business functions can continue in any type of alternative location, such as an employee’s home or a borrowed office;

4. 24 hours of downtime is acceptable for this business function;

5. 24–72 hours allowed for business to resume for this function; 

6. More than 72 hours is acceptable for resumption of the business function. All internal and external dependencies must be taken into account, and documented when creating the list of business functions and resumption criteria.
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Risk assessment interviews

Held with key staff from each functional area of the business. The interviews help to identify and quantify risks relating to the potential for failure of an essential element, offer insight about the dependencies between mission critical operations, and supporting essential elements, and provide information on which to base mitigation and contingency planning activities.

Identifying unfavourable and beneficial events is very important to uncover the full spectrum of potential risks. Whether the organisation is considering possible effects of the loss of a key executive in the organisation or better foreign exchange rates than forecasted, this is the time to brainstorm about worst cases scenarios, including events that may not be immediately obvious.

For example, interviews would be held with purchasing, the CEO and the Finance Director. Questions for each member of staff could include:

Purchasing manager. How reliable are suppliers, and what is the likelihood of a supplier going bankrupt?

Is it possible to negotiate better discounts for supplies? And are better deals available with different suppliers if we agree to buy supplies in bulk? Could we get better deals by switching suppliers to China or India for example?

The CEO. Is it possible that key staff will leave because they can get better remuneration packages elsewhere? Could key staff take expert company knowledge to a competitor? And what are the safeguards such as Confidentiality Agreements to prevent this from happening? What is the governance in the organisation like when it comes to protecting personal data? Are staff aware that personal data breaches can attract very large fines from the ICO under GDPR? Do staff pay lip service to new compliance or do they take it seriously?

The Finance Director could be asked questions about cash flow, foreign exchange rates and IT systems such as: How reliable and useful are current finance systems? Is data safely backed up and are management reports accurate and useful? If the £ slumped drastically how would this affect exports? Is the effect of foreign exchange fluctuations modeled adequately, and are there contingency plans for cash shortages if debtors fail to pay for example. 


Functional Area questions to Consider:

Business Operations

Production. What factors might interrupt the production of goods and services?
For example, how reliable are current machines? What is the likelihood of strike action?

Distribution. What factors might interrupt activities with existing channels, such as
suppliers, wholesalers, retailers and the Internet? Are E Commerce sites reliable? Are they secure? And are customer details such as bank details kept secure via third parties such as WorldPay? 
If goods are shipped by lorry, are the distribution companies the cheapest and safest in the market? Are goods insured in transit, and is the cover adequate and the cheapest on the market?

Customer service. Are staff motivated and friendly? Are calls recorded and are standards monitored and audited regularly?

What factors could disrupt relationships with purchasers of goods and
services?

Post-sales service. Is service good, and are customers likely to buy from the company again? Are questionnaires and surveys carried out regularly and what is the level of repeat business from existing customers? 

After sales servicing. What factors could interrupt servicing after the sale is made? Are third party engineers reliable and friendly? Is servicing prompt? And are customers happy with the after sales servicing they receive? What is the service from competitors like? And what are the risks of customers switching to a rival brand?

Changing markets and changing market conditions. 

What factors could prove costly as a result of changes in consumer demand? Can production quickly change to new product lines if fashions and demand changes? What are the risks of losing market share due to slow changes in production?

Changing technology.

What factors could prove costly as a result of changes in technology? If competitors invest heavily is better distribution with lower lead times, can the company respond? And what are the risks of losing customers to rivals? 

Legal or government

What factors could interrupt activities or be costly as a result of existing or new laws and regulations? Specifically is the business compliant with the new GDPR regulations? Are health and safety guidelines sufficient, and what would the costs be if an accident at work such as the death of an employee was found to be due to poor health and safety? 


Business liability

Products. What hazards exist because products are used or misused or might be
potentially defective? What are the risks of product recall and what are the associated costs and effect on the reputation of the business? Are procedures in place to deal with product recalls? 

Environment. What hazards could prove costly because of pollution or other accidents? Are toxic substances disposed of correctly in accordance with health and safety laws/ Are procedures checked on a regular basis? 

Facilities. What hazards exist because of physical facilities or operations? Where fork lift trucks are used, are safety regulations documented, communicated and followed by all staff? 

Employees. What risks exist from current or former workers? What are the risks of disgruntled employees sabotaging plant and equipment? Are grievance procedures adequate? Is staff turnover low, and if not why not? What measures can be put in place to keep staff motivated and happy? 

Catastrophes. What hazards exist from floods, earthquakes and similar occurrences? Is adequate insurance in place, and are there adequate backup and contingency plans in place to continue operations in the event of a disaster?  For example, are there backup plants that could be used? Could staff work from home using remote connections? 

Computer systems. Are systems physically secure, and is there adequate protection from theft and malicious cyber attacks? Foe example are suspicious emails filtered and quarantined, and are staff aware that they should forward suspicious emails to IT? 


Financial considerations

What factors could interrupt sources of long-term debt and equity funds to finance assets? If interest rate change, does the company know the effect on cash flow? Will the business be able to repay loans if interest rates increase by 5% for example? 

Working capital What factors could interrupt sources of liquid assets and short term
debt? Are there good relationships with bankers? What are overdraft levels? And what is the risk that overdraft facilities are closed in the event of a financial crisis? 

Some general questions that may be asked when discussing various points can include:

If the demand for the product is higher than expected in forecasted plans, how should the increased demand be met? Can overtime be used? Can equipment deal with an increased production load? And can products be shipped quickly enough to meet demand? 

If forecasted sales objectives are not reached, how can profit losses be avoided? Are there options to expand overseas instead of domestically? Can profit margins be increased through product changes for example? 

What actions should be taken if a technological advancement or emerging market condition makes our new product obsolete sooner than the business thought it would? Can the business adapt to changed market conditions quickly? Are there other markets that the business could exploit? For example, if the demand for heating cylinders drops, can the products be adapted into different products and shipped abroad where demand patterns are different. 
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