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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Give short answers for the following questions: 

i. What is Computer Forensics?

Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. The goal of computer forensics is to perform a structured investigation and maintain a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it.
Computer forensics -- which is sometimes referred to as computer forensic science -- essentially is data recovery with legal compliance guidelines to make the information admissible in legal proceedings. The terms digital forensics and cyber forensics are often used as synonyms for computer forensics.
Digital forensics starts with the collection of information in a way that maintains its integrity. Investigators then analyze the data or system to determine if it was changed, how it was changed and who made the changes. The use of computer forensics isn't always tied to a crime. The forensic process is also used as part of data recovery processes to gather data from a crashed server, failed drive, reformatted operating system (OS) or other situation where a system has unexpectedly stopped working.

ii. Why are computer forensic engagements carried out?

In the civil and criminal justice system, computer forensics helps ensure the integrity of digital evidence presented in court cases. As computers and other data-collecting devices are used more frequently in every aspect of life, digital evidence -- and the forensic process used to collect, preserve and investigate it -- has become more important in solving crimes and other legal issues.
The average person never sees much of the information modern devices collect. For instance, the computers in cars continually collect information on when a driver brakes, shifts and changes speed without the driver being aware. However, this information can prove critical in solving a legal matter or a crime, and computer forensics often plays a role in identifying and preserving that information.
Digital evidence isn't just useful in solving digital-world crimes, such as data theft, network breaches and illicit online transactions. It's also used to solve physical-world crimes, such as burglary, assault, hit-and-run accidents and murder.
Businesses often use a multilayered data management, data governance and network security strategy to keep proprietary information secure. Having data that's well managed and safe can help streamline the forensic process should that data ever come under investigation.
Businesses also use computer forensics to track information related to a system or network compromise, which can be used to identify and prosecute cyber attackers. Businesses can also use digital forensic experts and processes to help them with data recovery in the event of a system or network failure caused by a natural or other disaster.
As the world becomes more reliant on digital technology for the core functions of life, cybercrime is rising. As such, computer forensic specialists no longer have a monopoly on the field. See how the police in the U.K. are adopting computer forensic techniques to keep up with increasing rates of cybercrime.

iii. Name some sources from which data can be retrieved.
· Laptop computers
· Removable disks
· PCs and workstation printers
· Solid state storage
· Fax machines
· Thumb-drives
· IP telephones
· Tapes
· Personal digital assistants
· CDs and DVDs
· Cell phones
· E-mail – server or remotely stored
· Scanners
· Voicemail on telephone systems
· Copiers
· Recycle bin
· iPods and MP3 players
· Instant messenger
· Mainframes and servers
· Data stored in the “cloud”


iv. Explain the characteristics of a computer forensic analysis.

A systematic computer forensic analysis has the following characteristics:

· Ability to apply sound and replicable methodologies.
· Using practices that have been able to withstand challenges in the past.
· Using software that is acceptable in the forensic profession.
· Ability to apply methods that yield reproducible results.
· Documenting everything comprehensively.

v. What are the benefits of data analysis?

· Reduction, and even elimination, of sampling risk.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

These days, forensic accountants assist auditors through SAS 99 procedures. Computer forensics helps forensic accountants to electronically analyze manual journal entries and identify anomalies and potential risks with the help of analytical tools. Testing supporting documentation for higher-risk manual entries to better understand potential risk is another area in which forensic accountants might help
auditors. This process either assures accountants and auditors that journal entries were made properly or identifies errors and irregularities. Forensic accountants may even be able to design procedures to review e-mails when dealing with certain high-risk scenarios. These procedures may involve developing a list of search items and custodians and analyzing the output of e-mail searches.

2. What are the legal factors that should be considered before starting computer forensic engagements?

The following are some of the legal factors that have to be considered before embarking on an engagement:
 Is there a subpoena that allows collection of data?
 Is counsel available to the engagement team under privilege?
 Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
 According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
 In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?
 Does the forensic accountant or client have legal authority to gather the data?
 Does the team know to whom the data belong, and are there any privacy concerns?
 Is the scope of the examination limited to relevant data?
 Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?

Before beginning a computer forensics engagement, it is important to address all legal issues and follow the legal counsel’s advice. It is also advisable to design protocols to ensure compliance.
The forensic accountant must obtain initial facts and documents before he/she starts working on computer forensics. He/she must confirm the following facts with the clients:
(1) The nature and scope of the engagement;
(2) The computer systems and technology involved; and (3) the expected results and conclusions. Given below is a list of questions that the accountant would want to consider:
 What type of engagement are they carrying out (i.e., investigation, dispute, regulatory compliance assessment)?
 Is the matter a civil, criminal or regulatory proceeding?
 What are the relevant dates during which the activity occurred?
 Which corporate departments (accounting, marketing, executive or legal) were affected?
 Which are the known key documents?
 Can the forensic accountant obtain copies of litigation documents, subpoenas, or any other legal documents?
 Are documents or any other collected data subject to preservation orders?
 Is there any controversy regarding monetary value?
 Does the person requesting the examination have the legal authority to possess and examine the equipment?
 What is the expected scope of the examination, i.e. how many devices are expected to be required?
 Would data have to be collected from a computer network?
 What is the identification and contact information of the investigative team?
 What important information, e.g. known associates, account numbers, key e-mails, and product names, does the investigation team have?
 Which computer systems and what kind of technology, i.e. type of computers (Mac, PC, etc.), type of servers (Outlook or SQL), and smartphones (iPhone or Blackberry) need to be examined?
 What is the number, make, model and storage capacity of every device or medium to be examined?
 Who is the key point of contact with the organization’s internal IT department?
 Which operating systems, e-mail systems, application and document management systems are being used?
 Are any encryption tools being used, and if so, which ones?
 What is the nature and type of structured data stores that are under analysis?
 Does the network have a data map?
 What, if any, forensic work has been performed previously?
 What are the policies regarding privacy, confidentiality, usage, and IT security?
 What are the usernames, passwords and employee numbers?
 What is the users’ personal identifiable information, such as date of birth?
 What access level was each user granted?


3. What tools are used by forensic accounts for data analysis? 
There are various types of computer forensic examinations. Each deals with a specific aspect of information technology. Some of the main types include the following:
· Database forensics. The examination of information contained in databases, both data and related metadata.
· Email forensics. The recovery and analysis of emails and other information contained in email platforms, such as schedules and contacts.
· Malware forensics. Sifting through code to identify possible malicious programs and analyzing their payload. Such programs may include Trojan horses, ransomware or various viruses. 
· • Memory forensics. Collecting information stored in a computer's random access memory (RAM) and cache.
· Mobile forensics. The examination of mobile devices to retrieve and analyze the information they contain, including contacts, incoming and outgoing text messages, pictures and video files.
· Network forensics. Looking for evidence by monitoring network traffic, using tools such as a firewall or intrusion detection system.

4. What is a chain of custody form? What type of information does this contain?
A forensic accountant who is a technology expert uses a chain of custody form with the following information:
 Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
 The exact physical location of each device including the address and room number.
 Every device’s condition, description, make, model number and serial number.
 The date and time at which each device was collected
 Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to avoid any damage to the device. The following are alternative methods of grouping small items into sealed and marked bags:
After being transported to a secure location for examination, every device should be stored in an evidence locker. This locker might be as elaborate as a secure vault or as simple as a locked cabinet.
Anyone who wants to remove the evidence from the locker must provide the time and date of the removal of evidence along with their name and signature. It is critical that once the chain of custody has been established, it is maintained in order to avoid lapses in protocol, which may impact the credibility of the entire examination.
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